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To the Holder of this Document

This document is intended for the use of Adtran customers only for the purposes of the
agreement under which the document is submitted, and no part of it may be used, reproduced,
modified or transmitted in any form or means without the prior written permission of Adtran.

The contents of this document are current as of the date of publication and are subject to
change without notice.

Hazard and Conventional Symbols

The hazard symbols below are used throughout this guide:

WARNING!

Warning: Indicates service affecting and possible risk of system failure.

CAUTION!

Caution: Indicates possible loss of data.

NOTE
== | Note: Information that emphasizes or supplements important points of the
main text.
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Related Online Documents and Resources

Related Online Documents and

Resources

The documents listed in Table 1 contain additional information related to this product. You can
view and download these documents from the Adtran Support Community website upon

previous registration.

Table 1. Related Online Documentation and Resources

Title Description

BSAP 6000 Series Hardware

Installation Guide

This guide describes how to install and access Adtran
Bluesocket 6000 series access point (BSAP).

BSAP vWLAN CLI Reference
Guide

This guide describes how to access and use the VWLAN CLI
and AP CLI

vWLAN APl Reference Guide

This guide describes the use of an application programming
interface (API) with VWLAN.

BSAP vWLAN Configuration
Guide

This guide describes how to connect and manage the BSAP
6000 series using one of Adtran cloud management or on-
premises services.
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Chapter 1

Adtran Bluesocket vVWLAN
Overview

The Adtran Bluesocket virtual wireless local area network (VWLAN) is a wireless network solution that
virtualizes the WLAN, providing a number of benefits to service providers, enterprise and small to
medium sized businesses.

The VWLAN architecture supports a greater number of APs within a single software instance than what
is possible with traditional hardware controller based WLAN deployments. As wireless demand
increases, customers can simply add additional APs and licenses to expand their network. vVWLAN
removes the complexities of dealing with controller capacity by splitting control and management
functions from data-plane functions and centralizing the management and control of the network.
Further, security and mobility are distributed at the edge of the network, the logical placement in
networks that are designed for scalability and high availability. Adding additional access points (APs)
to the VWLAN system is as easy as installing software licenses, which extends coverage to thousands
of APs without concern about controller capacity.

VWLAN architecture is the first of its kind to create a truly unified wireless and wired network which
delivers maximum efficiency by separating the data-plane from the network management and
control plane. This is achieved through the use of intelligent 802.11n APs, which can support user
authentication and traffic forwarding decisions at the edge of the network. Forwarding data traffic
directly to the wired network frees enormous capacity within the wireless controller. More capacity
means the VWLAN can deliver enhanced wireless management and control performance with far less
dedicated hardware than traditional wireless LAN controllers, reducing carbon emissions and energy
costs up to 80 percent, thereby minimizing total cost of ownership. Adtran fully virtualized, software-
based solution gives customers the flexibility to run VWLAN on VMware vSphere ESX/ESXi Hypervisor.

In addition, VWLAN provides state-of-the-art security features that provide network access control
(NAC), authentication server integration, enhanced guest access, and role-based policy
enforcement. VWLAN identity-based access control also removes restrictions that were part of
traditional WLAN solutions and provides more flexibility in managing wireless access.

This chapter contains these sections:

VWLAN versus Traditional WLAN ... 18
VWLAN COMPONENES ... 19
VWLAN CONCEItS .o 20
VWLAN SOIULIONS ... 25
BSAP Models Supported by VWLAN 4.5.0 ... 26
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VWLAN versus Traditional WLAN

Virtualizing the traditional WLAN provides methods for scaling the WLAN as the demands for the
network changes. More users, more devices, better coverage through support for more APs,
higher bandwidth for applications, and an ability to support APs behind network address
translation (NAT) devices are all benefits provided by VWLAN.

The traditional WLAN was arranged so that a gateway providing value-added services was
established behind any manufacturer AP. In this network type, guest access and security
services were provided, and access control and security expertise were incorporated. When AP
controllers were introduced into the WLAN architecture, thin access points and 802.1In were also
introduced. VWLAN, however, is the first and only WLAN to place control on VMware. Using
virtualized WLAN eliminates the cost and constraints of a physical wireless controller, as in
traditional WLAN models, and moves the control and management of the network to the data
center while applying security at the edge of the network.

WLAN virtualization effectively eliminates the wireless controller hardware, and associated cost
and bandwidth usage, by moving the control and management of the network to the
hypervisor, rather than the AP or wireless controller. In addition, the data-plane of the network,
where firewall and security policies are applied, are moved to the AP; saving bandwidth and
avoiding hardware limitations as well as allowing data to continue to flow if there is a network
interruption.

VWLAN provides more effective high availability than traditional WLAN by removing the need to
duplicate expensive controller hardware cost because the software provides a back up virtual
control instance. With high availability, a control plane failover is achieved with zero packet loss,
so that data moves over the network with no interruption.

Table 2 outlines the differences between traditional WLAN and the Adtran Bluesocket VWLAN.

Table 2: Traditional WLAN versus VWLAN

Traditional WLAN VvWLAN

Physical hardware controller. Virtual software controller (controller-less).
Hardware controller at each site. One software instance.

150 APs supported. Thousands of APs supported.

4,000 users supported. 48,000 users supported.

$25,000 typical cost. $0 typical cost.

Upgraded by forklift upgrade process. Upgraded by software upgrade.

All traffic (monogement, control, and data- Traffic is separated into

plane) must travel through a hardware management/control and data planes.
controller with a throughput of 20 to 30 Data-plane is aggregated by the

Gbps. throughput of the APs in terabytes.
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Traditional WLAN VvWLAN

Guest access requires additional hardware
and software.

Guest access is included in the software.

Unified support for both wired and wireless
access requires additional hardware.

Unified support for both wired and wireless
access is included as a software option.

Does not support virtualization strategy.

Does support virtualization strategy.

Does contain a single point of failure (the
hardware controller) and the data session
is severed with a control plane interruption.

Does not contain a single point of failure
(data center based) and the data session is
unaffected with a control plane interruption.

High availability requires duplicate
hardware controller, and failover results in
packet loss.

High availability is included in the product,
and failover results in zero packet loss.

Unwanted traffic travels on the network to
hardware controller.

Unwanted traffic is turned away at the AP.

Centralized hardware provides a target for
hackers as a centralized point of risk.

Does not have centralized hardware which
removes the hacking risk.

Is not VMware Ready certified.

Is VMware Ready certified.

Less sustainability.

More sustainability through reduced energy
costs, hardware waste disposal, and carbon
emissions.

Single tenant.

Multi-tenant.

Wireless users only.

Support for third-party APs or wired users.

VWLAN Components

The VWLAN solution is comprised of three basic elements: virtual appliance (VMware), the APs,
and software. A license is required for each AP to operate on the vVWLAN. The VWLAN runs on @

no-cost virtual appliance (VMware).

VWLAN includes wireless intrusion detection, Layer 3 mobility (tunnelling), secure web-based
authentication (captive portal), fully customizable captive portals, 802.1X authentication, a
stateful firewall enforced at the AP, per-user bandwidth allocation, guest access, high
availability, and full scalability. Guest access ranges from simple guest access (where guests
can simply enter an email address, click to accept terms and conditions, or both) to more
advanced guest access (with lobby administrators, email validation, sponsored accounts, and
self-sponsored accounts). Optionally, you can add support for unified access (wired or third-

party APs).

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A
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VWLAN Concepts

These sections describe concepts that are important to get the most benefit from your vVWLAN
installation:

Wireless TEChNOIOQY ... 20
Fully Distributed versus Centralized Data ... 20
Layer 2 versus Layer 3 ArChiteCtures ... 21
OUt-0f-DaNA NAC 21
MURICASE SUPPOIt ... 21
Bandwidth CONtrol ... 2]
ClaSS Of SEIVICE ... .. oo 22
User and Machine-based Authentication ... 22
Location AUtOAISCOVEIY ... ... 23
MUItI-teNANt SUPPOIT ... 23

Wireless Technology

VWLAN uses various wireless technologies in its operation and is based largely on 802.11n. In the
802.11In wireless standard, wireless media is used more efficiently than in the 802.110/b/g
standards. Some example benefits provided by the 802.11n standard include the ability to use
multiple input multiple output (MIMO), which uses spatial multiplexing to provide greater
throughput. MIMO uses multiple radios and antennas, called radio chains, to take advantage of
multipath (multiple paths of the same signal) by sending multiple independent signals, known
as spatial streams, that travel different paths because of the space between transmit antennas
(known as spatial diversity). Sending multiple independent streams of unique data using
spatial diversity is referred to as spatial multiplexing, which provides greater throughput. For
example, if a MIMO AP sends two unique data streams to a MIMO client station that receives
both streams, the throughput is effectively doubled. If three unique streams are sent, the
throughput is tripled. In addition to using multipath, MIMO also compensates for multipath using
antenna diversity, providing greater antenna range. Antenna diversity can be described as
listening with multiple antennas for the best received signal, which increases the odds of
uncorrupted data. The ability to combine multiple smaller packets into a single larger packet
(packet/frame aggregation), the ability to acknowledge a sequence of packets instead of a
single packet (block acknowledgment), and the ability for an AP to transmit in 40 MHz mode
(channel bonding or HT 40) are all also benefits provided by the 802.11n protocol.

Fully Distributed versus Centralized Data

VWLAN data is fully distributed, which means that the data flows from the wireless client, to the
AP, to the network. Using a fully distributed, rather than centralized, data flow allows limitless
data-plane scalability because there is no central bottleneck at a wireless controller. It also
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allows user-based virtual local area networks (VLANSs) at the edge of the network, Layer 2 and
Layer 3 mobility, quality of service (QoS) and class of service (CoS) at the network edge, and
high availability features.

Layer 2 versus Layer 3 Architectures

Unlike other WLAN architectures, vWLAN is purely a Layer 2 architecture, meaning that a wireless
client gets an IP address and receives and sends Address Resolution Protocol (ARP) messages
to the network. There is no proxy, router, or NAT device between the wireless client and the
network in VWLAN, as there is in a Layer 3 model. This allows simple voice deployments, and
seamless support for Layer 2 applications. The VWLAN architecture for mobility extends the
Layer 2 network to remote APs. The APs can tunnel between each other using EtherlP (IP protocol
97) over Layer 3 to keep the client Layer 2 experience in tact. Therefore, it is possible for a client
to connect to an AP in one subnet and to receive an IP address from a remote network to which
another AP is connected.

Out-of-band NAC

VWLAN is an out-of-band NAC solution, therefore, client authentication happens at the vVWLAN.
Once the client integrity has been certified during captive portal authentication, the client IP
address is changed and the client data is then locally switched (out-of-band) at the AP.

Multicast Support

VWLAN Layer 2 architecture allows multicast support without the need for protocol awareness of
Distance Vector Multicast Routing Protocol (DVMRP) or Protocol Independent Multicast (PIM)
sparse mode (PIM-SM) (multicast must be allowed at the AP firewall). VWLAN is user-based
VLAN ready, which allows an administrator to shrink broadcast domains easily and to place
users into the proper network or VLAN-based on credentials.

On a per-SSID basis, you can determine if the system should convert multicast
——] oand/orbroadcast packets to unicast frames for wireless clients (this is already
—— | done forwired clients). Enable this feature by selecting the appropriate check
box if you want to apply firewall policies to multicast traffic. See Configuring an
SSID for more information.

Bandwidth Control

With a distributed data-plane architecture, vVWLAN limits per-user bandwidth at the AP. vVWLAN
provides these benefits with regard to bandwidth:

* Ability to limit bandwidth on a per-user basis, preventing one user from overusing the
wireless media and wide area network (WAN) uplink.

« Ability to limit bandwidth in the downstream direction (to the client), limiting downloads from
the Internet.

« Ability to limit bandwidth in the upstream direction (from the client), preventing clients from
running abusive servers or becoming expensive upload endpoints.
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 Ability to configure bandwidth limits individually with different values for upstream or
downstream bandwidths, tailoring bandwidth settings to the end user.

 Ability to specify bandwidth as Kbps, KBps, Mbps, or MBps, allowing the administrator the
desired bandwidth granularity.

 Ability to scale to thousands of APs and thousands of users, allowing growth and reducing
cost in the future.

 Ability to maintain QoS and bandwidth counters or parameters across AP roaming areas,
enforcing the bandwidth policy even when a user moves to a new AP.

 Ability to produce little load impact on the access plane, preventing the AP performance
from suffering when bandwidth control is enabled.

Class of Service

VWLAN supports Class of Service (CoS) at the edge of the network, using two components:
packet prioritization and packet remarking:

« Packet prioritization is a CoS method that happens in the downstream direction (wired to
wireless). It is useful to prioritize wireless traffic to certain roles, such as IP phone roles. The AP
can prioritize based on the input wired packet CoS tags (either 802.1p or Differentiated
Service Code Point (DSCP), or the greater of the two), or it can prioritize to a static value.
Wireless multimedia (WMM) is required for the client and is enabled by default.

» Packet remarking is a CoS method that is used in the outgoing or upstream direction
(wireless to wired). It is useful when the upstream networks are CoS aware of 802.1p or (DSCP).
802.1p uses the VLAN header to apply a priority on a packet (0 to 7, where 7 is the highest
priority). DSCP uses the IP header to apply a priority on a packet (0 to 63, where 63 is the
highest). When WMM is enabled, the 802.11p frames contain a prioritization based on
application. The AP can directly convert the WMM prioritization to a packet marking (in 802.1p,
DSCP, or both). Alternately, the administrator can choose to set a static 802.1p or DSCP mark
for all traffic in the role. This is useful for roles like IP phones or other voice devices.

User and Machine-based Authentication

Some WLAN models perform security and VLAN segmentation based on a specific port or
service set identifier (SSID). In VWLAN, the security policy is determined solely on the user identity.
This policy (or role) contains information such as, VLAN, QoS, and CosS settings. In the vVWLAN
model, a single SSID is needed in the network per encryption type to the AP, and depending on
the user credentials, the user receives a different policy (and VLAN) based on identity. For
example, you might want an open SSID for a guest, a preshared key (PSK) SSID for scanners, and
an 802.1X SSID for corporate users. Each authentication or encryption type is set on a per-SSID
basis. This is all accomplished at Layer 2, so the same SSID can service multiple IP subnets and
broadcast domains. In addition, because the central vVWLAN control is at the appliance, APs
coordinate tunneling for remote VLANs between APs, allowing wireless users on local networks
to reach other remote networks through Layer 3 tunnels between APs.

Machine authentication allows the domain machine or computer to authenticate, using 802.1X,
before the machine user logs into VWLAN. This process uses the host machine name
(host/computernome.domoin) as the user name, and the computer domain machine account
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password as the password. The domain machine account password is automatically created
when the computer is registered to the domain, allowing group policies to be applied and login
scripts to execute when the user logs into VWLAN, as well as allowing users who do not have a
locally cached profile on the domain computer to access vVWLAN. Machine authentication
emulates the full wired connection experience. Without machine authentication, you cannot
apply group policies or run login scripts to map drives, connected printers, etc. In addition, users
that have not logged into the domain computer before cannot login to VWLAN. If you do not
require group policies, login scripts, or the ability for non-cached domain users to login to
VWLAN, you can opt not to implement machine authentication.

Location Autodiscovery

VWLAN has an AP autodiscovery feature that automatically discovers the native VLAN that the
APs are using, and creates a location (the networks the AP and its users can reach) in the VWLAN
user interface. Local subnets of the AP are irrelevant in centralized data-plane architecture
because all the traffic is tunneled, but it is important in distributed architectures because these
are the user access networks. Each AP location is the network, subnet mask, and VLAN ID of the
AP.The AP automatically discovers its native location based onits IP address and subnet mask.
By default, this location is assumed to be untagged, however, if a native location with a VLAN tag
is selected on the AP configuration page, the AP will report its native location with a configured
native VLAN tag. The AP automatically ensures the untagging/tagging of packets from clients
on the same native location. Non-native tagged VLANs can be configured on the system (by
specifying the VLAN, subnet mask, and network), which enables wireless users to access the
network through the APs on tagged networks. When VWLAN asks the APs to discover the VLAN, if
the VLAN is found, then the location goes active and wireless clients can use it. Otherwise, clients
are held without addresses until the location becomes valid. A location is defined as a the VLAN
ID plus a subnet and netmask. Each location must have a Dynamic Host Control Protocol
(DHCP) server for the AP to discover the location.

A user location is determined by the assigned user role. The AP native location is automatically
discovered, and the VWLAN system automatically determines the APs that support those
locations. In a large scale deployment, multiple subnets can be assigned to the same user role,
and the system optimally assigns the user to a local location, eliminating the need to trunk the
same VLANs across multiple sites.

Multi-tenant Support

Multi-tenant VWLAN is a streamlined software solution that manages, configures, controls, and
secures Wi-Fi APs, radio frequency (RF) spectrum, and users across separate customers or
management domains. It can be deployed in the public or private cloud on both physical and
virtual machines (hordwore or VMwore). Multiple customers, or tenants, use the same vWLAN
software with individual APs, placing management of multiple domains under a single
hardware or virtual appliance. The multi-tenant configuration allows multiple tenants to share
resources and build efficient, highly scalable network infrastructures.

A multi-tenant VWLAN system is similar to multiple single-tenant vVWLAN systems. Each of the
systems is logically separate from the others for configuration, management, security, and
control purposes. Therefore, whenever an AP must be logically separated from another AP, it
can be configured in a different tenant. For example, if 50 different small food chain restaurants
have the same vWLAN configuration in each, and all are owned and managed by the same
owner, all the VWLAN systems can be configured in a single domain. However, if there are 50
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different stores in a mall, with different vVWLAN configurations and different owners, multiple
domains are needed for vWLAN configuration. Lastly, if there is a large campus with several
different colleges or schools, for example, a separate domain for each entity is needed in the
VWLAN configuration. Multi-tenancy allows VWLAN to be configured so that, from an RF
perspective, the adjacent APs will interact properly and not conflict with each other, even when
configured in different domains, and each domain has its own management database,
authentication, and control.

Figure 1: Multi-tenant Network Topology
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WPA2-Multikey Support

Wi-Fi protected access version 2 (WPA2) with multikey support is a new security feature for the
VWLAN 3.5.0 release. This feature provides the benefits of WPA2 level security for connected
devices, while also providing additional security for each client by using a per-user preshared
key, based on their device MAC address. When configured, this feature provides a method for
users to determine their own passwords for their connected devices, rather than using a
generic password shared by all users connected to a single SSID. For example, in a typical
wireless environment, whether business building, apartment complex, hotel, or university, a
single Wi-Fi password is assigned to all users of a single SSID. Because this single password is
used by all parties connecting to the network, it becomes very easy to compromise the security
of the connections. With the introduction of WPA2-Multikey functionality, multiple users can
connect to a single SSID, and use a preshared key unigque to each user, for network connections.
In this manner, devices used by people in different apartments, businesses, or rooms, are
connected to the wireless network using a password unique to the device and user, rather than
a single shared password for the entire apartment complex or business.
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VvWLAN Solutions

Service providers and enterprise and small to medium sized businesses can use VWLAN. These
illustrations depict the use and deployment of vVWLAN in these different hosted environments.

Figure 2: Carrier Hosted Solution
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Figure 4: Small to Medium Business Hosted and Managed Solution
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BSAP Models Supported by vWLAN
4.5.0

VWLAN 4.5.0 supports these BSAP models:
« BSAP1920/1925
« BSAP1930/1935
« BSAP1940

« BSAP 2020

« BSAP2030/2035
+ BSAP 2135

« BSAP 3040/3045
« BSAP 6020

« BSAP 6040

« BSAP 6120

VWLAN 4.5.0 does not support BSAP 1800 series and earlier.
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Introduction to the vWLAN GUI

After you install the VWLAN and an associated AP, you can begin configuring the vVWLAN and AP
parameters.

See the BSAP vWLAN Configuration Guide for information about vVWLAN requirements
=== | and the steps to install your VWLAN.

You can access the VWLAN GUI by entering the IP address of the VWLAN instance into a browser
window in the format: https:/[/<vWLANipaddress>:3000.

Enter the email address and password associated with the VWLAN instance at the prompt. The default
administrative user name is root@adtran.com, and the default password is blueblue

Adtran —
0

bluesocket

Sign in

Username | |

Password | |

Forgot your password?

Powered by ADTRAN Bluesocket

These sections summarize the VWLAN GUI and its built-in web server used for system management:

VWLAN MENU S TUCKUNE .. 28
GenNErAl GUI SOT CULS ..o 29
AdAItional GUIOPLIONS ... 29
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VWLAN Menu Structure

VWLAN Menu Structure

In the VWLAN GUI, main menu items appear in tabs at the top of the menu, menu items appear
on the left of the menu, and shortcuts appear at the top. The main menu consists of three tabs:
Status, Configuration, and Administration. This illustration depicts the VWLAN GUI layout.

Adtran ~—>
bluesocket' o

Status Configuration Administration

» Role B i Selectall Deselectall | Delete

Access Control
» Internal
Authentication - Name

10-03-2024 7:31:22 AM root@adtran.com Sign Out
Version 4.2.1
Build 678053

Domain |default v | APs 7 Clients 0 |Create. v | Domain Tasks 1 Platform Tasks 1

Location Name

Show / hide columns.

Type *

» External AllowAll Native AP VLAN
Authentication Guest Native AP VLAN
» Captive Portal

» Wireless

» Ethemnet Access
» Unified Access
» System

» Logs and Alerts

Un-registered NAC

Showing 1 to 3 of 3 entries

Create Role

Powered by ADTRAN Bluesocket

© 2024 ADTRAN, Inc.

Registered Role
Registered Role
Un-registered Role

Options available in the left menu depend on the tab selected (Status, Configuration, or
Administration). The Status tab displays information about the status of VWLAN, APs, or VWLAN
users. The Configuration tab displays menu options that relate to configuring users, APs,
wireless settings, wired settings, user authentication, and much more. The Administration tab
displays menu options that relate to administrator configuration, administration tasks,
outstanding jobs, backup, restore, upgrade/patch options, and general VWLAN or AP
maintenance.

In addition, you might see a Platform or Domain tab associated with a menu option, if you
logged in as an administrator with platform access or configuration privileges. For example, if
you navigate to the Administration tab and select Admin Tasks, you will see the Domain and
Platform tabs. The Domain tab displays administrative tasks related to a domain, and the
Platform tab displays administrative tasks related to the VWLAN platform only.

Configuration Administration

s [ Domain | :
Authentication Selectall | Deselectall = Delete Show / hide columns
e L —
> Jobs = Message < Job Type Next Scheduled Execution < Broadcast Updated Time *

Traffic Capture
AP Traffic Capture
Diagnostics
Restart

Platform Upgrade
Patch
Backup/Restore

0 Schedule a background scan On Demand

Showing 1 to 1 of 1 entries

true 2024-10-01 14:39:54
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General GUI Shortcuts

The GUl includes shortcuts and other information along the top of the menu.

o 10-03-2024 8:28:20 AM root@adtran.com Sign Out

@”:'\\ Version 4.2.1
bluesocket o euld 576052
Domain APs 7 Clients 0 [Creale... v | Domain Tasks 1 Platform Tasks 1

Status Configuration Administration

Shortcuts and other information, and their purposes, are as follows:

» The Domain menu allows you to select the domain in which you would like to perform
configuration, management, or monitoring tasks. If you are logged in as root@adtran.com,
you can select from any domains you created. If you are logged in as a domain
administrator, you can only choose from the domains that you are allowed to access.

» The APs shortcut informs you of how many APs are licensed within the selected domain.
Selecting the APs link opens the Access Points menu located in the Status tab.

» The Clients shortcut informs you how many users are currently connected to the selected
domain. Selecting the Clients link opens the Clients menu on the Status tab.

» The Create menu provides a shortcut for creating most of the items listed in the left menu of
the GUI. For example, to create an internal user, you can navigate to the Configuration tab,
and select Authentication > Internal > Users, and then select Create Internal User, or you can
select Domain Internal User from the Create menu. In the Create menu, you can select from
Domain menus (menus that pertain to domain configurotion), or Platform menus (menus
that pertain to platform configuration).

* The Domain Tasks shortcut informs you how many administration tasks are pending for the
domain. Selecting this link opens the Admin Tasks menu, in the Domain tab of the
Administration tab.

» The Platform Tasks shortcut informs you how many administration tasks are pending for the
VWLAN platform. Selecting this link opens the Admin Tasks menu, in the Platform tab of the
Administration tab.

Additional GUI Options

In addition to the GUI shortcuts, you will find that there are several operations that apply to
multiple menus. You can view, edit, or delete an item by selecting it from the list in the specific
menu. Highlight the item you want to view, edit, or delete, and you will be directed to the
configuration menu for that item. You can then make changes to the item from its
configuration menu and select to apply the changes. Your ability to view, edit, or delete an item
will only be available based on your permissions as an administrator. If you have full access, you
can view, edit, or delete most items. If you only have read access, however, you cannot edit or
delete items. Your permissions are determined when your administrative account is created
(see Specifying the Administrator Role).

In addition, the Search field, the Show/hide columns button, and the arrows that allow you to
scroll through multiple pages of listings are included in most menus. You can search each
listing by entering the search criteria in the Search field. Searches are completed by matching
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words or parts of words in the string, and searching and sorting can be completed at the same
time. In addition, searches are executed across all columns in the menu and can include
numerals and IP addresses. For example, to search for information in the Name column, enter
the string in the search field (for example, enter College of to find any names that begin with
that string). Any information regarding College of is displayed.

The search and sort operations function differently depending on the GUI tab you selected. The
Configuration tab does not support numerical sorting for all fields. On the Status tab, however,
numerical sorting is supported for all fields. In addition, when searching from the Status tab,
special characters are ignored. for example, searching for 00:19:92:00:¢9:60 will also return 00-
19-92-00-c9-60.

A typical GUI menu is given below, in which each of these options are identified. There are a few
other GUI options you will see as you navigate the vVWLAN console, however, those are discussed
in this document along with the specific task or menu that they accompany.

Show ! hide columns.

Search:[ |

= Name value * s Hint
Allow the AP to look up the vIWWLAN name

P : ; : : a
using a DNS PTR record? Disabled This must be enabled if redirect to hostname is enabled.

AP Control Channel Timeout 86400 Time in seconds before APs reboot if control ckanne} is confirmed to be lost to the vWLAN (defau\ts to four hours -

_ meaning, APs would reboot four hours after confirming that the control channel has been lost).

DHCP Lease Time for Un-registered 10 An aggressive lease time brings dients on faster after authentication, but may not be compatible with all handheld

Clients devices.

Display Setup Wizard Disabled Enables setup wizard.

Flush Client Scan Data interval 7 Range accepted from 0-30(In days), 0 means no data will be fushed out

If enabled, users will be redirected to the Post Login Redirect URL after web based authentication instead of their

Post Login Redirect Disabled original destination.

v R T S e e G Thel Poslt ILogm Reldlrelct URL is the URL that the user will be redirected to after web based authentication instead of
aln Redirect URL their original destination.

R:edlrect HTTPS traffic for Unregistered Disabled Redirects HTTPS to the captive portal.

clients

Time in minutes between updating .

internal status (minimum 5) : Lrizie e a

Time in seconds before inactive 600 Inactive connections will be dropped once this time out has been reached.

connections are dropped
Showing 1 to 10 of 10 entries

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A 30



Chapter 3

VWLAN Administrators

Now that you are familiar with the vVWLAN GUI, you can begin to configure the vVWLAN for your network.
The first step in this process is to create the administrators that will be managing the network. vVWLAN
has two type of administrators: a platform administrator, and a domain administrator. The platform
administrator configures the VWLAN settings for the entire vVWLAN platform, while the domain
administrator configures the settings for particular domains on the VWLAN network. One person can
serve both of these functions, or you can separate the two and have one person as a platform
administrator, and multiple other individuals as domain administrators. Configuring the
administrators for the VWLAN network revolves around creating platform and domain administrators,
changing the platform administrator password, specifying the administrator roles, and specifying the
method for administrator authentication. This section discusses different VWLAN administrator
configuration tasks and the steps used to complete these tasks.

This section includes these topics:

Creating an AAmIiNIStrator ... 31
Changing the Administrator Password ... 34
Specifying the Administrator ROIE ... 34
Specifying Administrator Authentication ... 36

Creating an Administrator

By default, one administrator account exists when vVWLAN is first initialized. This administrator is the
default platformn administrator, who can manage the platform and all domains in the VWLAN network.
The default platform administrator has a default user name of root@adtran.com and a default
password of blueblue. The default platform administrator has full administrative privileges of the
platform and all domains.

You cannot change the administrative scope or role of the default platform
administrator, or delete the default platform administrator. You can, however,
— change the user name, email address, password, and time zone for the default
platform by selecting root@adtran.com (or the default platform administrator login
if it has been changed) at the top right of the GUI menu. The default platform
administrator will not be displayed in the Administrators menu as described below.

You might need to create additional administrators for the platform or specific domains as part of
your initial configuration tasks. In some cases, the default platform administrator will be the same
individual as the domain administrator, however, in some VWLAN configurations, platform and
domain administrators are separate. Domain administrators are used to manage APs, templates,
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SSIDs, authorization servers, users, login pages, dashboards, and much more for one or more
domains. Domain administrators are optional, as most tasks can be handled by the platform
administrator, but in larger deployments, domain administrators can be used to provide
managed service to a subset of customers. For example, a service provider could leverage the
VWLAN instance for a managed service or cloud-based offerings where they offer managed
services or cloud-based services to their customers. In this case, the service provider would
likely be a platformn administrator, while the service provider customers would likely be domain
administrators that have access only to their assigned domain. Another example is that a
university, or other higher-education establishment, or other business enterprise might have a
central IT department as the platform administrator, while the IT staff at remote campuses or
offices would be domain administrators.

Except the default platform administrator, you can configure all administrators from the
Configuration tab menu. To create an administrator:

1. Navigate to Administration > Admin Authentication > Administrators.

Status Configuration Administration

= Show / hide columns
v Admin Selectall

Authentication
Search: ]

Administrat
ministrators N T Source * 2 UID s Timezone $ Updated Time

Administrator
Roles

Admin Auth
Servers Showing 0 to 0 of 0 entries

» Certificates
Admin Tasks
» Jobs
Traffic Capture
AP Traffic Capture

No Data Available in Table

Diagnostics
Restart

Platform Upgrade
Patch
Backup/Restore

Create Administrator

2. Select Platform Administrator (whether creating a platform or domain administrator) from
the Create menu at the top of the GU|, or select Create Administrator from the bottom of the
Administrators menui.

[Create... - n

3. Enter the email address and password to be associated with this administrator in the
appropriate fields. Confirm the password, and specify the administrator time zone from the
menu. Then specify the administrator scope. The administrator scope consists of the
administrator role (or permissions), and a specific domain associated with the
administrator (if selecting domain permissions) or the platform (if selecting platform
permissions). Specify the domain to be associated with this administrator by selecting the
appropriate domain from the Domain menu (if selecting domain permissions), or select
Platform from the Domain menu if selecting platform permissions. Each administrator
account, including the platform administrator, must have permissions for at least one
domain.

4. Specify the administrator role (or permissions) by selecting the appropriate option from the
Admin Role field. By default, five administrator roles exist:

« Domain Read-Write Permissions (Full-Access) option allows administrators full access to
configure and change configurations for the domain(s) to which they are assigned.
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» Domain Read-Only Permissions option allows administrators read-only access to the
domain(s) to which they are assigned. They cannot make configuration changes to the
domain.

» Domain Lobby Administrator option allows administrators to view, create, change, and
delete internal users and view the status of users, APs, and dashboards.

« Platform Read-Write Permissions (Full-Access) option allows administrators full access to
configure and change configurations for the VWLAN platform.

* Platform Read-Only Permissions option allows administrators read-only access to the
VWLAN platform, but does not allow them to make any configuration changes to the
platform.

You can also apply a custom administrator role from this field. See Specifying the
Administrator Role for more information about creating custom roles.

Platform access is required for administrators to create, view, update, or
delete other administrators. Platform access is given by assigning full
access by the platform administrator (root@adtran.com by default). Once
assigned, the platform administrator can specify access for any other
administrator to any domain.

LIl

Platform access is required to be able to create domains or associate
administrators with a domain. Refer to Creating the Domain for more
information.

LIl

5. Click Create Administrator after specifying the administrator email, password, time zone,
and scope.

[

Create Administrator

Email

Password

|
|
|
Timezone [{-06:00) Central Time (US & Canada), Guadalajara, Mexico city hd

Password Confirmation

Administrator Scopes

Daornain Admin Role
hd “ | rEmove
W “ | remove
W “ | remove

Add more domains

[Create Administrator

o
[x8]
1
o
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You will receive confirmation that the new administrator was created. The confirmation lists
the domains associated with the administrator. You can select the listed domains to see all
the administrators associated with the domain, and you can select Edit if you need to make
changes to the administrator password, email, or domain association.

The newly created administrators are displayed in the Administration tab, in the Admin
Authentication > Administrators menu. From this menu, you can make any necessary
changes to the administrator configuration.

Changing the Administrator
Password

When first logging into the VWLAN, you will be prompted to change the default platform
administrator password. To change the password, select the root@adtran.com link at the upper
right portion of the menu. All other administrator passwords are configured from Administration
> Admin Authentication > Administrators. To change an administrator (other than the default
platform administrator) password:

1. Navigate to Administration > Admin Authentication > Administrators. Select the administrator
you want to edit from the list. You must have write permissions to complete this action.

2. Enter the new password in the Password field. Confirm the new password.

3. Click Update Administrator to save the configuration.
You will receive confirmation that the changes were successfully applied.

Specifying the Administrator Role

The administrator role is the permissions that are assigned to specific administrator types. You
can create a single role, with certain permissions, and apply it to multiple administrators. By
default, five administrator roles exist:

« Domain Read-Write Permissions (Full-Access) option allows administrators full access to
configure and change configurations for the domains to which they are assigned.

» Domain Read-Only Permissions option allows administrators read-only permissions for the
domains to which they are assigned. They cannot make configuration changes for the
domain.

» Domain Lobby Administrator option allows administrators to view, create, change, and delete
internal users and view the status of users, APs, and dashboards.

« Platform Read-Write Permissions (Full-Access) option allows administrators full access to
configure and change configurations for the VWLAN platform.

* Platform Read-0Only Permissions option allows administrators read-only access to the vVWLAN
platform, but does not allow them to make any configuration changes to the platform.
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To create a custom role or edit an existing role:

1.

Navigate to Administration > Admin Authentication > Administrator Roles. This menu lists the
five default roles. To edit an existing role, select the appropriate role from the list. You must
have permissions set in your own administrator role to execute this action. To create a new
administrator role, select Create Domain Administrator Role (to create a domain
administrator role) or Create Platform Administrator Role (to create a platform
administrator role).

¥ Admin Selectall Deselectall | Delete Show / hide columns
R | E—
Administrators -
L v Name : Type
Administrator
Roles Platform Read-Write Permissions (Full-Access) PlatformAdminRole
Admin Auth Platform Read-Only Permissions PlatformAdminRole
Servers Domain Read-Write Permissions (Full-Access) DomainAdminRole
¥ Certificates Domain Read-Only Permissions DomainAdminRole
Ad"“: Tasks Domain Lobby Administrator DomainAdminRole
» Jobs

Traffic Capture

AP Traffic Capture
Diagnostics
Restart

Platform Upgrade
Patch
Backup/Restore

Showing 1 to 5 of 5 entries

Create Domain Administrator Role | Create Platform Administrator Role | Restore Default Roles

Enter the name of the role in the Name field if you create a new role. Then select the
appropriate permissions for the role by selecting the Read, Update, Create, Destroy, None, or
All field next to the action for which you configure permission. None indicates no permissions
are given, and destroy indicates delete permissions are given. If you edit a role, make your
changes using the same process. Action selections will vary based on whether you
configure a platform or domain administrator role.

Create Administrator Role

Name
Select actions that the administrator with this role should be able to perform.

Permissions

B
o

Update Create Destroy All
O
]
O
]}
O
]}
]}
]}
(]
O
]}
O
]}
]}
[}
]}
O
]}
O
]}

Resources MNone

]
]

Select all
]
O
(H]
O
(]
(H]
(H]
]
O
(H]
O
(]
(H]
L]
(]
O
(H]
O
(]

AP Licenses L)

AP Templates [

AP Traffic Captures LJ
Access Point Jobs O
Access Point Statuses [J
Access Points L)
Accounting Servers [
Active User Statuses [J
Admin Tasks O

Alarms L)

Available AP Firmware O
Branding [J

Client Certificates L)
Dashboard Tabs [/
Dashboard Widgets [
Destination Groups [
Destinations [

Devices [

J o000 o000 oo o0oooooooogooo
JO0000O0O0000O0O0O00o00coo0Ooao
J 000000 o0ooOoOo0oo o oo ooogoo

Diagnostics [J

3. Click Create Admin Role or Edit Admin Role to apply the changes. The new or updated

administrator role is now displayed in the Administrator Roles menu. You can associate the
administrator role with new or existing administrators. See Creating an Administrator.
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Roles are not domain specific, so the same role can be used in multiple
domains.

Administrators can have multiple roles. For example, an administrator can
have a read-write role for Domain 1, and a read-only role for Domain 2.

LIl Ll

Specifying Administrator
Authentication

Administrator authentication can occur using an external RADIUS database. You can specify
that administrators are authenticated using an external source by creating a RADIUS
administrator authentication server. You must have authentication server permissions enabled
to complete this task.

When an administrator connects to vVWLAN, first the local database is checked for
authentication. If a local administrator was created (as described in Creating an
Administrotor), and the log in credentials presented match those listed in the local database,
then the administrator is logged into VWLAN. If a locally created administrator attempts to
connect to VWLAN and enters an incorrect password, an error is generated and the
administrator cannot gain access to VWLAN.

When an administrator created with RADIUS credentials logs in for the first time, a local
administration account with permissions cloned from the local administrator is created on the
VWLAN so the system can track the administrator. The user name of the administrator is created
based on the name and the IP address of the RADIUS server, for example, name@<server ip
address>. The cloned information is stored on vVWLAN and also replicated on any backup vVWLAN
platforms.

If the master VWLAN platform is not functioning, and a backup VWLAN platform
— | isinuse, newly created administrators relying on RADIUS to log in will not have
= 4 access. This happens because the cloned internal administrator cannot be

I/ created without the master vVWLAN platform.

If an administrator is configured with both local and RADIUS parameters and local login fails, the
VWLAN system checks the login credentials against external RADIUS servers in the order they are
configured. The system continues checking until either it is successful or all servers fail. When a
successful RADIUS authentication occurs, the administration credentials are cloned on the local
database, and the administrator is logged into vVWLAN.

This section contains these topics:

RADIUS Administrator Authentication Considerations ......................... 37
Configuring RADIUS Administrator Authentication ... 37
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RADIUS Administrator Authentication
Considerations

When you use RADIUS authentication for administrators, you should keep the these itemsiin
mind when you configure the VWLAN network:

* RADIUS servers must be routable from vWLAN. They cannot be behind NAT at the local
customer site. This in turn means that the IP address for each RADIUS administrator
authentication server must be unique.

* When an external administrator authenticates, the system creates a local administrator to
track the user. This means that each administrator must first log into the primary vVWLAN
platform, and if the first login is to a failover platform (for example, if high availability is in use),
then the login will fail.

« Password Authentication Protocol (PAP) authentication is required between the vVWLAN
system and the RADIUS server, therefore, the RADIUS server must have a policy that supports
PAP.

» The RADIUS server must have a RADIUS client configured with the IP address of the vVWLAN
instance and the shared secret to match what is configured in the Admin Auth Servers menu.

Configuring RADIUS Administrator
Authentication

Only a platform administrator user with Admin Auth Servers permissions can create, update,
delete, or read RADIUS administrator authentication servers. If these actions are permitted, you
can configure one or more RADIUS administrator authentication servers by specifying the
address, port, shared secret, and timeout values of the RADIUS server, the preference for the
RADIUS server, the authentication rules that match RADIUS attributes to specific administrators,
and a default RADIUS authenticated administrator (in case none of the rules match). To
configure a RADIUS server for administrator authentication:

1. Navigate to Administration > Admin Authentication > Admin Auth Servers. If you want to edit
a previously configured RADIUS server, select the appropriate server from the list. If you
create a new RADIUS server for administrator authentication, either select Platform Admin
Authentication Server from the Create field on top of the VWLAN menu, or select Create
Admin Authentication Server from the Admin Auth Servers menu.
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Status Configuration Administration

Selectall  Deselectall Delete Show | hide columns.

Precedence

¥ Admin

Authentication
Administrators
Administrator
Roles No Data Available in Table

Name - Type ¢ Address ¢ Port ¢ Trusted Server Certificate

Admin Auth
Servers Showing 0 to 0 of 0 entries
» Certificates
Admin Tasks
» Jobs
Traffic Capture
AP Traffic Capture
Diagnostics
Restart
Platform Upgrade
Patch
Backup/Restore

Create Admin Authentication Server

2. Configure the server by specifying the servers name, IP address, port, shared
secret/password (and confirmation) in the appropriate fields. Ensure that each IP address is
unique for each server you create.

r

Create Authentication Server

Type [RadiusAdminAuthServer v

Name [New Admin Auth Server |

IP Address | |

Port [1812 |

Shared Secret/Password | |
|

|

Shared Secret/Password Confirmation

[}

Timeout

3
1

h

r time in seconds bebween retries.

er RADIUS protocol retry count (0 = no retries).

Precedence

Authentication Rules

Administrator

Retries

mE]

3
w

Attribute Operator CompareTo Administrator
«I* [ARAP-Challenge-Response v || equal to v E it
«i* [ARAP-Cha enge-Response + || equal to v o
i* [ARAP-Challenge-Response v||equalto  + il
+i* [ARAP-Challenge-Response v|[equalto ]| [[»] @
*I* [ARAP-Challenge-Response v|[equal to ]| [[+] w

Append Admin Auth Rule

|create Admin Authentication Server]

Back

3. Specify the timeout value and retry value for the RADIUS server. The timeout value is the time
(in seconds) between attempts to connect to the RADIUS server. By default, this value is set
to 5 seconds. The retry value (Retries) is the number of times to retry the server before
determining the server is unreachable. A value of 0 (default) indicates no retries are
attempted.

4. Specify the precedence for this RADIUS server. The precedence is the order in which this
server is used for authentication, in relation to other configured RADIUS servers. Select the
appropriate precedence from the list. Selections include Highest, Lowest, and Fixed. If you
select Fixed, you can manually order the preference for all configured RADIUS servers used
for administrator authentication by dragging and dropping the servers within the server list.

5. Specify the administrator to which this RADIUS authentication applies by selecting the
appropriate administrator from the Administrator field.
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6. Specify the RADIUS attributes that are associated with the administrator by selecting the
appropriate RADIUS attribute from the left menu and the appropriate administrator from the
right menu. You can arrange the order of these attributes by dragging and dropping the
attributes within the list. Click Create Admin Authentication Server or Update Admin
Authentication Server to apply the configuration.

After the configuration is applied, the new or updated server appears in the Admin Auth
Servers list.
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Chapter 4

VWLAN Platform Configuration

This chapter discusses the configuration of VWLAN as it applies to the platform. An administrator with
full access to the platform completes this configuration, while users with platform read permissions
can view this configuration. Areas discussed in this section include:

Configuring the VWLAN Network INterfaces ... 40
Configuring a VWLAN Network Interface StaticRoute ... 42
Changing the Administrator Session Idle Timeout ... 44
Configuring the Platform SNMP Parameters ... 44
Configuring the VWLAN TLS 1O Setting ... 45
Configuring VWLAN Platform Branding ... 46
Verifying the VWLAN Software Version ...l 47
Performing System MAINteNANCe ... 48
Restarting the VWLAN ... 55
Configuring High Availability ... 55
Working with Certificates ... 59

Configuring the vWLAN Network
Interfaces

The vVWLAN network interfaces are the interfaces used to communicate with the private and public
aspects of the VWLAN network, including routing to and communicating with the APs, connecting to
the cloud network where applicable, communicating from vWLAN to VWLAN when using high
availability, and configuring VWLAN without connecting to the Serial console. The platform
administrator configures network interfaces. You can configure the public network interface with a
private or public IP address, depending on the deployment scenario. The public network provides
connection for APs and web-authenticated users, and the private network provides connection for
SNMP and vVWLAN management. For example, in an enterprise deployment with private WAN links, the
private network interface is likely to be configured with private WAN links, and the public interface is
likely to be configured with a private IP address that is routable on the corporate network. In a service
provider cloud-based deployment, the public network interface is likely to be configured with a public
IP address, however, it can also be configured with a private IP address behind NAT. APs must be
configured to communicate with the public network interface, and vVWLAN to vVWLAN communication
using high availability must be configured to communicate using the public network interfaces.
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By default, the public network interface is configured as a DHCP client; however, this option can
be disabled. You can use the private network interface to initially configure the VWLAN without
connecting to the serial console port or to configure local network connectivity for out-of-band
management where applicable. You cannot configure the private network interface as a DHCP
client.

To configure a network interface:

1. Navigate to Configuration > System > Network Interfaces. This menu lists the default
configured public and private network interfaces. To configure one of these interfaces,
select the interface from the list.

Configuration Administration

Show / hide columns
» Role Based

Access Control Search:
» Internal L ]
Authentication - Name DHCP * Address * Netmask * Gateway *

» External private Disabled 10.251.252.1 255,255.255.0

LTS EERED public Disabled 10.49.182.201 255.255.255.0 10.49.182.254
» Captive Portal

> Wireless
» Ethemnet Access
* Unified Access.

Showing 1 to 2 of 2 entries

¥ System
Domains
Settings
Branding e a ifyy that the VWLAN should be restarted. Click on the admin tasks link on the top bar to go to the admin task page and restart the network. This
Storage Settings [ WLAN, so b re settings.

High Availability

2. Forthe private interface, specify the IP address and network mask for the interface. Click
Update Network Interface to apply the changes.

Edit Network Interface

Name private
Address [10.251.252.1 |
Netmask [255.255.255.0 |

Static Routes

Static routes manipulate the vWLAN's IP routing table. Their primary use is to set up static routes to specific hosts or networks via an interface.
The parameters that apply to the static routes are:

- Destination: Target destination network or host. You can provide IP addresses in dotted decimal.

- Metmask: For a host route, specify a netmask of 255.255.255.255.

- Gateway: Route packets via a gateway. NOTE: The specified gateway must be reachable first and the gateway needs to be on the same subnet as
the interface.

Destination MNetmask Gateway

[destination | [netmask | [gateway | |}
[destination | [netmask | [gateway | m
[destination | [netmask | [gateway | @

Append Static Route

Update Network Interface

1]
=
=]
=
(s2]
s
e
=
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3. Forthe public interface, specify whether DHCP is enabled by selecting the DHCP field. When
DHCP is enabled, the current IP address, network mask, and IP gateway address are
displayed in the Network Interface menu. When DHCP is enabled, you can disable DHCP and
specify the IP address, network mask, default gateway, DNS servers, and host name for the
network interface. Click Update Network Interface to apply the changes.

Edit Network Interface

Mame public
Currant Address 10.49.152.201

Current Netmask 255.255.255.0

Current Gataway 10.4

DHECP

Address [10.48 182 201

Netmask [255.255.255.0

Gateway [10.49.182254

pns 1 [17220.14.247

ons 2 [10.1.1.10

Hostn=me [vwlan201 bluesacketlab com

Static Routes

Static routes manipulate the vWLAN's IP routing table. Their primary use is to set up static routes to specific hosts or networks via an interface.

The parametars that apply to the static routes are:

| [netmask |

| [netmask |

Append Static Route

Update Nebwork Inlerface

Show | Back

Configuring a vVWLAN Network
Interface Static Route

You can optionally configure a static route to manage the vVWLAN via the private or
management interface from a remote network or to maximize routing paths on the public
interface. To set this route, you must specify the route destination IP address, route network
mask, and route gateway (must be the same subnet as the interface through which the route
travels) on the network interface. You can specify a static route on either the public or private
network interface, although the private route will always take precedence over the public one.
When new routes are added to the interface, the network is restarted to apply the changes.
Static routes are not restored from configuration backups or replicated in high availability
configurations.

To configure a static route to connect to VWLAN remotely,

1. Navigate to Configuration > System > Network Interfaces. The default configured public and
private network interfaces are displayed in a list in the Network Interfaces menu. To
configure a static route for one of these interfaces, select the interface from the list.
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Configuration Administration

Show / hide columns
» Role Based
Access Control

Search: [ ]

» Internal
Authentication - Name DHCP * Address * Netmask * Gateway *
» External private Disabled 10.251.252.1 255.255.255.0
Authentication
» Captive Portal
> Wireless
» Ethernet Access
* Unified Access
¥ System

public Disabled 10.49.182.201 255.255.255.0 10.49.182.254

Showing 1 to 2 of 2 entries

Domains
Settings
Branding
Storage Settings
High Availability

the vWLAN shouid be restarted. Click on the admin tasks link on the top bar to go to the admin task page and restart the network. This

2. For either interface, enter the route destination, route network mask, and route gateway for
the interface static route. You can add multiple routes to the interface, and can choose to
delete any routes by using the delete icon next to the route you want to delete. Select
Append Static Route and then click Update Network Interface to apply the changes.

Edit Network Interface

Name private
Address [10.251.252.1 |
Metmask [255.255.255.0 |

Static Routes

Static routes manipulate the vWLAN's IP routing table. Their primary use is to set up static routes to specific hosts or networks via an interface.
The parameters that apply to the static routes are:

- Destination: Target destination network or host. You can provide IP addresses in dotted decimal.

- Metmask: For a host route, specify a netmask of 255.255.255.255.

- Gateway: Route packets via a gateway. NOTE: The specified gateway must be reachable first and the gateway needs to be on the same subnet as
the interface.

Destination Netmask Gateway

[destination | [netmask | [oateway | |}
[destination | [netmask | [gateway | i}
[destination | [netmask | [gateway | i}

Append Static Route

Update Network Interface

L
=
=
=
m
]
]
I
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Changing the Administrator Session

Idle Timeout

The default administrator session idle timeout is 30 minutes. As of VWLAN firmware release 3.1.0,
you can change the length of idle time before an administrative session will timeout.

To change the administrator session idle timeout:

1. Navigate to Configuration > System > Settings.

2. Select the Platform tab, and then select Administrator Session Idle Timeout.

Configuration Administration
* Role Based N
Acoess Control Show / hide columns
» Internal s he
Authentication earch:[ ]
» External Name Value * < Hint
Authentication Administrator Session Idle Timeout 10 Sets the idle timeout for administrative console sessions in minutes. Valid entries are 15 to 300, and 0
» Captive Portal - for no timeout
> Wireless Certificate 1 The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
¥ Ethemet Access Certificate 2 The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL.

» Unified Access.
Certificate Chain 1

A chain of one or more certificates.

¥ System
Network Certificate Chain 2 A chain of one or more certificates.
Interfaces Certificate Private Key 1 The private key for the cert (closely guard this file).
Domains Certificate Private Key 2 The private key for the cert (closely guard this file).
Settings Certificate Selected Click the name link to see the value Certificate for current use
Branding

The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
create the CSR manually.

The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
create the CSR manually.

Certificate Signature Request 1 (CSR]

Storage Settings

] Certificate Signature Request 2 (CSR 2

Mosaic Mission
Control

» Logs and Alerts

Enable SNMP? Disabled

Enable Transport Layer Security protocol version 1.0 for HTTP access. This is an older security protocol

Disabled with known security vulnerabilities.

Enable TLS 1.0

Showing 1 to 26 of 25 entries

3. Specify the idle timeout for administrative console sessions. Valid entries are 15 to 300
minutes or O for no timeout. Click Update Platform Setting.

Edit Platform Setting

Administrator Session Idle Timeout (30

o timeout

| Update Platform Setting |

Show | Back

Configuring the Platform SNMP
Parameters

Simple Network Management Protocol is the Internet Engineering Task Force (IETF) industry-
standard Application Layer protocol for remotely managing networks. SNMP provides
management services that include automatic notification when unacceptable network
conditions exist, status polling of network devices, and the ability to edit configuration settings.
You can configure SNMP parameters from the platformn administrator menu. vVWLAN supports
SNMPv2c. By default, SNMP is disabled on VWLAN for polling from external network management
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stations. Standard MIB-2 polling is supported. Vendor-specific MIBs are available online at
www.adtran.com. You can configure SNMP polling on a vVWLAN platform-wide basis and SNMP
traps on a per-domain basis. The next sections describe platform-wide SNMP polling
configuration. For more information about per-domain SNMP trap configuration, see
Configuring Domain Settings.

To configure SNMP polling at the platform level in VWLAN:
1. Navigate to Configuration > System > Settings, and then select the Platform tab.
2. Select the task item labeled Enable SNMP?.

3. Select Enabled from the Enable SNMP? field to enable SNMP and select Update Platform
Setting. You will receive confirmation acknowledging that the changes were made.

Edit Platform Setting

Enable SMMP? |Disabled w

| Update Platform Setting

Show | Back

By default, the SNMP contact is named Contact, and the SNMP location is named Location.
You can change these values by selecting the task items labeled SNMP Contact and SNMP
Location. Enter the contact and location name in the appropriate field, using between 6 and
20 characters, and select Update Platform Setting. An Admin Task is created, showing the
need to restart the SNMP daemon. Select the administrative task to restart SNMP and have
the new settings take effect. Once SNMP is enabled, both the public and private network
interfaces on vVWLAN will respond to the SNMP polls.

Configuring the vVWLAN TLS 1.0 Setting

By default, in the VWLAN 3.6.0 release, the VWLAN platform has Transport Layer Security version
1.0 disabled for Hypertext Transfer Protocol (HTTP) connections due to the known security
vulnerabilities with this protocol. If necessary, you can choose to enable support for TLS 1.0 in the
VWLAN platform by using these steps:

1. Navigate to Configuration > System > Settings, and then select the Platform tab.

2. Select the task item labeled Enable TLS 1.0.
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3. Select Enabled from the Enable TLS 1.0 field to enable TLS 1.0 support, and then select Update
Platform Setting.

Edit Platform Setting

Enable TLS 1.0 |Enabled ~

Enable

an. ol version 1.0 for HTTP access. This is an older security protocol with knewn security vulnerabilities.

1sport Layer Security protoco.
C Update Platform Setting )
Show | Back L

You will receive notification that a Platform Task was created to restart VWLAN and apply the
setting changes. See Administrative Tasks for more information about platform tasks.

Configuring vVWLAN Platform Branding

In VWLAN release 2.9.0, the option to brand the administrator sign in page on the vVWLAN
platform was added. This feature allows you to add logos or change the colors of the

administrator sign in page, as well as specify the default logos and menu, table, or widget
colors for any domains that are created on the platform.

To access the VWLAN platform branding and specify administrator sign in page or default
domain branding settings:

1. Navigate to Configuration > System > Branding, and then select the Platform tab.

Configuration Administration

A

Access Control Edit Platform Branding

» Internal

Authentication Admin Sign In Page Logo Mo file chosen .

» External Supported formats are jpg, png, jpeg.

Authentication Admin Sign In Page Color 3080ac [ ]

» Captive Portal

> Wireless Default Domain Branding

» FEthernet Access The following settings will be used as defaults for all domains.

* Unified Access Logo Mo file chosen .

¥ System Supported formats are jog, png, Jpeg.
Network Menu/Selected Tab Color !
II'IIIEI'f'-.il.'.EE Table Header Color d7ebfa | .
Domains -
Settings Downloaded/Emailed Reports Logo 5__fgggfree§Iiwlﬂ_ﬁ;feczg,ﬁil ipeg.
Branding Default Widget Color !
Storage Settings
High Availability lupdate Branding [Reset to Defaults|

2. Inthe Edit Platform Branding menu, add any logos to the administrator sign in page by
uploading alogo file. Supported file formats are jpg, .png, or .jpeg. In addition, you can
specify the color of the administrator sign in page by selecting a color in the Admin Sign In
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Page Color field.

3. Specify the default branding settings for any domains that are created by uploading your
own logo for the domain login page or for downloaded or emailed reports. Supported file
formats are jpg, .png, or jpeg. Domain logo file sizes are 265 pixels (width) by 60 pixels
(height).

4. Specify the default colors for domain menus, tables, and widgets by selecting the
appropriate colors in the menu, table, or widget fields.

5. Select Update Branding at the bottom of the menu to apply the changes. You can also reset
branding to the default settings if necessary by selecting Reset to Defaults.

Verifying the vWLAN Software Version

Upon initial installation of the VWLAN, or prior to upgrading, patching, or troubleshooting, you
might need to verify the VWLAN software version. This task is completed by the platform
administrator.

To verify the VWLAN software version:

1. Navigate to Administration > Platform Upgrade.

Configuration Administration

You are in Partition A.
Partition A runtime Version 4.5.0 Build 684879
Partition B runtime Version 4.2.1 Build 678053

The VWLAN contains two runtime software images, A and B. One runtime image is active and the other image is in standby mode. When you upload a new runtime image:

Traffic Capture The runtime image that was active becomes the standby image.

AP Traffic Capture The uploaded runtime image becomes the new active image.
Copy the new VWLAN software image file to the same machine as your browser. Select the image file using the Browse button, and then dlick Run Task. The image file is large so this process may
take several minutes to complete. On modern browsers, a progress bar will show. If for any reason the image upload is interrupted, please restart it.

Mark the Maintain Current Cenfiguration checkbox to maintain the current database configuration while loading the new system software image. When performing a downgrade, the configuration

Backup/Restore will be reset to defaults. The system will reguire 2 reboot when the image upload is complete. Click on Platform Tasks or Admin Tasks and execute the switch partitions action.

If problems are found with the new image, you can use the vWLAN Switch feature to return to your previous system software version.

Upgrade @
Switch C
Please Select The Image File Used To Upgrade | Choose File | No file chosen

Maintain Current Configuration?

2. Verify the partition the VWLAN is currently using (A or B), and view the current VWLAN software
version. In the preceding example, the vVWLAN software version is 4.5.0.

You might need to verify any patches that you installed, as well as the vVWLAN
software version. To verify installed patches, see Managing Patches. In

—— | addition, you might need to know the serial number of any APs when asking for
=] technical support. AP serial numbers are displayed in the Access Points menu
I/ of the Status tab. vVWLAN instances installed in VMware do not have a serial
number.
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Performing System Maintenance

The platform administrator performs general system maintenance, which includes such tasks
as restarting the system, compiling information for technical support, configuring backup or
restore parameters, managing the vVWLAN runtime image, and managing patches. You can
access these tasks by navigating to the Administration tab in the top of the menu.

The system management tasks are described in these sections:

SYStemM ReSIArt ... 49
Configuring Backup or Restore Parameters ... 50
Using Show Tech for Technical SUpPOrt ... 5]
Managing the VWLAN RUNtIMEe IMQAge ... 52
ManAgiNG POLCNES ... 54
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System Restart

Some vVWLAN configuration tasks, such as restoring defaults, require a system restart.

To restart the vVWLAN system:

.

Navigate to Administration > Restart.

* Admin
Authentication

Admin Tasks

* Jobs
Traffic Capture
AP Traffic Capture
Diagnostics
Restart

Platform Upgrade
Patch
Backup/Restore

Configuration Administration

Reboot vWLAN

Restart vWLAN

Restart Metwork

Restart Static Routes

Restart User Web Auth Server

Restart Administrator Web Server
Festart Firewall

Restart SNMP Dasmon

Restart Motification Dasmon

Restart Interprocess Communication Dasmon
Restart Access Point Configuration Daemon
Restart Access Point User Manager(s)
Restart AP Control Service

Restart AP Discovery Service

Restart AP Control Channel

Restart AP Manager

Restart DynamicRF Dasmon

Restart Wireless IDS Service

Restart Status Databass

Restart High Availability Synchronization
Restart Reporting Dasmon

Restart Bulk Update Dzemon

Rastart User Account Monitor

Restart Schedulse Dasmaon

Restart Job Dzamon

Restart Security Dasmon

Restart RADIUS Proxy Daemon

Fun Restari

2. Select the appropriate item to restart from the list in the restart menu by selecting the field

next to the item you want to restart. You can select a single item at a time. To restart the
VWLAN system only, as in the case of a patch installation, select Restart VWLAN, and then
click Run Restart.

Typically you should rely upon notifications from the Admin Tasks list in the GUI
=== 1 when tasks such as a restart should be completed. For example, when you
install a patch, a Platform Task is created to alert you that you need to reboot.
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Configuring Backup or Restore Parameters

You can back up the vVWLAN system and restore it from a saved backup or to the default
settings. To perform a backup or restore:

1. Navigate to Administration > Backup/Restore.

Configuration Administration

Back Up all Domains

* Admin
Authentication Back Up One Domain O

Admin Tasks Restore Entire vWLAN O
* lobs
Traffic Capture

Restore Domain O

AP Traffic Capture Show Tech ©
Diagnostics Database Initialization O
Restart =

Platform Upgrade
Patch

Backup/Restore

2. Select the backup or restore task you want to perform by selecting the field next to the
appropriate item. You can choose to back up all domains, back up a single domain, restore
the entire VWLAN, restore a domain, show technical information, or initialize the database.
After you make the appropriate selection, click Run.

Backing up a domain creates a copy of the domain configuration, which can
then be used as a backup configuration of the domain, or a configuration
— template for multiple tenant installations. Domain backups are not compatible
—— | across VWLAN software releases. You cannot back up a domain under an
earlier YWLAN software release and restore it under a newer software version.
You must take a replication snapshot after you restore a domain in a high
availability configuration.

Restoring a configuration removes all existing VWLAN configuration. The IP
E— address remains the same, so you can access the box after a configuration
restoration.
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Using Show Tech for Technical Support

In addition to maintaining the VWLAN platform, you can use the Show Tech option to compile
information that will be helpful when an issue arises with vVWLAN that requires you to contact
technical support or engineering for advanced diagnostics. The Show Tech option compiles an
encrypted file that contains the configuration, logs and alerts, and a time-stamped snapshot of
VWLAN that can only be opened by Adtran technical support or Adtran engineering.

To run a Show Tech, navigate to Administration > Bcckup/ Restore. Select Show Tech from the list,
and then click Run.

Configuration Administration

Back Up aAll Domains

* Admin

Authentication Back Up One Domain O

Admin Tasks Restore Entire vWLAN O

» Jobs Restore Domain O

Traffic Capture

AP Traffic Capture Show Tech O
Database Initialization O

Diagnostics
Restart

Platform Upgrade
Patch

Backup/Restore
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Managing the vVWLAN Runtime Image

VWLAN contains two runtime images: image A and image B. A runtime image consists of a
unique software image and configuration. When one runtime image is active, the other is in
standby mode. Runtime images are independent of each other, and when you upload a new
software image to the runtime image, the runtime image that was active automatically
becomes the standby image and the uploaded image automatically becomes the new active
image once the system is rebooted. You can also switch between the runtime images from the
GUI menu. For example, if you upload a hew software image, and begin experiencing problems,
you can switch back to your original pre-update runtime image.

To upload a new runtime image:

1. Navigate to Administration > Platform Upgrade.

Configuration Administration

You are in Partition A
S Partition A runtime Version 4.5.0 Build 684879
Authentication Partition B runtime Version 4.2.1 Build 678053

The vWLAN contains two runtime software images, A and B. One runtime image is active and the other image is in standby mode. When you upload a new runtime image:
The runtime image that was active becomes the standby image.
The uploaded runtime image becomes the new active image.
Copy the new vWLAN software image file to the same machine as your browser. Select the image file using the Browse button, and then dick Run Task. The image file is large so this process may

take several minutes to complete. On modern browsers, a progress bar will show. If for any reason the image upload is interrupted, please restart it.

Mark the Maintain Current Configuration checkbox to maintain the current database configuration while loading the new system software image. When performing a downgrade, the configuration
Backup/Restore will be reset to defaults. The system will require a reboot when the image upload is complete. Click on Platform Tasks or Admin Tasks and execute the switch partitions action.

If problems are found with the new image, you can use the WWLAN Switch feature to return to your previous system software version.

Upgrade @
Switch  C
Please Select The Image File Used To Upgrade | Choose File | No file chozen

Maintain Current Configuration?

2. Select the Upgrade field, and then click Choose File to retrieve the appropriate software
image from the correct location. Make sure to select the Maintain Current Configuration
field. This feature allows you to maintain the current database configuration while loading
the new system software image.

= | You can find software images online from the Adtran website.

3. Click Run Task to begin the image upload. On non-Internet Explorer browsers, a progress bar
displays as the image uploads. Once the image is uploaded, the progress of the upgrade is
displayed (in any browser). Once the upgrade is complete, you must reboot the VWLAN
system.

4. Navigate to Administration > Restart. Select Reboot VWLAN, and then click Run Restart to
reboot the box and apply the new runtime image. Alternatively, you can select Platform
Tasks at the top of the GUI and select the reboot task from the task list. See Administrative
Tasks.
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To switch between an active runtime image and another previously loaded runtime image:
1. Navigate to Administration > Platform Upgrade.

2. Select Switch, and select the Partition you want to use. You can verify the partition you are
using, and its current firmware, by viewing the partition information on this menu.

3. Click Run Task.
Once the task is complete, you must reboot the vVWLAN system.
4. Select Admin Tasks and select the reboot task from the task list (see Administrative Tasks), or

navigate to Administration > Restart, and then select Reboot VWLAN. Next, click Run Restart to
reboot the appliance and switch partitions.
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Managing Patches

From time to time, VWLAN software patches are released. You can upload these patches into
VWLAN by the platform administrator and use them to ensure that your vVWLAN network runs at
optimal performance and has the latest feature set.

In a high availability network configuration, each VWLAN platform must have
= | patchesinstalled individually. Patches are not replicated between the primary
and secondary VWLAN instances.

To upload a VWLAN software patch:

1. Navigate to Administration > Patch.

Configuration Administration

» Admin Select Patch To Upload | Choose File | No file chosen
Authentication install

Admin Tasks

» Jobs

Traffic Capture
AP Traffic Capture Patch List O Package name: 4.5-0-p01, Version: 4-5-0-684879
i) Package name: callhomesupport, Version: 4-5-0-684879

Diagnostics

Restart
Platform Upgrade

Backup/Restore

2. Select the patch to install using Choose File. You cab download patches from the Product
Downloads page.

3. Select Install.

Any patches that you installed are listed in the Patch List. A Platform Task might display, if a
reboot or restart is required. You can also uninstall patches from this page.
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Restarting the VWLAN

Restarting the vVWLAN

Restarting the VWLAN is often necessary after you restore the VWLAN to the default settings,
change runtime images, or make significant configuration changes. To restart the vVWLAN:

.

Navigate to Administration > Restart.

2. Select Restart VWLAN from the menu, and then click Run Restart.

» Admin
Authentication

Admin Tasks

» Jobs

Traffic Capture
AP Traffic Capture

Diagnostics

Platform Upgrade
Patch
Backup/Restora

Status Configuration

Administration

Reboot wWLAN

Restart vWLAN

Restart Metwork

Restart Static Routes

Restart User Web Auth Server

Restart Administrator Web Server
Restart Firewall

Restart SNMP Daemon

Restart Notification Daeman

Restart Interprocess Communication Dasmon
Restart Access Point Configuration Daesmen
Restart Access Point User Manager(s)
Restart AP Control Service

Raestart AP Discovery Service

Restart AP Contral Channel

Festart AP Manager

Festart DynamicRF Daemon

Restart Wireless IDS Service

Restart Status Database

Restart High Availability Synchronization
Restart Reporting Daemon

Restart Bulk Update Daemen

Restart User Account Monitor

Restart Schedule Daemon

Restart Job Daemon

Restart Security Dasmon

Restart RADIUS Proxy Daemon

Run Restart

Configuring High Availability

High availability is a VWLAN failover feature that causes the AP on which it is enabled to connect
to a secondary VWLAN system without disconnecting any clients. In a failover situation with high
availability enabled, traffic continues to flow while the AP establishes a new control channel to
the secondary VWLAN system. After the failover to the secondary VWLAN, the AP continues to
allow new clients to connect and authenticate. When the primary vWLAN system is again
available, the APs reconnect to the primary vVWLAN, with no packet loss. In addition to
configuring your domains, APs, and wireless security measures, you can configure your vVIWLAN
failover by configuring high availability. When the high availability feature is configured, the
primary AP licenses are automatically transferred to the standby VWLAN system.
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This section contains these sections:

High Availability ProCeSS ........ ... 56
Replicating Master Configuration Changes on the Node

High Availability Process

When high availability is in use, the primary VWLAN licenses are automatically transferred to the
standby appliance, and the static configuration of channel/power, adjacent AP list, and user
accounts for each AP are synchronized between the two systems. During a failover event, when
the APs move from the primary to secondary VWLAN, the connections are synchronized from the
AP to the secondary vVWLAN. The APs do not reboot, deauthorize clients, or discontinue operation.

When the AP first boots, the AP discovers a single IP address (either that of the primary or
secondary VWLAN). If a secondary IP address is discovered, the AP will then reattach to the
primary address.

In a failover situation, the AP is in one of these states:
+ Discovery indicates that the AP boots and attempts to find the vVWLAN.

» Connected to Primary indicates that the AP is connected to the primary VWLAN system and
continually checks the state of the primary system. If the primary system fails, the AP
connects to the secondary system.

» Connected to Secondary indicates that the AP is connected to the secondary VWLAN system
and continually checks the state of the primary system. If the primary system returns to
service, the AP connects to the primary system.

» Standby indicates that if both the primary and secondary VWLAN system experience a failure,
and a standby SSID is configured, the AP broadcasts the standby SSID. If no standby SSID is
configured, the AP reboots. While in this standby mode, the AP continually attempts to
establish a connection to either VWLAN. If one of the vVWLAN systems becomes available, the
AP leaves standby mode.

 In addition, you can configure a control channel timeout that will not reboot the AP even if the
control channel is lost. See Configuring Domain Settings for more information. In this case, the
standby SSID is not up. Instead, the SSIDs are broadcast as normal, and existing clients
remain connected, but new clients cannot connect.

During a VWLAN failure, if the primary VWLAN system is lost, all APs failover to the secondary
VWLAN, and users remain connected. By default, the backup system is in read-only mode, so
you cannot make any configuration changes. If the primary system is restored, then the vWLAN
system resumes operation from the point at which the failover occurred. If a replacement
appliance is obtained, you must restore the configuration on the primary vVWLAN system by
either using an old configuration file loaded on the primary system, or by promoting the
secondary VWLAN system to the primary system and using the replacement as the new
secondary system.

The primary and secondary public network interface IP addresses of the primary and
secondary VWLAN systems are specified by the platform administrator of both systems. The
configuration, licensing, AP firmware, report definitions, and notification settings of the primary
VWLAN are replicated between the primary and secondary vVWLANS, with the primary system as
a read-write configuration, and the secondary system as a read-only configuration. Software
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images, patches, certificates (unless they are VWLAN specific certificates or LDAP server
certificates), redirection to a host name, administrative dashboards, and report, log, or alert
data are not replicated. User and AP statuses are retrieved on demand from the AP during an
AP failover. A key or shared secret is required between the two systems. When configuring high
availability, you will configure the mode of the system (Standalone, Master (primary), or Node
(secondary), the IP address of the master or node system, the password for communication
between the two systems, the keepalive interval for APs, and the number of AP keepalive retries.
You can also opt to configure automatic failback to the master system on the node system.

To configure high availability:

1. Navigate to Configuration > System > High Availability. By default, the VWLAN system is set to
Standalone replication mode.

2. Select a Replication Mode of the VWLAN system. Select Master if this is the primary system or
Node if this is a secondary system.

Configuration Administration

Edit Replication Node
* Role Based

Access Control Replication Mode
» Internal Replication Nede |
Ll b Replication Password |
» External

|
|
Authentication AP Keepalive Interval [3 |
|

» Captive Portal AP Keepalive Retries [3

» Wireless Auto Failback to Master
» Ethernet Access
» Unified Access

¥ System Last Message Sent MNone

Status With Master

Network Last Message Received MNone
Interfaces Last API Log ID None
D i =
omains [Update Replication Nodd

Settings To take & 'snapshot’ on the replicstion node, click 'Update Replication Node'.
Branding

Storage Settings

High Availability

Mosaic Mission
Control

» Logs and Alerts

3. Enter the public network interface IP address of the secondary node in the Replication Node
field and the shared password between the systems in the Replication Password field if you
configure a master system. Then specify the AP keepalive interval and retry values in the
appropriate fields. AP keepalive intervals and retries are set to 3 by default and cannot be
set lower. Select Auto Failback to Master to enable the AP to automatically return to the
primary VWLAN system once it becomes available.

4. Click Update Replication Node to apply the changes. A confirmation message (Replication
Node was successfully updated) displays to indicate that the changes were made. After you
configure the master VWLAN system, you must configure the secondary vWLAN system.
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5. Navigate to Configuration > System > High Availability in the secondary VWLAN system. Select

Node from the Replication Mode filed. Enter the public network interface IP address of the
primary (master) system in the Replication Master field, and then enter the shared password
between the systems in the Replication Password field. This password should match the one
used when you configure the master system.
'-IIlIIIIIIIIIIIIIIIIlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Edit Replication Node

Replication Mode
Replication Master
Replication Password
AP Keepalive Interval
AP Keepalive Retries

Auto Failback to Master

Last Message Sent
Last Message Received
Last API Log ID

[Node  v|
I
I
3
3

Status With Master
Mone
Mone

Mone

[Update Replication Node

0 [GKe g

SNapsnol on one re gl

Sallasu ety

The node obtains the bottom three values from the master, and they are
not configurable on a node VWLAN system.

6. Click Update Replication Node to apply the changes. A confirmation message (Replication

Node was successfully updated) is displayed to indicate the changes were made. At this
point the node obtains a configuration snapshot from the master. This requires TCP port
2335 to be allowed between the VWLAN public network interfaces. The snapshot can take a
significant amount of time, particularly if there are many domains configured on the master.
After the snapshot is complete, the node restarts to ensure all updates are in effect. After the
restart, any configuration changes made to the master are automatically replicated to the
node (using TCP port 3000 between the public network interfaces), except for those that
generate an administration task (see Replicating Master Configuration Changes on the
Node).

Replicating Master Configuration Changes on

the Node

In high availability configurations, configuration changes executed on the master system (for
example, modifying SNMP) that generate an administration task are not automatically applied
to the node system. To commit the change on the node system, you must manually apply the

changes by logging into the node system and then manually applying the correct
administration task as described in Administrative Tasks.
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Working with Certificates

When vWLAN communicates with an LDAP server, you can use SSL to encrypt and authenticate
the traffic. You can customize the way that certificates are handled in VWLAN by managing
trusted certificates of authority (CAS), trusted servers, and client certificates as well as
configuring the certificate settings in the VWLAN platform and the remote LDAP system.
Certificate management tasks for vVWLAN include installing new certificates, uploading
certificates to VWLAN, and renewing certificates. Certificate management for the remote LDAP
system includes managing LDAP CAs, trusted LDAP server certificates, and trusted LDAP client
certificates (optional). You can configure multiple certificates on VWLAN to aid in certificate
renewal.

The certificate on VWLAN is a per-platform item, while the LDAP certificates are

=1 dper-domain, per-LDAP server item.
__I7
This section contains these topics:

Installing Certificates to VWLAN ... 59
Uploading Certificates to VWLAN ... 61
Configuring Additional VWLAN Settings for Certificates ... 62
Managing VWLAN Certificate Settings ... 66
Managing LDAP Certificates for VWLAN ... 67

Installing Certificates to vVWLAN

By default, VWLAN uses a preinstalled self-signed SSL certificate to encrypt web-based login
transactions. The VWLAN uses the SSL certificate when clients connect to the captive portal
(which uses HTTPS), or when administrators connect to the vVWLAN GUI (which also uses HTTPS).
In both cases, when using the default Bluesocket self-signed SSL certificate, users can receive a
certificate error from the web browser indicating the certificate was not issued by a trusted CA.
This happens because the Bluesocket self-signed certificate is not in the browser list of trusted
root certificate authorities and Bluesocket is not a CA. You can avoid these errors by either
installing the self-signed certificate on each client in the browser list of trusted root CAs, or by
installing an SSL certificate (provided by a CA, such as VeriSign) on VWLAN that is already in the
client list of trusted root CAs.

To install new SSL certificates on VWLAN:

1. Begin by generating a certificate signing request (CSR) in VWLAN. Navigate to Configuration
> System > Settings, and then select the Platform tab. Select the Certificate Signature
Request 1 (CSR) item from the list, and then select Show at the bottom of the next page that
appears. This action will take you to the CSR request form.
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Configuration Administration

» Role Based
Show / hide columns.

| Access Control
» Internal
- Name Value * ia Hint
Administrator Seesion [dle Timeouk 30 Sets thtla idle timeout for administrative console sessions in minutes. Valid entries are 15 to 300, and 0
- for no timeout
Certificate 1 The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
Certificate 2 The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
Certificate Chain 1 A chain of one or more certificates.
Network Certificate Chain 2 A chain of one or more certificates.
Interfaces Certificate Private Key 1 The private key for the cert (closely guard this file).
Domains Certificate Private Key 2 The private key for the cert (closely guard this file).
Certificate Selected Click the name link to see the value Certificate for current use.
Branding The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action te use a form to
AT Certificate Signature Request 1 (CSR] areate the CSR manually.
High Availability N " The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
Mosaic Mission Certificate Signature Request 2 (CSR 2 create the CSR manually.
Control Enable SNMP? Disabled
» Logs and Alerts Enable Transport Layer Security protocol version 1.0 for HTTP access. This is an older security protocol

Enable TLS 1.0 Disabled

with known security vulnerabilities.

Showing 1 to 26 of 26 entries

2. Inthe Certificate 1 Request form, specify the country name in the appropriate field. Country
names are specified using a two letter code (for example, US for United States). Then enter
the state or province name without abbreviations (for example, Alabama). Next, enter the
locality name (city or town), your organization name (spelling out symbols or leaving them
out), your organizational unit name (name of the department or organization unit within
your organization making the request), and the FQDN (common name) for the certificate.
The common name is the host name added to the domain name.

For example, if the host name of VWLAN is wireless, and the domain name is adtran.com,
enter wireless.adtran.com. If you are purchasing a wildcard certificate to install on multiple
VWLAN systems, enter an asterisk instead of the host name, for example, *.adtran.com. Enter
an email address of the VWLAN administrator in the Email Address field. This address is not
part of the certificate and is used to contact you if there is a problem with the CA. Optionally,
enter an additional company name in the An optional company name field, and then select
the key bit length. Keys can be 2048 or 1024 bits in length, although most CAs require a
minimum of 2048 bits. Click Update Platform Setting after you entered the information.
—

Certificate 1 Request

Country Name |:|

2 letter code

State or Province Name | |
Full name

Locality Name | |

e.g. city

Organization Name | |
£.g. Company

Organizational Unit Name | |

e.g. section

Fully Qualified Domain Name | |

e.g. bscl. yourcompany.com

Email Address | |

An Optional Company Mame | |

Key Bit Length |[2048w

[ Update Platform Setting |
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The public and private keys for certificate enroliment are created. The public key, in the form
of a CSR, is displayed. You can use this for certificate enroliment. The private key is stored
locally on the VWLAN under Configuration > System > Settings > Platform > Certificate Private
Key 1.

Copy and paste the entire text of the CSR into the appropriate space on your CA enroliment
form. Select apache mod ssl or apache as the server platform on your CA enrollment form
and complete any remaining steps required by the CA. This completes the CSR request.

Back up the private key by downloading it to a safe location. Navigate to Configuration >
System > Settings, select the Platform tab, and then select Certificate Private Key 1. Copy and
paste the displayed text into a text editor (such as notepad), and save the file with a key
extension, for example, privatekey.key.

After you complete the CSR, the CA will send you the certificate or instructions to obtain the
certificate. Some CAs send the certificate in text format, while others might senditin a
certificate file with an extension such as .cer, .crt, or pem. Once you received the certificate,
upload it to VWLAN.

5. Repeat these steps for the second CSR.

Uploading Certificates to vWLAN

Certificates are uploaded to VWLAN using the System > Settings menu. To upload certificates for
VWLAN:

1.

Navigate to Configuration > System > Settings, and then select the Platform tab. For a
certificate upload, select Certificate 1 or Certificate 2 depending on whether you upload the
first or second certificate.

Configuration Administration

» Role Based -
| Access Control Show / hide columns
» Internal Search:
Authentication earcn:[ ]
» External - Name Value * < Hint
— TS i G N ez I Sets the idle timeout for administrative console sessions in minutes. Valid entries are 15 to 300, and 0
» Captive Portal - for no timeout
> Wireless Certificate 1 The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
AT Certificate 2 The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
» Unified Access ) . . )
Certificate Chain 1 A chain of one or more certificates.
Certificate Chain 2 A chain of one or more certificates.
Certificate Private Key 1 The private key for the cert (closely guard this file).
Certificate Private Key 2 The private key for the cert (closely guard this file).
Certificate Selected Click the name link to see the value Certificate for current use.
Branding The vWLAN requires a certificate for Apache+maod_ssl/OpenSSL. Use the Show action to use a form to
Storage Settings Certificate Signature Request 1 (CSR] create the CSR manually.
High Availability Certificate Signature Request 2 (CSR 2) The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
Mosaic Mission create the CSR manually.
Control Enable SNMP? Disabled

* Logs and Alerts v y rarsi . o
0 Enable TLS 1.0 Disabled El_mh\e Transport Layer Setuntv_protnm\ version 1.0 for HTTP access. This is an older security protocol
with known security vulnerabilities.

Showing 1 to 26 of 26 entries

Copy and paste the text of the certificate into the Certificate 1 or Certificate 2 field. Click
Update Platform Settings to add the certificate.

Select Certificate Chain 1 or Certificate Chain 2 from the System > Settings menu to add
certificate chains using this method.

Copy and paste the contents of the certificates received from the CA that will be chained
into the Certificate Chain 1 or Certificate Chain 2 field. Make sure to include the BEGIN and
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END tags. Select Update Platform Setting to add the certificate chain. Repeat this process for
a second certificate chain if necessary.

If you installed a custom web server certificate, and the web server does not
— start after the custom certificate installation, you can remove the custom
— | certificate using the certificate cleanup command. Issuing this command
removes the certificate and recovers the system. See BSAP vWLAN CLI
Reference Guide for more information.

Configuring Additional vWLAN Settings for
Certificates

In addition to installing and uploading certificates to VWLAN, you must configure additional
items in VWLAN for proper certificate function. These items include adding a new host record
and associated pointer to your organization DNS server, enabling host name redirection in
VWLAN, and allowing outgoing HTTP to the Online Certificate Status Protocol (OCSP) and
certificate revocation list (CRL) URLs associated with certificates for the un-registered role. To
complete these configuration items:

1.

Add a new host (A) record and an associated pointer (PTR) record using the IP address of
the public network interface of the VWLAN system to your organization DNS server to match
the common name (FQDN) you used when generating the CSR. If these do not match, the
user can receive a certificate error from the web browser indicating the name on the
security certificate is invalid or does not match the name of the site. After you verified the
names match, test the forward and reverse DNS entry using the nslookup command from
the command prompt of a client. Ensure that the client uses the same DNS server as
configured on the public network interface of the vVWLAN.

In VWLAN, navigate to Configuration > System > Settings, and then select Platform. In this
menu, select the Redirect to hostname item. This will allow you to enable host name
redirection.

Configuration Administration

» Role Based -
Jrromee ] Show  hide columns
A e —
| Authentication earch:
» External - Name Value * s Hint
e e P i S - Sets the idle timeout for administrative console sessions in minutes. Valid entries are 15 to 300, and 0
> Captive Portal - for no timeout
> Wireless Certificate 1 The wWLAN requires a certificate for Apache-+mod_ssl/OpenSSL.
> Ethemet Access I I PACYY The VWLAN requires a certificate for Apache+mod_ssl/OpenSSsL.
» Unified Access = = X .
Certificate Chain 1 A chain of one or mere certificates.
¥ System
r— Certificate Chain 2 A chain of one or more certificates.
Interfaces Certificate Private Key 1 The private key for the cert (closely guard this file)
Domains Certificate Private Key 2 The private key for the cert (closely guard this file).
Certificate Selected Click the name link to see the value Certificate for current use
Branding " . The WWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
Storage Settings Certificate Signature Request 1 (CSR] create the CSR manually,
High Availability I ——— The WWLAN requires a certificate for Apache-+mod_ssl/OpenSSL. Use the Show action to use a form to
Masaic Mission onature Request 2 (CSR.2) create the CSR manually.
Control Enable SNMP? Disabled

» Logs and Alerts . versi s ity
a . Dieabled Enable Transport Layer Security protocol version 1.0 for HTTP access. This is an older security protocol

with known security vulnerabilities.

Showing 1 to 26 of 26 entries
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3. Select Enabled from the Redirect To Hostname field. This will redirect users to the host name
(rather than the public network interface IP address). Click Update Platform Setting.

Edit Platform Setting

Redirect To Hostname  Enabled «

If the IP of this vIVLAN resolves to 3 hostname (via 3 PTE record on the DNS server), redirect users 20 the hostname.

Update Platform Setting

4. Select Platform Tasks at the top of the GUI to apply the changes to the VWLAN system. This
will take you to the Administration tab, Admin Tasks menu, and the Platform tab. Select the
play icon next to Must restart User Web Server to restart the web server. Clients will
temporarily lose access captive portal, but the connected clients will not be disconnected.

The last configuration task for certificates is to allow outgoing HTTP traffic to the OCSP and
CRL URLs associated with the certificate in the un-registered role. You can use these URLs to
check the validity of the certificate. Some browsers will not redirect to the login page if they
cannot validate the certificate.

5. To find the URLs associated with your certificate, select the certificate from Configuration >
Settings > Platform. Then, click Show. The OCSP and CRL values are displayed along with
other certificate information. Alternatively, select the lock icon ;on the address bar in the web
browser and select View Certificates while on the login page of the VWLAN GUL.

6. From the Certificate menu, select the Details tab and select CRL Distribution Points in the
Field menu. The URL is displayed in the detail pane.

Certificate ﬁ

Iﬁmqa.'. Detais | certficaton Path |

Show: [ <All> -

Field value -

__:}\Jaid from Tuesday, October 25, 2011 8:...

___ivaid to Monday, September 30, 2013 ...

:fSUb:ect www .google.com, Google Ing,...
~|Public key RSA (1024 Bits) E

=

CRLmPOhE [1]CRL Distribution Point: Distr...

j;__lEnhanced Key Usage Server Authentication (1.3.6....

@__n_l»'-\u&!ority Information Access  [1]Authority Info Access: Acc...

|5 | rasic rametrainte Suhiert Tuna=Fad Entity Dat

[1]CRL Distribution Point
Distribution Point Name:
= - —

RL -hltip +fJerl. thawrte. com/ThawteSGCCA .l

Edit Properties... Copy to File...

Learn more about certificate detals
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7.

In the same Certificate menu, on the Details tab, select Authority Information Access in the

Field menu. The OCSP URL is displayed in the detail pane. Depending on your certificate, you
might have one, both, or neither of these fields, but if you do have them, you should allow

HTTP traffic to them from the vVWLAN.

T . : E‘

[ General | Detdis | certification Path

«:% Authority Information Access [ 1]Autherity Info Access: Acc. ..
[ Rasic Fanctrainte ushiart Tune =Fnd Entity_Pat

Show: [<.M) -

Field Value i
-] valid from Tuesday, October 25, 2011 8:...

:| Valid to Monday, September 30, 2013 ...

=] subject www google.com, Google Inc, ... i

[ |public key RSA (1024 its) E
5] cRL Distribution Ponts [1JCRL Distribution Paint: Distr... |
@J Enhanced Key Uisage Server Authentication (1.3.6....

[1] Authority Info Access
Access Method=On-ine Certificate Status Protocal
(1.3.6,1.5.5.7.48.1)
Alternative Name:
URL=http:f/ocsp.thawte.com

Alternative Name:
URL =http:{/fwww. thawte.com/repositary/Thawte_SGC_CA.art

Leam more about certificate detals

wthe s-Acces
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

H Edit Propertes. .. Copy to File... '

(I

-

(e J}

8. Repeat this process for all certificates in the chain. To ensure you have the information for alll
certificates in the chain, select the Certification Path tab in the Certificate menu. Select the
next certificate up in the certification path and select View Certificate. Repeat Steps 6 and 7

for each certificate.

Certificate

- -

' [mglpem' Certification Path

Certification path
[55] VeriSign Class 3 Public Primary Certification Authority (PCA3 G1 St|
e e scc i
{5 www.google.com
N
< m L3
e D> ||
Certfficate status:

|7Ns certificate is OK.

Learn more about certification paths
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9.

10.

After you gathered all the URLs for all of the certificates in the chain, navigate to
Configuration > Role Based Access Control > Destinations. Select Create Destination
Hostname at the bottom of the menu.

Configuration Administration

¥ Role Based Selectall Deselectall | Delete Show / hide columns
Access Control
; ] E—
Locations
Location Groups - Name ~: Type < Address i Netmask Inverted *
Roles Any Network 0.0.0.0 0 No
Schedules Class A Private Network Network 10.0.0.0 255.0.0.0 No
o Class B Private Network Network 172.16.0.0 255.240.0.0 No
Al I Class C Private Network Network 192.168.0.0 255.255.0.0 No
Destinations
Destination Showing 1 to 4 of 4 entries
Groups
* Internal
Authentication
» External
Authentication
Create Destination Host | Create Destination Hostname | Create Destination Network

» Captive Portal

In the new menu, specify the name for the destination host name, and enter the URL in the
FQDN/Domainfield. Click Create Destination. Repeat this step until all the URLs are added.
You can use wildcards to specify the destination host name. Acceptable formats are

* domain.com or domain.com.

[ 4

Create Destination - Hostname

Mame | |
FQDN/Domain | |

[Create Destination|

Back

Return to the Configuration tab, and select Role Based Access Control > Roles. Select the Un-
registered role. In the role menu, select Append Firewall Rule. Specify that the new rule allows
outgoing HTTP traffic to the host names created in Steps 9 and 10, and click Update Role.

Repeat this step until there is a firewall rule in the un-registered role that allows outgoing
HTTP traffic for all of the URLs. This configuration can be leveraged for a walled garden
network configuration. You must run a domain task to apply this change to the AP (see
Administrative Tasks for more information).

Edit Role

Name Un-registered
Firewall Rules

MNetwork traffic is checked against the following policies.

If the service, direction, and destination match, the action is taken and checking ends.

There are several implicit policies that apply to this role (after the configured rules):

DHCP is allowed to the AP

DNS is allowed to the DNS servers that the client is given.

Unless previously allowed by a configured rule, HTTP traffic is redirected to the vWLAN. HTTPS traffic will be redirected if enabled under Domain Settings
HTTP, HTTPS and ICMP are allowed only to the vWLAN

If no rule matches, the traffic is denied.

In most cases, you should not have to configure any firewall rules for the Un-registered role

Policy Service Direction Destination
G [Alowv][Any  wl[Outgoing v][Any ___ v]@
Append Firewall Rule
Update Rolel

Show | Delete | Create | Back
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Managing VWLAN Certificate Settings

You can use the vVWLAN certificate to secure the administrator and user web service. If you have
platform administrative privileges, you can manage the vVWLAN certificate settings on a
platform basis.

To manage these settings:

.

Navigate to Configuration > System > Settings. In the Platform talb, you will find a summarized
list of all the available platform settings. The administrator can configure these settings. To
manipulate these settings, select the appropriate setting from the list. This will present
certificate request forms, certificate chains, certificates, and certificate private keys.

Configuration Administration

| Access Control Show ! hide columns
» Internal
| Authentication Search: :|
- Name Value * = Hint
administrator Session Idle Timeout 20 ;iaart;;ht?[‘izlsuttimeuut for administrative console sessions in minutes. Valid entries are 15 to 300, and 0
Certificate 1 The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
Certificate 2 The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
Certificate Chain 1 A chain of one or more certificates.
Certificate Chain 2 A chain of one or more certificates.
Interfaces Certificate Private Key 1 The private key for the cert (closely guard this file).
Domains Certificate Private Key 2 The private key for the cert (closely guard this file).
Certificate Selected Click the name link to see the value Certificate for current use.
:Z:l:;:usemngs Certificate Slgnature Request 1 (CSR) '(I'reea:f:'\/th;:Ncrse;L’ir::uaa"(;alrtiﬁ(ate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
High Availability The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to

Certificate Signature Request 2 (CSR 2)

Mosaic Mission create the CSR manually.

Control Enable SNMP2 Disabled
» Logs and Alerts - rorei s .
Enable TLS 1.0 Disabled Enable Transport Layer Security protecel version 1.0 for HTTP access. This is an older security protocel
— with known security vulnerabilities.

Showing 1 to 26 of 26 entries

In addition, from this menu you can control which certificate VWLAN is currently using. You
can have two certificates loaded on VWLAN, which allows you to switch between them when
one certificate is about to expire or to have one certificate assigned to each VWLAN system
when using high availability.

Select Certificate Selected to view the current certificate selection and change it if
necessary. In the Certificate Selected menu, select either Certificate 1 or Certificate 2 and
click Update Platform Setting to change the current certificate. Remember to restart VWLAN
to apply the setting change.

Edit Platform Setting

SSL Selection @ Certificate 1
) Certificate 2

Certificate for current use,

Update Platform Setting

Show | Back

You can also delete certificate chains, certificates, and keys from this menu. Select the item
you want to delete. In the resulting menu, delete the text from the chain, certificate, or key
box and click Update Platform Settings.
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Managing LDAP Certificates for vWLAN

When certificates are manually uploaded to vVWLAN, the certificates are then relayed back to
the LDAP authentication server in a one-to-many relationship. For example, you can trust more
than one CA in a chain, but each LDAP server can only have one trusted server certificate and
one client certificate. The client certificate is optional in VWLAN. If a client certificate is not
provided, there is no client authentication, and the authentication server must be configured
accordingly. Similarly, if no server certificate is provided, then any server certificate is accepted.
Each domain has its own group of certificates, but there are no default CA certificates. Instead,
the administrator must upload these certificates on a per-domain basis.

Uploading Trusted LDAP CATOVWLAN ... 67
Uploading Trusted LDAP Server Certificate to VWLAN ... 68
Uploading Trusted LDAP Client Certificate to VWLAN ... 69

Uploading Trusted LDAP CA to VWLAN

To upload a trusted LDAP CA to vVWLAN:

1. Navigate to Configuration > External Authentication > External > Certificates > Trusted CA.
Here any previously configured trusted certificates are listed, and the action, name, and
certificate text for each trusted CA is displayed. You can edit an already configured
certificate by selecting the certificate from the list. To create a new trusted CA, select Create
Trusted CA from the bottom of the menu or select Domain Trusted CA from the Create menu
at the top of the GUI.

Configuration Administration

» Role Based kel Show ! hide columns

A ‘Control
gudon Search: [

» Intemnal .
Authentication - Name Certificate Text

¥ External No Data Available in Table
Authentication
Servers

. Showing 0 to 0 of 0 entries
Accounting

¥ Certificates
Trusted CA
Trusted
Server
Client Cert
» Captive Portal
» Wireless
» Ethernet Access
» Unified Access
» System
» Logs and Alerts

Create Trusted CA
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2. Enter the name for the CA in the Name field, and enter the CA text in the Certificate text field.

Create Trusted Certificate

Marme

Certificate Text

| Create Tusted GA

3. Click Create Trusted CA. The created CA is now available for editing or deletion, and will
appear in the Trusted CA list under Configuration > External Authentication > Certificates >
Trusted CA.

Uploading Trusted LDAP Server Certificate to VWLAN

To upload a trusted LDAP server certificate to VWLAN:

1. Navigate to Configuration > External Authentication > Certificates > Trusted Server. Here any
previously configured trusted servers are listed, and the action, name, and certificate text for
each trusted server is displayed. You can edit an already configured server certificate by
selecting the certificate from the list. To create a new trusted server, select Create Trusted
Server Certificate from the bottom of the menu or select Domain Trusted Server from the
Create menu at the top of the GUL.

Configuration Administration

» Role Based Selectall ~Deselectall Delete Show / hide columns

Access Control

Search:[ ]
» Internal 5
Authentication - Name ® Certificate Text

¥ External No Data Available in Table
Authentication
EErE Showing 0 to 0 of 0 entries
Accounting
¥ Certificates

Trusted CA

Client Cert
» Captive Portal
» Wireless
» Ethemet Access
» Unified Access
» System
» Logs and Alerts

Create Trusted Server Certificate

2. Enter the name for the server certificate in the Name field, and enter the certificate text in the
Certificate text field.
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3. Click Create Trusted Server Certificate. The created server certificate is now available for

editing or deletion, and will appear in the trusted server list under Configuration > External
Authentication > Certificates > Trusted Server.

Uploading Trusted LDAP Client Certificate to VWLAN

To upload a trusted LDAP client certificate to VWLAN:

1.

Navigate to Configuration > External Authentication > Certificates > Client Cert. Here any
previously configured client certificates are listed, and the action, name, and certificate text
for each client certificate is displayed. You can edit an already configured client certificate
by selecting the certificate from the list. To create a new client certificate, select Create
Client Certificate from the bottom of the menu or select Domain Client Cert from the Create
menu at the top of the GUL.

Configuration Administration

Selectall Deselecta Delete Show / hide columns

» Role Based
Access Control
search: ]

» Internal
Authentication - Name i Certificate Text = Key
¥ External No Data Available in Table
Authentication

EaE Showing 0 to 0 of 0 entries

Accounting

¥ Certificates

Trusted CA
Trusted
Server

Client Cert

» Captive Portal
» Wireless

> Ethernet Access
> Unified Access
» System

» Logs and Alerts

Create Client Certificate

Enter the name for the certificate in the Name field, enter the certificate text in the Certificate
text field, and enter the key information for the certificate in the Key field.

Click Create Client Certificate. The created client certificate is now available for editing or
deletion, and will appear in the client certificate list under Configuration > External
Authentication > Certificates > Client Cert). An error is generated if the key and certificate do
not match.
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VWLAN Domain Configuration

Domains are separate management domain partitions within the vWLAN instance that you can use to
subdivide the vWLAN management. The platform administrator initially creates domains and assigns
a domain administrator to manage each domain. Creating domains includes creating the domain in
VWLAN and optionally associating one or more other administrators to the domain. After domains
were created, there are several configuration options available to the domain administrator. These
options include setting domain destinations, configuring services and groups within the domain,
configuring domain locations, configuring domain roles and users, configuring authentication,
performing a backup of the domain configuration, and restarting the domain. This chapter describes
these tasks:

Creating the DOMQIN ... 7
Associating Administrators to aDomain ... 72
Configuring Domain Destinations ... 73
Creating Domain Destination GroUPS .......... ..ot 74
Configuring DOMNQIN SEIVICES ... ... 76
Creating DOMAIN SEIVICE GrOUPS ... ... 77
Configuring DOMAIN LOCAtIONS ... 78
Configuring Domain LOCAtioN GrOUPS ..............ooooiii e 79
Configuring DOMAINROIES ... .. 80
Configuring DomainRole Schedules ... 87
Configuring Web-based (Captive Portal) Authentication ... 88
Configuring DOMAIN ACCOUNTING ...t 107
Configuring DOMAIN SEttiNGS ... 109
ConfiIgUING DOMOIN USEIS ... n2
Configuring DOMAIN BIANAING ... 114
Domain Configuration BACKUP ..o 115
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Creating the Domain

Platform administrators or administrators with platform read and write permissions configure
domains and domain administrators. See Specifying the Administrator Role for more
information.

To create a domain:

1. Navigate to Configuration > System > Domains. Or, you can select Platform > Domain from
the Create menu at the top of the GUI.

Configuration Administration

Selectall Deselectall | Delete

* Role Based

Access Control

» Internal

Authentication - Name Login Ttem Storage *
» External default 10 MB

Authentication

- Ezrile R Showing 1 to 1 of 1 entries

» Wireless

» Ethemnet Access

» Unified Access

¥ System
Network
Interfaces

Settings

Branding Create Domain

Storage Settings
High Availability

Mosaic Mission
Control

» Logs and Alerts

2. Enter a name for the new domain in the Name field and specify the maximum storage
space for login items on the domain. Login items are the images and other files used in the
login page for the particular domain. Each domain has a certain amount of storage space
allotted to it, and this space can be specified as a specific amount of space per domain, per
AP associated with the domain, or each domain storage space can be specified individually.
Storage settings are set using the Storage Settings menu (see Managing Domain Storage
Settings for more information). If the storage setting was configured as fixed for the domain
or per AP, this field cannot be edited. If the storage setting is specified on a per-domain
basis, enter the storage limit in the appropriate field.

|

Create Domain

Mame |

Maximum Storage For Login Items 10 MB

Back

3. Click Create Domain. You will receive confirmation acknowledging the domain was created.
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After you created the domain, you can view, edit, or delete the domain from Configuration >
System > Domains. You can create an administrator for the domain if not already exist or
you want a different administrator. You can begin configuring the specifics of the domain.
See Creating an Administrator or Configuring Domain Destinations for more information.

Associating Administrators to a
Domain

In addition to a domain administrator, you can associate other administrators with the domain.
This association allows other administrators, such as platform administrators, to access,
configure, and maintain a given domain.

— 1 Youmusthave platform read and write permissions to associate an
=1 administrator with a domain. See Specifying the Administrator Role for more
information.

To associate an administrator with a domain:

1. Navigate to Administration > Admin Authentication > Administrators.

Status Configuration Administration

Selectall Deselecta Delete Show / hide columns

Username Source * < uID < Timezone : Updated Time

¥ Admin
Authentication

Administrators

Administrator
Roles

Admin Auth
Servers Showing 0 to 0 of 0 entries

» Certificates
Admin Tasks
» Jobs
Traffic Capture
AP Traffic Capture
Diagnostics
Restart
Platform Upgrade
Patch
Backup/Restore

No Data Available in Table

Create Administrator

2. From the Administrators list, select the administrator you want to associate with a domain.
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3. Select the domain you want to associate with this administrator by selecting the domain
from the Domain field. In addition, make sure to select the appropriate administrator role
from the Admin Role field.

Edit Administrator

Email |[vijay.r@adtran.com

Password [ssssssss |

Password Confirmation [ssesssss |

Timezone [({+05:30) Chennai, Kolkata, Mumbai, New Delhi, Sri Jayawardenepura v |

Administrator Scopes

Domain Admin Role

[default +|[Domain Read-0Only Permissions v | remove
Add more domains

[Update Administrater

Show | Delete | Create | Back

4. Click Update Administrator. A confirmation is displayed when the action is complete.

Configuring Domain Destinations

You can use domain destinations to specify which networks are accessible from a single
domain. Use destination locations to specify which networks are available to roaming clients
and users and which are not. When you configure a domain destination, you will specify the
destination host name, IP address, or network mask in the GUI. You can group destinations, so
they use the same network resources (see Creating Domain Destination Groups for more
information). After you create a domain, you must use a role to allow or deny it. See Configuring
Domain Roles for more information.

To configure a domain destination:

1. Verify that you are in the correct domain administrative menu by selecting the appropriate
domain from the Domain menu at the top of the GULI.

2. Navigate to Configuration > Role Based Access Control > Destinations.

Configuration Administration

¥ Role Based Selectall | Deselectall Delete Show / hide columns
Access Control
; S —

Locations

Location Groups = Name ¢ Type ¢ Address ¢ Netmask Inverted *

Roles Any Netwark 0.0.0.0 0 No

Schedules Class A Private Network Netwark 10.0.0.0 255.0.0.0 No

Services Class B Private Network Netwaork 172.16.0.0 255.240.0.0 No

bl S s C private Network Netwark 192.168.0.0 255,255.0.0 No

Destinations

Destination Showing 1 to 4 of 4 entries

Groups
» Internal
Authentication

» External
Authentication

» Captive Portal Create Destination Host | Create Destination Hostname | Create Destination Network
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3.

Select Create Destination Host, Create Destination Hostname, or Create Destination Network
from the bottom of the Destinations menu, or select Domain Destination Host from the
Create menu at the top of the GUL You can optionally choose to select Domain Destination
Hostname or Domain Destination Network from the Create menu to create the same
destination.

Enter the name of the destination and the destination IP address in the appropriate fields.
The destination name is expressed in host name format, and must be between 1 and 64
characters in length. You can optionally specify that the destination is inverted, which
specifies that all destinations except the one specified are available. If you create this
destination from the Destination Hostname selection, you will be prompted for the same
information in the New Hosthame menu.

To create a network area that only allows certain URLs through the AP firewall without
requiring authentication, the Destination Hostname selection can only be used in an un-
registered role. If you create this destination from the Destination Network selection, you will
also be asked to enter the network mask for the destination in the New Network menu.
Inverting the destination means that the destination is the opposite in the firewall rule. For
example, if you allowed all traffic to an inverted destination, then all traffic is allowed to
everything but this destination.

Create Destination - Host

MName | |
Address | |
Invert [C

invert means 4l

[Create Destinatior|

Back

Click Create Destination. A confirmation is displayed indicating the destination was created.
The new destination will now appear in the list of destinations displayed in the Configuration
> Role Based Access Control > Destinations menu, where you can choose to display, edit, or
delete the destination.

Once you created the destination, associate it with a role to enable access. See Configuring
Domain Roles.

Creating Domain Destination Groups

A domain destination group is a collection of domain destinations, that can be applied to
firewall rules for a role in one step. To configure a domain destination group:

.

Navigate to Configuration > Role Based Access Control > Destination Groups. This menu lists
the previously configured destination groups. If you want to edit a previously created
destination group, select the group name from the list. To create a new destination group,
either select Create Destination Group at the bottom of this menu, or select Platform
Destination Group from the Create menu at the top of the GUI.
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Configuration Administration

Show / hide columns
¥ Role B 1 Selectall | Deselectall Delete

Access (.:l)ﬂh'lll Search:
Locations
Location Groups Name
Roles Private Networks
Schedules
Services Showing 1 to 1 of 1 entries

Service Groups
Destinations
Destination
Groups
» Intemnal
Authentication

» External
Authentication

» Captive Portal

Specify the name of the destination group, and add destinations to the group from the list.
P

Create Destination Group

Create Destination Group

Name | |

Destinations g jtems selected Remove all Add all

+ Any

+ Class A Private Network
+ Class B Private Network
+ Class C Private Network

[Create Destination Group

Back

Click Create Destination Group. A confirmation is displayed indicating that the group was
created. The group will now appear in the group list under Configuration > Role Based
Access Control > Destination Groups, where you can display, edit, or delete the group.

After you created the destination group, associate it with a role to enable access. See
Configuring Domain Roles for more information.
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Configuring Domain Services

Domain services are the services, protocols, and ports used by the domain. Typical domain
services include DHCP, DHCP servers, DNS, HTTP, HTTPS, ICMP, and so on. You can also group
services, like destinations, which makes it easier to assign a set of services to a user role.
Configured domain services are listed under Configuration > Role Based Access Control >
Services.

To configure a domain service:

.

Navigate to Configuration > Role Based Access Control > Services.

Select all | Deselectall | Delete Show / hide columns.

Location Groups Name = Port < Notes
Roles AH 0
Schedules Any, 0
DHCP 67
Service Groups DHCP-Server 68
Destinations DNS 53
Destination ENCAP 0
Groups
ESp 0
» Intenal
Authentication HIIR 80
» External HITPS 243
Authentication cMP o
> C‘?phve Portal IMap p——
» Wireless - .
» Ethernet Access HmE
» Unified Access KERBEROS 88
> System Lbap 389
» Logs and Alerts MPLS-in-IP 0

Showing 1 to 29 of 29 entries

To edit a service, select the service from the list.

To create a new service, select Create Service at the bottom of the Services menu, or select
Domain Service from the Create menu at the top of the GUI.

Enter the name of the service in the required field, and select the appropriate protocol from
the Protocol field. Depending on the protocol type selected, you will be prompted for the
port, or list of ports, used by this service. You can optionally add any notes about this service
that you want to displayed in the configured services list.

Create Service

Name [ ]
Protocol

Notes

o
i
o
=3
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5.

Select Create Service. A confirmation appears indicating the service was created. The
service will now appear in the list of configured services under Configuration > Role Based
Access Control > Services, where you can display, edit, or delete the service.

Once you created the domain service, associate it with a role. See Configuring Domain Roles
for more information.

Creating Domain Service Groups

A domain service group is a collection of domain services, that can be applied to users or roles
in one step. To configure a domain service group:

.

Navigate to Configuration > Role Based Access Control > Service Groups. This menu lists any
previously configured service groups. If you want to edit a previously created service group,
select the group name from the list. To create a new service group, either select Create
Service Group at the bottom of this menu, or select Domain Service Group from the Create
menu at the top of the GUL.

Administration

Selectall Deselecta Delete Show / hide columns
Locations

Location Groups
Roles No Data Available in Table

Name < Created Time

Schedules

Services Showing 0 to 0 of 0 entries
Service Groups

Destinations

Destination

Groups

» Internal
Authentication

» Captive Portal Create Service Group

Specify the name of the service group in the appropriate field, and add services to the group
by selecting the plus sign next to the service.
—

Create Service Group
MName |
Services 0 items selected Remove all Add all
+ AH
+ Any
+ DHCP
+ DHCP-Server
+ DNS
+ ENCAP
+ ESP
+ HTTP -
Create Service Group
Back

Select Create Service Group. A confirmation is displayed indicating that the group was
created. The group will now appear in the group list (Configuration tab, Role Based Access
Control > Service Groups), where you can display, edit, or delete the group.

Once you created the service group, apply it to a role. See Configuring Domain Roles for
more information.
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Configuring Domain Locations

Domain locations are network locations for the domain. Locations are defined as the subnet,
network mask, and VLAN ID associated with the domain. You can use the NAC domain location
for web-based authentication by allowing an AP to act as a temporary DHCP server and
dispense temporary IP addresses to clients trying to connect to the network. The NAC subnet
must not overlap with any other networks in the domain, and you can edit to any class A, B,or C
private network with a /14 subnet mask. When a user connects to VWLAN, the user role
determines the user location (VLAN, subnet, network mask), which encompasses the AP native
VLAN/location, a static location, or a location group.

The user role determines a user location. Domain administrators can specify a VLAN ID and
subnet, and the system automatically determines the APs that support that location. Managing
locations is the same as managing the IP addressing of connecting clients, and can be handled
in three main strategies: strict location, which bases the location on the user role and identity;
location groups, which base the location on user roles and identities; and default location,
which bases locations on APs.

Strict location configuration means that a user role is configured for each specific location
(VLAN ID and subnet), and when a user with the configured role connects, they will always be
associated with the same location. In this scenario, APs will tunnel traffic to that location if
necessary. For example, a guest user could receive a172.16.0.0/24 location, regardless of the AP
to which they connect. Location groups are used in large scale deployments in which multiple
subnets can be assigned to the same user role. In this scenario, the VWLAN system optimally
assigns the user to the local location, eliminating the need to trunk the same VLANs across
multiple sites. The native AP VLAN location is used when a user is placed onto the AP local
network with no VLAN tag. This is useful if you want to distribute data to the network edge, and
do not need to place users into specific networks based on their identity. In this scenario, if a
user roams to another location, the traffic is tunneled back to the originating location to
maintain [P addressing.

When locations are defined, the VLAN ID plus the subnet and network masks must match, or the
location is deemed as not unique and therefore considered a different location. When vWLAN
learns about a location, if it does not already exist, the VWLAN creates a location in the GUI. You
can map user roles to specific locations. When the system automatically creates a new
location, it will have a VLAN of 0 and a name starting with vLoc to signify that the location was
created by VWLAN.

When the AP boots for the first time, it discovers its native subnet. If there is already a location in
the GUI, the AP is associated to the location with a non-tagged VLAN. If a native location with a
VLAN tag is configured on the AP, the AP reports its native location with the configured native
VLAN tag. APs automatically ensure untagging and tagging of packets from clients on the same
native location. In addition, APs automatically discover which tagged VLANs it can access by
sending out DHCP requests to the configured VLANs on VWLAN. If an IP address is obtained on a
VLAN, then that location is deemed active for the AP, and the DHCP address is released.

When a new location is specified in the VWLAN system, the vVWLAN asks the APs to discover that
VLAN. If the VLAN is found, then the location becomes active and clients can use it. If the VLAN is
not found, clients attempting to access the network are held without a network address until the
location becomes active.
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If APs are moved to a different trunk or access port, the AP should be deleted or be returned to a
native location of Native AP Location and rebooted, so that it will rediscover any available
locations.

To create a domain location:

1. Navigate to Configuration > Role Based Access Control > Locations. This menu lists any
previously configured locations. If you want to edit a previously created location, select the
location name from the list. To create a new location, either select Create Location at the
bottom of this menu, or select Domain Location from the Create menu at the top of the GUL

Configuration Administration

Show / hide columns

Searcn: | ]

Select all

Locations N Name = e y e
Location Groups

178 178 10.49.178.0/24
Roles

9.192.0/

Schedules 192 192 10.49.192.0/24
Services 198 108 10.49.198.0/24
Service Groups NAC 1 10.252.0.0/14
Destinations vLoc-0-10.49.191.0/24 0 10.49.191.0/24
Destination vLoc-0-10.49.192.0/24 0 10.49.192.0/24

Groups

» Internal showing 1 to 6 of 6 entries

Create Location

» Captive Portal

2. Enter the name of the location and its associated VLAN in the appropriate fields. Then enter
the classless interdomain route (CIDR) for the location, which is the location subnet and
network mask.

Create Location

Name | |

WLAN ID |Enfer a value of 0 or a value between 2 and 4094 |

CIDR | | -

CIDE iz Fhe cubnatnermack’ hik F the lneatinn ke 197 1568 17 /
CIDR is the subnet/netmask{bits) of the location like 152,168, 100.0/

Create Location

Back

3. Select Create Location. A confirmation is displayed indicating that the location was created.
The location will now appear in the locations list under Configuration > Role Based Access
Control > Locations, where you can display, edit, or delete the location.

Configuring Domain Location Groups

In large scale deployments of VWLAN, you can assign multiple subnets to the same user role
using location groups. When location groups are used, the system optimally assigns the users
to the local location, which eliminates the need to trunk the same VLANs across multiple sites.

To create a domain location group:

1. Navigate to Configuration > Role Based Access Control > Location Groups. This menu lists
any previously configured location groups. If you want to edit a previously created location
group, select the group name from the list. To create a new location group, either select
Create Location Group at the bottom of this menu, or select Domain Location Group from
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the Create menu at the top of the GUI.

Configuration Administration

Selectall Deselectall Delete Show / hide columns

e —

Name = Created Time

Location Groups
No Data Available in Table
Roles
Schedules .
) Showing 0 to 0 of 0 entries
Services
Service Groups
Destinations
Destination
Groups
» Internal
Authentication
» External
Authentication

» Captive Portal Create Location Group

2. Enter the name of the location group, and select the locations to be associated with the

location group. Then, click Create Location Group.

Create Location Group

Name |
Locations g jtems selected Remove all Add all
+ 173
+ 102
+ 108

+ vioc-0-10.49.191.0/24
+ vioc-0-10.49.192.0/24

|create Location Group

Back

A confirmation is displayed indicating that the group was created. The group will now
appear in the group list under Configuration > Role Based Access Control > Locations, where
you can display, edit, or delete the group.

Configuring Domain Roles

Domain roles are the roles of users that are connected to a specific domain, and include such
features as firewall behavior, location elements, QoS settings, and CosS settings. User roles in
VWLAN define the policy enforced per user at the AP before forwarding user traffic, based on
traffic flow (location, firewalll policies), bandwidth management, and packet marking and
prioritization.

The system places a user in a role based on these items, in order:

1.

2
3
4.
5

Layer 7 device fingerprint (device type and operating system)

. 802.1x (RADIUS, LDAP/AD)

MAC authentication
Wildcard MAC authentication
RADIUS MAC authentication
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6. The default role from the SSID, unless the SSID is 802.1X, then the role from the RADIUS 1X server
is used.

7. If the role remains un-registered at this point, the user can use web-based authentication to
loginto any role.

By default, when a user connects for the first time and was not authenticated, the user role is
un-registered.

When you configure a user role, it is important to realize that the user role determines where
and how the client traffic flows. You must specify the name of a user role, the location
associated with the role, the CoS settings for the role, the bandwidth shaping parameters for
the role, post-login redirection parameters, the firewall policies applied to the role, and the
device rules applied to the role (Layer 7 fingerprint). By default, two roles already exist: Un-
registered (which cannot be deleted) and Guest.

— 1 Therecan be interactions between a tunnel profile and a defined user role. See
== | Configuring a Tunnel Profile for more information.

To create un-registered and registered roles, navigate to Configuration > Role Based Access
Control > Roles. This menu lists any previously configured domain roles. To edit a previously
created domain role, select the role name from the list. To create a new domain role, either
select Create Role at the bottom of this menu, or select Domain Role from the Create menu at
the top of the GUI.

Configuration Administration

Show / hide columns
¥ Role B 1 Select all

Access Control
Locatons Search: [
Location Groups Name % Location Name Type *
AllowAll Native AP VLAN Registered Role
FiTEs Guest Native AP VLAN Registered Role
Services Un-registered NAC Un-registered Role
Service Groups
Destinations. Showing 1 to 3 of 3 entries

Destination
Groups

» Internal
Authentication

» External
Authentication

»_Captive Portal

The Create Role page displays. The configuration options on this page change depending on
the selected role type:

Create Role

Un-Registered ROIE TYPE ... 8l
Walled GArden ... 82
Registered ROIE TYPE ... 83

Un-Registered Role Type

You can use the default Un-registered role type with the location set as NAC, which is available
on the Roles page. To configure the un-registered role type with a non NAC server location,
which is used when you configure the Walled Garden feature:

1. Onthe Create Role page, enter a name for the un-registered role and select Un-registered
Role from the Type field.
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Create Role

cation for Un-registered roles.

Firewall Rules

Network traffic is checked against the following policies.
If the service, direction, and destination match, the action is taken and checking ends.

There are several implicit policies that apply to this role (after the configured rules):

DHCP is allowed to the AP

DNS is allowed to the DNS servers that the client is given {Note: Do not configure DNS server in the same subnet as the
location selected for the unregistered role type).

Unless previously allowed by a configured rule, HTTP traffic is redirected to the vWLAN. HTTPS traffic will be redirected if
enabled under Domain Settings

HTTP, HTTPS and ICMP are allowed only to the vWLAN

If no rule matches, the traffic is denied.

In most cases, you should not have to configure any firewall rules for the Un-registered role

Policy  Service Direction Destination
Append Firewall Rule

Create Role

Back
2. Select the location associated with the role from the Location field.

3. Specify any firewall rules needed. In most cases you do not have to configure any firewall
rules for the un-registered role.

4. Click Create Role.

Walled Garden

As of VWLAN release 3.1.0, an option was added to captive portal that allows the client to keep
the same IP address when transitioning out of an un-registered role to a registered role (Walled
Garden).

To configure the Walled Garden feature:

1. Configure the location of the network that will serve the IP addresses. See Configuring
Domain Locations.

2. Create a domain role and specify Un-registered Role for the Type and select the name of
the domain that you created in Step 1for the Location.

Mame | |

Type |Un-registered Role v |

Use Un-registered role for captive portal authentication and Walled garden.

[ e 0 '] ) Iy = - T S | Epy A
U=se Registered role upon user getting authenticated.

Location [178 v]
Locations focation and Native AP Vian location for Un-registered roles.

178

192 fed against the following policies.

LELELEENG N ond destination match, the action is taken and checking ends.

{ LocationGroups it policies that apply to this role (after the configured rules):

3. Add a firewall rule that allows DNS traffic outbound.

4. Create another domain role and specify Registered Role for Type and select the name of the
domain that you created in Step 1for the Location.
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= | Make sure that the domain location of the registered role is the same

—— | domainlocation as the un-registered role for the Walled Garden feature to
work properly.

5. Create an SSID, enable captive portal, and select the name of the domain role created in
Step 2. For information on configuring additional SSID options, see Configuring an SSID.

Registered Role Type

The registered role type specifies the parameters for a client after they were authenticated.
These steps outline the options available when you configure a registered role:

1. Enter the name of the role in the appropriate field.

Create Role

Name |

Type

Schedule
Location

Machine Authentication Enforcement [J
Allow Client T Client

Class of Service

CoS Priority In Override [DSCP v
What to prioritize Wireless based on.
CoS§ Priority Qut Override |[No Remark et

Bandwidth Shaping
QoS Rate In 0.0

QoS Rate Qut [0.0

Thank You HTML

URLRedirect [ ]

URL to redirect after login. This value overrides the default URL found under settings.

2. Select Registered Role from the role Type. If applicable, select any associated schedule from
the Schedule field. The schedule specifies when clients can or cannot access the network.
See Configuring Domain Role Schedules for more information about schedule configuration.

3. Select the location associated with this role from the Location field.

4. Specify whether 802.1X machine authentication will be enforced on the role. Machine
authentication or computer authentication allows the domain machine or computer to
authenticate before the user logs in when using a host name or machine name as the user
name and the computer domain machine account password as the password. Enabling
this feature means that users who do not directly progress from machine authentication to
user authentication are placed in the un-registered role. This allows group policies to be
applied and login scripts to execute when the user logs inand allows users who do not have
locally cached profiles on the domain computer to login. You can also place a valid 802.1X
user without a valid device in a role other than un-registered, for example, the guest role, to
allow a user to use smart phones and other devices that cannot access the domain. When
this feature is enabled, the VWLAN system will only allow the user to be placed in arole as
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long as valid machine authentication occurred. You can configure VWLAN to remember
machine authentication using the Memory interval field, that keeps devices that time out
and then reconnect from being left in an un-registered role. Enable the feature by selecting
the Machine Authentication Enforcement field. Once you enabled this feature, you will
specify the role into which users are placed when authenticating, the role in which users are
placed if their authentication fails, and the number of days the vVWLAN will remember the
machine authentication. Select these 802.1X authentication values from the appropriate
field.

5. Select Allow Client To Client if you want to allow client-to-client traffic on the AP. The firewall
policy must also allow the traffic for client-to-client traffic to flow.

6. Configure the CoS options. Specify the packet prioritization parameters for the role.

The CosS priority override parameters specify on what criteria this user role traffic is prioritized
for incoming (wireless) traffic and how packets are remarked in outgoing (wired) traffic. You
can use it to prioritize wireless traffic to certain roles, such as IP phone roles. The AP can
prioritize based on the input wired packet CoS tags (either DSCP or 802.1p or the greater of
the two) or a static value.

To specify the prioritization of the input wired packets for the user role, select the appropriate
value from the CoS Priority In Override field:

» DSCP: prioritization of traffic within the Ethernet and wireless driver based on the IP packet
DSCP code. DSCP stands for DiffServ (DS: Differentiated Service) Code Point and is
specified in RFC 2474. Its value ranges from 0 to 63 where 63 has the highest priority. For
example, the Wi-Fi driver supports DSCP prioritization to push packets with a specific
dscp value to be pushed on to a specific TID (for incoming traffic). TID is extracted from
DSCP/QoS information in 802.11 QoS/IPv4/v6 headers (for outgoing traffic). TID stands for
Type Identification and generally corresponds to IP Precedence Value, and it is defined in
RFC 791 with a value range from 0 to 7. Value 7 is the highest priority and meant for
network control packets.

» 802.1p: prioritization of traffic within the Ethernet and wireless driver based on the 802.1p
code. This IEEE 802.1p signaling standard defines traffic prioritization at Layer 2 of the OS|
model. Use it to prioritize packets as they traverse a network segment (subnet). A packet
marked for higher priority receives preferential treatment at the congested subnet. On
Ethernet network, 802.1p priority markings are carried in VLAN tags. The priority value
ranges from 0 to 7 as the TID.

« Highest Priority (DSCP or 802.1p): prioritization of traffic within the Ethernet and wireless
driver based on the highest priority fromm DSCP and 802.1p code.

« Static Value: prioritization of traffic within the Ethernet and wireless driver based on the
network administrator assigned fix value for both DSCP code and 802.1p code.

If you specify a Static value, select the appropriate priority from the CoS Priority In field.

Specify the CoS packet remarking behavior for the user role. The AP applies packet
remarking in the outgoing or upstream (wireless to wired) direction. Remarking are
beneficial when the upstream network switches or routers are CoS aware of 802.1p or DSCP.
802.1p uses the VLAN header to apply a priority on a frame (priority ranges from 0 to 7, with 7
as the highest priority), and DSCP uses the IP header of the packet to apply a priority on the
packet (priority ranges from 0 to 63, with 63 as the highest priority). 802.11 frames contain an
application-based packet prioritization. The AP normally converts the WMM prioritization to a
packet marking using 802.1p, DSCP, or both. Alternatively, the AP can set a static 802.1p or
DSCP mark for all traffic in the role. To set the packet remarking parameters for the user role,
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select the appropriate value from the CoS Priority Out Override field. By default, this value is
set to No Remark. If you specify a Static value, select the appropriate priority from the CoS
Priority Out field.

= | The COS Priority In and CoS Priority Out fields are only available if you
—— | selected Static for the CoS Priority In Override or CoS Priority Out Override
values.

7. Specify the QoS parameters for the role by defining the bandwidth shaping rules. Using this
type of traffic shaping allows you to specify the desired bandwidth granularity, using Kbps,
KBps, Mbps, and MBps. In addition, it provides scalability while remaining agile and allows the
policy to follow a user even when they move to a different AP. You can limit bandwidth on a
per-user basis, preventing one user from overusing the wireless media and wide area
network (WAN) uplink, limited in the downstream to the client direction, limiting downloads
from the Internet, and bandwidth can be limited in the upstream from the client direction,
preventing clients from running abusive servers or becoming expensive upload endpoints.
Upstream and downstream bandwidths can differ, and thus can be tailored to the
customer.

Any bandwidth value higher than 85535 Kbps (or the equivalent) is treated
— | 0s 65535 Kbps by the AP, even though the system allows the bandwidth to
=] besetat higher values. The only exception is if no limit (0) is specified, then
no limit is enforced.

To specify the bandwidth parameters for incoming downstream traffic, enter the bandwidth
limit in the QoS Rate In field, and specify the measurement type from the list. By default, each
role bandwidth limitis O Kbits/second, indicating no bandwidth limit is enforced.

Next, specify the bandwidth parameters for outgoing (upstream) traffic by entering the
bandwidth limit in the QoS Rate Out field, and specify the measurement type from the list. By
default, each role bandwidth limitis O Kbits/second, indicating no bandwidth limit is
enforced.

8. Specify the Post Login Redirection parameters for the role. These parameters are displayed
to a user after successfully logging in using web-based authentication (captive portal). By
default, a thank you message appears to each authenticated user. You change this
message, and the redirection page, by entering text in the Thank You HTML field or a URL in
the URL Redirect field. Entering a URL here overrides the user original URL and the Post Login
Redirect URL. You can view the Post Login Redirect URL by navigating to Configuration >
System > Settings.

9. Configure the firewall rules for the user role. vVWLAN provides a full Layer 3 and Layer 4 stateful
firewall at the AP. The domain administrator configures the firewall and creates one or more
policies within each role. For a given traffic flow, these policies are applied in order. The
VWLAN firewall is an inclusive firewall, meaning the last policy is a deny all policy by default.
When you configure the firewall, you need to make sure DHCP is allowed outbound from the
client, and that the DHCP server is allowed inbound to the client, or specify that Any are
allowed both directions.

The firewall rules operate by checking network traffic against the configured policies. If the
service, direction and destination of the traffic match the policy, then the action is taken and
traffic checking ends. If no policy matches, then traffic is denied. If there are no policies
configured, then all traffic is denied. Policy matches are attempted in order, so make sure to
arrange the policies as needed for your network using the drag option to reposition a policy.
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10.

Enter the action (Deny or Allow), the service or group to which to apply the policy, the traffic
direction (Incoming or Outgoing), and the traffic destination network in the appropriate
fields. You can delete a policy by clicking delete icon next to the policy.

Firewall Rules

Network traffic is checked against the following policies.

If the service, direction, and destination match, the action is taken and checking ends.
If no rule matches, then the traffic is denied.

If there are no policies configured, then all traffic is denied.

By default, there is an implicit deny any at the end of the policies. Any traffic that is not explicitly allowed by
the admin will be blocked.

For a client to get an IP address - DHCP (or all traffic) must be allowed outgoing, and DHCP server (or all
traffic) must be allowed incoming.

Policy Sarvice Direction Destination
& [allow v | [Any v | [Outgoing v |[Any v |
& [allow v [Any ~ | |Outgoing v |[Any v '
* | allow w | [ Any ~ | |[Outgoing  ~ | |Any v |
& [allow v | [Any ~ | |Outgoing v || Any v '
& [allow v Any ~ | |[Outgoing  ~ | |Any v |

Append Firewall Rule

VoWiFi Priority Configuration
Enable vowiri [J
Device Reassignment Rules

The dient's source role is determined based on the intial authentication.

Once the client has authenticated, the client may be placed into a new destination role based on the device type and
ownership configured in the rules below.For example,if "Device Type" is iPhone and "Ownership” is Corporate then the
client will be placed into role named as the "Destination Role",

The destination role will be determined based on the following rules.
If no rule matches,then the client’s role will not changed.
Append Device Reassignment Rules

Create Role

For highest client throughput or performance for testing bandwidth and so
——1 on, configure the role with no bandwidth limitation (0), and configure only a
—— | single firewall rule by setting the rule to Allow Any Both Ways Any. In this
configuration, the AP firewall is bypassed, allowing for the highest client
throughput.

Select Enable VoWiFi to configure VoWiFi priority. This enables the AP to prioritize wireless
traffic to or from a configured IP address. It will modify the IP header DSCP field to the
configured value. This feature is supported only on 6000 series APs.

To maintain optimal AP packet processing performance, we recommend you to configure
only a maximum of five IP addresses for this configuration.

Configure the device rules for the role. These rules specify the role a detected device is to
use, based on the device fingerprint. The fingerprint includes Device Type and Ownership
(corporate or other). The device is placed in the role specified in the Destination Role field
when the device is detected on the vVWLAN network. This role overrides all other role
specifications (including those specified in SSID, MAC, RADIUS, and web authentication
methods). Use the fields to specify the device type, ownership, and destination role.

Click Create Role.

A confirmation is displayed indicating that the role was created. The role will now appearin
the role list under Configuration > Role Based Access Control > Roles, where you can display,
edit, or delete the role.
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Configuring Domain Role Schedules

Domain role schedules specify the time in which clients can and cannot access the network.
You can specify the days of the week, hours of the day, months, and days of the month that
each created schedule is active, thus specifying when clients can or cannot access the
network. After you create a schedule, associate it with a role to take effect.

To configure the domain role schedule:

1.

Navigate to Configuration > Role Based Access Control > Schedules. This menu lists any
previously configured domain role schedules. If you want to edit a previously created
schedule, select the schedule name from the list. To create a new domain role schedule,
either select Create Schedule at the bottom of this menu, or select Domain Schedule from

the Create menu at the top of the GUI.

Show / hide columns.

Locations
Location Groups - Name ¥ Created Time
Roles

No Data Available in Table

Schedules

= Showing 0 to 0 of 0 entries
Services

Service Groups
Destinations
Destination
Groups
» Internal
Authentication
» External
Authentication

» Captive Portal Create Schedule

2. Enter the name for the schedule in the Name field.

Configuration Administration

¥ Role Based Create Schedule
Access Control
oo Neme [ ]
Location Groups ame
Roles Weekly Planner Days T
Schedul
chedules o|1|2|3|a|5|6|7 8|0|10/11|1213(14/15|16(17|18|10 20|21 (22|23
Services 4
Service Groups BEOnC Y]
Destinations Tuesday
Destination Wednesday
o Thursday
» Internal -
Authentication Friday
» External Saturday
Authentication Sunday

ration=Wireless=AP Templates.

» Captive Portal
» Wireless

TP time server can be configured under the Platform Settings.

>

e Schedule Rules [J2h00 to 10h0
e

onified Access 4dd new schedule
* System
» Logs and Alerts Create Schedule|

Specify the days of the week (Monday through Sunday) and hours of the day (0 through
23 hours) that client access is allowed by selecting the appropriate squares in the Weekly
Planner table. For each square that is selected, a schedule rule is created.

To specify additional days, hours, months, or days of the months for the schedule, select the
newly created schedule rule. From the schedule rule menu, you can use the slider bar on the
right to specify the hours that client access is granted, and use the options on the left to
specify the days, months, or days of the month that client access is granted. As you make

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A 87



Adtran Configuring Web-based (Captive Portal) Authentication

your selections, they appear in the Weekly Planner.

Repeat the day and hour selection process until you have specified the times you would like
the schedule to allow client access. In the example below, the schedule allows client access
only on Memorial Day weekend. To delete a schedule rule, click the delete icon next to the
rule. To edit a rule, select the calendar icon next to the rule.

5. Click Create Schedule at the bottom of the menu. The newly created schedule appearsin
the schedule list under Configuration > Role Based Access Control > Schedule. For the
schedule to become active, associate it with a role as described in Configuring Domain
Roles.

Configuring Web-based (Captive
Portal) Authentication

Web-based authentication (captive portal) is an authentication process in which clients
typically connect to an open system SSID and are then redirected to a login page or captive
portal (after opening a browser).

Figure 5: Captive Portal Login Page

This authentication process requires no client-side configuration, although it can also be used
with WPAPSK/WPA2PSK SSIDs, which require the client to configure the preshared key. This
authentication process typically occurs as described in Figure 6.
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Figure 6: Client Authentication Process
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In the authentication process, clients in the un-registered role are redirected to the secure
VWLAN login page (captive portal). The client initially receives an authentication (NAC) IP
address (10.252.X.X or whatever the administrator has assigned) with a short lease time from the
AP, and then the HTTP request is redirected to https://VWLAN-ip/login.pl. The credentials entered
by the client are sent to VWLAN and authenticated against a local user database, external
Lightweight Directory Access Protocol (LDAP) or Active Directory (AD) server, external RADIUS
server, or SIP2 library server (the local database is checked first, then the authentication servers
are checked in the order specified by the administrator). The client is then placed into the
proper authenticated role and will receive an IP address on their target location/network and
begin to pass traffic.

Some client devices do not transfer automatically to a finalized IP address, but
rather keep their assigned NAC IP address, which keeps them from passing
traffic. Prior to VWLAN 2.6 release, these devices had to be manually

— disconnected and reconnected to the vVWLAN network. With the included

—— | support of Layer 7 device fingerprinting in VWLAN 2.6, the BSAPs automatically
detect devices that keep their NAC IP address and quickly deauthorize them so
that they will automatically reconnect to VWLAN, transition to the final IP
address, and begin transmitting data without the need for manual vVWLAN
administrator intervention.

Web-authenticated traffic is secured using HTTPS, however, subsequent over-the-air traffic is
secured based on the SSID configuration. For example, if the SSID is configured for open system,
there is no over-the-air encryption. If the SSID is configured for WPAPSK/TKIP, WPA2PSK/AES,
WPAPSK+WPA2PSK/TKIP or AES, there is over-the-air encryption. Please note you cannot achieve
802.1In data rates while using TKIP, but will be limited to legacy data rates only up to 54 Mbps.

Authentication configuration includes configuring these types of authentication:
» server authentication

* |ocal user authentication
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e SSID authentication

« MAC device authentication

In addition, you can configure login forms and images for specific domains based on the SSID
and the AP template, in that order.

External SIP2 Web-based Library Authentication Server
Configuring Local User Authentication

Device Authentication
Bulk Import of Devices

Disable TLS 1.0

Transport Layer Security (TLS) 1.0 is an older security protocol used between a client and server.

This protocol has several known vulnerabilities. To comply with modern security standards,
there is an option to disable TLS 1.0.

To disable TLS 1.0:

1. Navigate to Configuration > System > Settings. Select the Platform tab and choose the option

Enable TLS 1.0.

Administration

Configuration

* Role Based
Access Control

* Internal
Authentication

» External Value *

Name

Show / hide columns.

= Hint

Authentication

» Captive Portal
> Wireless

» Ethernet Access
» Unified Access.
¥ System

Administrator Session Idle Timeout 30

Certificate 1
Certificate 2
Certificate Chain 1

Certificate Chain 2

Network

Interfaces Certificate Private Key 1

Domains Certificate Private Key 2

Settings Certi clected Click the name link to see the value
i . Certifical ignature Request 1 (CSR]

Storage ings

High Availability

Mosaic Mission
Control

» Logs and Alerts

Certificate Signature Request 2 (CSR 2

Enable SNMP? Disabled

Enable TLS 1.0 Disabled

Showing 1 to 26 of 25 entries

Sets the idle timeout for administrative console sessions in minutes. Valid entries are 15 to 300, and 0
for no timeout

The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
A chain of one or more certificates.

A chain of one or more certificates.

The private key for the cert (closely guard this file).

The private key for the cert (closely guard this file).

Certificate for current use

The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
create the CSR manually.

The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
create the CSR manually.

Enable Transport Layer Security protocol version 1.0 for HTTP access. This is an older security protocol
with known security vulnerabilities.
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2. Select Disabled from the Enable TLS 1.0 field. Click Update Platform Setting.

Configuration Administration

¥ Role Based B 0
P Edit Platform Setting

Locations

2 Enable TLS 1.0 |Disabled v
Location Groups

Roles Enable Transport Layer Security protocel version 1.0 for HTTP access. This is an older security protocol with known security vulnerabilities.

Schedules Update Platform Setting
—

Services show | Back
Service Groups

External Server Authentication

You can configure an external RADIUS 1X, RADIUS web-based authentication, LDAP or AD, or
Session Initiation Protocol 2 (SIP2) web-based library authentication server for vWLAN
authentication. To configure an authentication server for the specified domain, complete the
steps for each server type as outlined in these sections.

To configure a RADIUS server for use with the VWLAN WPA2-Multikey feature, see
=1 the server configuration steps outlined in Configuring the RADIUS Server for the
WPA2-Multikey Feature.

External RADIUS 1X Authentication Server

To configure an external RADIUS 1x authentication server for use with vVWLAN:

1. Navigate to Configuration > External Authentication > Servers. This menu lists any previously
configured RADIUS 1X authentication servers. If you want to edit a previously created RADIUS
X authentication server, select the server name from the list. To create a new authentication
server, either select Create Authentication Server at the bottom of this menu, or select
Domain Authentication Server from the Create menu at the top of the GUI.

Configuration Administration

» Role Based Selectall Deselectall Delete Test Connection Show / hide columns

Search: [ ]
» Internal N

Authentication ~ Name ¢ Type % Address ¢ Port s Proxy Enabled < Role Accounting Server * i Precedence

Access Control

No Data Available in Table

Showing 0 to 0 of 0 entries
Accounting
> Certificates
» Captive Portal
» Wireless
» Ethemet Access
» Unified Access
» System

* Logs and Alerts R
Create Authentication Server
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2. Select RadiusIxAuthServer from the Type field.

Create Authentication Server

M \_*I Type RadiuslxauthServer w

Proxy
v

Authentication Rules
Role [Employee
Attribute Logic Value Role

¥ [starts with ¥ | |host, Domain Computer

CARIAR AR
| &) g &
o o] [0 o
AR
4 4 4 4 e

Append Auth Rule

Create Authentication Server|

3. Enter the name of the server and its IP address in the appropriate fields. Optionally, specify if
this authentication server will be associated with an accounting server by selecting the
accounting server from the Accounting server field.

4. Specify the port to be used by the server. If you use a RADIUS server, the port is generally
either 1645 or 1812.

5. Enter the shared secret or password for the authentication server.

6. Optionally, specify the backup address, backup port, and backup shared secret or password
for the server. This step is needed if a backup RADIUS server is configured. Otherwise, leave
these fields blank.

7. Optionally, proxy all requests through the VWLAN to the RADIUS server versus from the AP
directly to the RADIUS server by selecting Enable RADIUS Proxy.

— | This feature requires a RADIUS client to be configured for the IP address of
—— | VWLAN and the shared secret to match above.

8. Specify the authentication rules for the server and the role given to a user who does not
meet the authentication rules. Select an appropriate role option from the Role field. If you
choose unregistered, and no authentication rules match, then web-based authentication
can determine the assigned roles. The authentication rules for the server specify to which
role users are assigned when they are authenticated. For RADIUS servers, select the
appropriate attribute from the Authentication Rules list. There are multiple attributes to
choose from.

9. Specify the logic type used for authentication mapping. You can select from equal to, not
equal to, starts with, ends with, and contains. Then, fill in the appropriate value in the next
field, and select the appropriate role from the list.
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10.

Attributes are searched in order. You can move these attributes in any order you want, or
add additional rules using the Append Auth Rule option. You can also remove an attribute by
using the delete icon.

Select Create Auth Server at the bottom of the menu. A confirmation is displayed indicating
that the server was created. The server will now appear in the server list under Configuration
> External Authentication > Servers, where you can display, edit, or delete the server.

External RADIUS 1X servers support these EAP types:

« Extensible Authentication Protocol (EAP)-Transport Layer Security (TLS)
« EAP-Tunneled Transport Layer Security (TTLS)

 Protected Extensible Authentication Protocol (PEAP)

« EAP-Flexible Authentication via Secure Tunneling (FAST)

« EAP-GSM Subscriber Identity Module (SIM)

« EAP-Authentication and Key Agreement (AKA)

APs send RADIUS requests to the RADIUS server, and therefore you must configure a RADIUS
clientin the RADIUS server for every AP. Alternatively, you can configure a RADIUS client in the
RADIUS server with an IP range.

For more information, see VWLAN External RADIUS 802.1x Authentication.

External RADIUS Web-based Authentication
Server

To configure a RADIUS server for use with the VWLAN WPA2-Multikey feature, see
=1 the server configuration steps outlined in Configuring the RADIUS Server for the
WPA2-Multikey Feature.

To configure a RADIUS web-based authentication server for use with VWLAN:

1.

Navigate to Configuration > External Authentication > Servers. This menu lists any previously
configured web-based authentication servers. If you want to edit a previously created web-
based authentication server, select the server name from the list. To create a new
authentication server, either select Create Authentication Server at the bottom of this menu,
or select Domain Authentication Server from the Create menu at the top of the GUI.

Configuration Administration

» Role Based Selechon Show / hide columns
Access Control

Search: [ ]
» Intemal

Authentication - Name ¢ Type *  Address ¢ Port * Proxy Enabled <  Role Accounting Server * < Precedence
No Data Available in Table

Showing 0 to 0 of 0 entries
Accounting
> Certificates
» Captive Portal
» Wireless
» Ethemet Access
» Unified Access
» System

» Logs and Alerts .
Create Authentication Server
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2. Select RadiusWebAuthServer from the Type field.

Type [RadiusWebAuthServer ~]

Name [Mew Auth Server |

Accounting Server [v]
IP Address | |
port [1812 ]

Typically, the port sl d be 1812 or

Shared Secret/Password

g

Shared Secret/Password Confirmation

Timeout Weight [1 |

flaximum Number of Simultaneous Users Allowed [0
to Authenticate at Once Blank or

precedence [ ~|

Enable Radius MAC Authentication [

Override Location with TunnelPrivate-Group-1D

Authentication Rules

Role
Attribute Logic Value Role
+i* [ARAP-Challenge-Response v|[equalto ]| | Guest_~] T
*I* [ARAP-Challenge-Response v|[equal to w|| | [Guest _w] T
*i* [ARAP-Challenge-Response v|lequalta  w|| | [Guest | 1
«i* [ARAP-Challenge-Response v|lequalto  ~]| | [Guest ~| 1
«i* [ARAP-Challenge-Response v|[equalto ]| | [Guest_w| I

Append Auth Rule

Create Authentication Serve

3. Enter the name of the server and its IP address in the appropriate fields. Optionally, specify if
this authentication server will be associated with an accounting server by selecting the
accounting server from the Accounting Server drop-down menu.

4. Specify the port to be used by the server. If you are using a RADIUS server, the port is
generally either 1645 or 1812.

5. Enter the shared secret or password for the authentication server.

6. Specify the timeout weight, maximum number of simultaneous user authentications, and
the precedence of the server. The timeout weight value is relative to the timeout weight of
other authentication servers. The total time allocated to authenticate is defined for the
entire VWLAN system. Each server timeout is computed as a percentage of the total weight
of all authentication servers on this domain. If you leave the maximum number of
simultaneous authentications field blank, or enter a O, that indicates there is no limit. You can
specify the precedence level of the server as Highest, Lowest, or Fixed. If you select Fixed, you
can manually order the authentication servers in order of precedence.

7. Specify the authentication rules for the server and the role given to a user who does not
meet the authentication rules. Select the role from the Role field. If you choose un-registered,
the authentication rules determine the assigned role.

— In VWLAN firmware release 3.5.0, if you select the Default role from the Role

— | menu, you can optionally choose to override the location assigned to
clients in this role by selecting the Override Location with TPGI field.

When this option is enabled, and a Tunnel-Private-Group-ID (TPGI) with a
——1 Value between 1to 4095 exists, then clients connected in the Default role
—— | areassigned alocation based on a VLAN ID assigned by the RADIUS server,

and not the location associated with the role. Once this option is selected,

the remaining RADIUS attributes become non-configurable. If this option is
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— selected, and a TPGI does not exist, clients are assigned a location based

—— | onthe values specified in the Default role.

The authentication rules specify to which role users are assigned when they are
authenticated. For RADIUS servers, select the appropriate attribute from the Authentication
Rules field. There are multiple attributes to choose from.

8. Specify the logic type used for authentication mapping from the drop-down menu. You can
select from equal to, not equal to, starts with, ends with, and contains. Then, fill in the
appropriate value in the next field, and select the appropriate role from the drop-down
menu. In the example below, a RADIUS 1x server is configured to use a User Name attribute,
that contains the value ann jenkins, which assigns the user the role of Guest.

Attributes are searched in order. You can move these attributes in any order you want or
add additional rules by selecting Append Auth Rules. You can also remove an attribute by
using the delete icon.

9. Click Create Authentication Server. A confirmation is displayed indicating that the server
was created. The server will now appear in the server list under Configuration > External
Authentication > Servers, where you can display, edit, or delete the server.

If this server will be used in conjunction with the VWLAN WPA2-Multikey
— ] feature, additional server configuration will be required. See Configuring the
—— 1 RADIUS Server for the WPA2-Multikey Feature for more information about
the specific RADIUS server configuration required for the WPA2-Multikey
feature.

Optionally, after the external server is created, you can verify it for a successful connection.
Return to the External Authentication > Servers menu. Select the authentication server you
just created from the list, and select the Test Connection button from the top of the menu.

You will be redirected to the Diagnostics menu which allows you to enter a username and
password to test the authentication method. See External Authentication Test Results for
more information.

—— External RADIUS web-based authentication uses PAP and requires a RADIUS
—— | clientto be configured in the RADIUS server for the VWLAN instance.
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External LDAP Web-based Authentication
Server

To configure an LDAP authentication server for use with vVWLAN:

1. Navigate to Configuration > External Authentication > Servers. This menu lists any previously
configured LDAP authentication servers. If you want to edit a previously created LDAP
authentication server, select the server name from the list. To create a new authentication
server, either select Create Authentication Server at the bottom of this menu, or select
Domain Authentication Server from the Create menu at the top of the GUI.

Configuration Administration
» Role Based Selectall | Deselectall = Delete | Test Connection Show / hide columns
Access Control
* Internal
Authentication ~  Name $  Type % Address +  Port < Proxy Enabled % Role Accounting Server * s Precedence
No Data Available in Table
Showing 0 to 0 of 0 entries

Accounting

» Certificates
» Captive Portal
» Wireless

» Ethernet Access
» Unified Access
» System

» Logs and Alerts . R
Create Authentication Server

2. Inthe Create Authentication Server menu, select LdapAuthServer from the Type field.

Create Authentication Server

Type |LdapAuthServer v
Name [New Auth Server |
Accounting Server E|
1P Address |

Port [389 |

Typically, the port should be 389 for LDAP and 636 if require S5L is checked.
The name of a user to bind to the LDAP server with.
An example base entry is cn=Users, dc=company,dc=com.
UID for openldap, sAMAccountName for AD.

LDAP Filters | |

used when looking up Unigue ID attributes.

LDAP Bind User

Shared Secret/Password

Shared Secret/Password Confirmation
LDAP Base Entry

LDAP Unique ID Attribute

Bind All Queries As LDAP Bind User
me/Password Authen

must be confi

s not sefected, then Anonymous
binding.

Timeout Weight

e is defined for the

Maximum Number of Simultaneous Users Allowed [0 |
to Authenticate at Once Blank or 0 = no limit.

Precedence [ ]

Require 5L ]

3. Enter the name of the server and its IP address in the appropriate fields. Optionally, specify if
this authentication server will be associated with an accounting server by selecting the
account server from the Accounting Server field.

4. Specify the port to be used by the server. If you are using an LDAP server, the port is generally
389, unless Secure Socket Layer (SSL) is used, in which case the port is generally 636.
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5. Specify the name of the administrator user to which to bind the LDAP server. Enter the
administrator FQDN in the LDAP Bind User field.

— It is not recommended to use an administrative account. Using a standard

p— account is sufficient. The entered account must match the user account
configured in LDAP or AD.

The LDAP user field should be populated with the full name of the user, not the login name in
AD. For example, use Bob Smith, not BSmith. All the name parts are used and added to each
other to compose the full name. The resulting user name when using Bob and Smith as the
first and last names respectively in AD is Bob Smith. Unless the LDAP user is in the root of AD,
and the base entry specifies the root, you must specify where it is. This is referred to as the
distinguished name. For example, if Bob Smith is in the users container, you would enter
CN=Bob Smith,CN=Users,DC=Bluesocket,DC=com in the LDAP user field, where the first CN
refers to common name, and the second CN refers to container. If Bob Smith was in the root
of AD, and the base entry specified the root, you could simply enter Bob Smith.

Make sure you do not confuse CNs (containers) with OUs (organizational units). OUs have an
icon in AD that could be described as a folder in a folder, while CNs have an icon in AD that
could be described as a folder. Built-in folders in AD are typically CNs, while folders you add
are typically OUs. Right-click the folder in AD, select properties, select the object tab, and
refer to the object class to be certain you are using CN or OU. For example, if Bob Smith is in
the Engineers OU, enter the following in the LDAP user field:
CN=BobSmith,0U=Engineers,DC=Bluesocket,DC=com. CN refers to Common Name, and OU
refers to Organizational Unit. Work from the bottom of the AD tree upwards. For example, if
Bob Smith is in the Tech Support OU, which is in the Engineers OU, enter the following into the
LDAP User field:

CN=Bob Smith,0U=Techsupport,OU=Engineers,DC=BluesocketDC=com.

CN refers to Common Name, and OU refers to Organizational Unit.
6. Enter the shared secret or password for the previously created bind user.

7. Configure the LDAP base entry, unique ID attribute, and any LDAP filters. The LDAP Base Entry
field specifies the starting point for LDAP database queries, and the LDAP Unique ID attribute
field specifies the unique identifier used to distinguish each user record within the database.
LDAP filters are used when looking up LDAP unique ID attributes.

You can configure the system to bind all queries with the LDAP Bind User credentials by
selecting Bind all Queries as LDAP Bind User. If this option is not selected, then Anonymous
Authentication will be used and the external LDAP/AD server must be configured to allow
anonymous binding.

The LDAP Base Entry should be populated with the location with which vVWLAN should start to
search for users in the LDAP or AD tree. For example, if all the users are in the Users container,
then the base entry should be populated with CN=Users DC=Bluesocket,DC=com.If the
users are scattered about AD in different containers or organizational units, you can simply
specify the root by entering DC=Bluesocket,DC=com.

The LDAP Unique ID attribute field specifies the unique ID attribute that identifies and
distinguishes each user record in LDAP or AD. The unique ID attribute for AD is
sAMAccountName.

8. Configure the timeout weight, maximum number of simultaneous user authentications,
server precedence, and whether SSL is used. The timeout weight is the value relative to the
timeout weight of other authentication servers. The total time allocated to authenticate is
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10.

defined for the entire VWLAN system. Each server timeout is computed as a percentage of
the total weight of all authentication servers on this domain. Leaving the maximum number
of simultaneous authentications field blank, or entering a 0, indicates there is no limit. You
can specify the precedence level of the server as Highest, Lowest, or Fixed. If you select Fixed,
you can manually order the authentication servers in order of precedence. Enable SSL by
selecting the Require SSL field.

Specify the authentication rules for the server and the role given to a user who does not
meet the authentication rules. Select the appropriate option from the Role field. If you
choose un-registered, then the authentication rules determine the assigned role. The
authentication rules specify to which role users are assigned when they are authenticated.
Manually enter the type of attribute to use in the authentication rules (for example,
distinguishedname).

Specify the logic type used for authentication mapping (this applies to all servers). You can
select from equal to, not equal to, starts with, ends with, and contains. Then fill in the
appropriate value in the next field, and select the appropriate role from the menu. In the
example below, an LDAP server is configured to use a distinguishedname attribute, that
contains the value Faculty, which assigns the user the role of Architecture Faculty.

Authentication Rules

Role  Un-registered =

Attribute Logic Yalue Raole
+ distinguishedname contains v ou=Faculty [Guest 1=
'{" equal to - Un-registered « ];'.
'{" equal to - Un-registered ];'.
'{" equal to - Un-registered ]'
'{" equal to - Un-registered « Ty

Append Mew Auth Rule

|Create Authentication Ser\.rer|

Attributes are searched in order. You can move these attributes in any order you want or
add additional rules by selecting Append New Auth Rule. You can also remove an attribute
by using the delete icon.

. Click Create Authentication Server. A confirmation is displayed indicating that the server

was created. The server will now appear in the server list under Configuration > External
Authentication > Servers, where you can display, edit, or delete the server.
Optionally, once the external server is created, you can verify it for a successful connection.

Return to the External Authentication > Servers menu. Select the authentication server you
just created from the list, and select the Test Connection button from the top of the menu.
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You will be redirected to the Diagnostics menu which allows you to enter a username and
password to test the authentication method. See External Authentication Test Results for
more information.

Status Configuration

» Admin
Authentication
Admin Tasks
¥ Jobs
Access Points
VWLAN
Traffic Capture
AP Traffic Capture
Diagnostics
Restart
Platform Upgrade
Patch
Backup/Restore

Administration

Ping
Address

Interface

Traceroute

Address

Interface

External Authentication Test

Authentication Server

Username

Password

o
Enter the IP address or fully qualified domain name for the target host.

Interface is the source ethernet interface on the vWLAN.
@]
Enter the IP address or fully qualified domain name for the target host.

Interfsce is the source ethernet port on the vIWLAN. Results may take some time to sppear, especislly if the device cannot be reached or ICMP is blacked.
Enter valid credentials for a user on the authentication server

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A 99



Adtran Configuring Web-based (Captive Portal) Authentication

External SIP2 Web-based Library
Authentication Server

To configure a SIP2 authentication server (typically used in libraries) for user authentication:

1.

Navigate to Configuration > External Authentication > Servers. This menu lists any previously
configured SIP2 authentication servers. If you want to edit a previously created SIP2
authentication server, select the server name from the list. To create a new authentication
server, either select Create Authentication Server at the bottom of this menu, or select
Domain Authentication Server from the Create menu at the top of the GUI.

Configuration Administration
» Role Based Selectall | Deselectall = Delete | Test Connection Show / hide columns
Access Control
* Internal
Authentication ~ Name S Type % Address +  Port < Proxy Enabled % Role Accounting Server * s Precedence
No Data Available in Table
Showing 0 to 0 of 0 entries

Accounting

» Certificates
» Captive Portal
L

» Ethernet Access
» Unified Access
» System

» Logs and Alerts . R
Create Authentication Server

Select SIP2AuthServer from the Type field.

Create Authentication Server

Type [Sip2AuthServer v]

Name [Mew Auth Server |
Accounting Server
IP Address | |
port [6001 |
Typically, the port should be 6001.

SIP2 Admin Name | |

The name of & user to authenticate to the SIP2 server with.

Shared Secret/Password

Shared Secret/Password Confirmation

Timeout Weight

SIP2 Validate PIN/Password
SIP2 Specify An Empty AO Institution ID [
SIP2 CP Location Code | |

Maximum Number of Simultaneous Users Allowed [0 ]
to Authenticate at Once Blank or @ = no limit.

Precedence [ w]

Enter the name of the server and its IP address in the appropriate fields. Optionally, specify if
this authentication server will be associated with an accounting server by selecting the
account server from the Accounting Server field.

Specify the port to be used by the server. If you use a SIP2 server, the port is generally 6001.

Optionally, specify the name of the administrator user to which to bind the SIP2 server. Enter
the administrator FQDN in the SIP2 Admin Name field.
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10.

The administrator and password for the SIP2 server are optional. If no
p— administrator or password is set, then the SIP2 authentication occurs
without them. However, if an administrator is specified, a password must
also be specified for authentication to occur.

Optionally, enter the shared secret or password for the authentication server.

Specify the timeout weight for the server. This value is relative to the timeout weight of other
authentication servers. The total time allocated to authenticate is defined for the entire
VWLAN system. Each server timeout is computed as a percentage of the total weight of all
authentication servers in this domain (the platform setting of Timeout Value for Web Server
determines the total timeout that is divided based on weight).

Specify whether the user PIN or password will be validated by selecting the SIP2 Validate
PIN/Password field.

Specify whether an empty AO institution ID is specified when communicating with the server
by selecting the SIP2 Specify an empty AO Institution ID field.

Specify whether a CP location code is sent to the server, and what CP location code is sent,
by entering the code in the SIP2 CP Location Code field. Leave this field blank if you do not
want a CP location code in the login message.

. Configure the maximum number of simultaneous users allowed to authenticate and the

server precedence. Leaving the maximum number of simultaneous authentications field
blank, or entering a 0, indicates there is no limit. You can specify the precedence level of the
server as Highest, Lowest, or Fixed. If you select Fixed, you can manually order the
authentication servers in order of precedence.

Specify the authentication rules for the server and the role given to a user who does not
meet the authentication rules. Specify a role by selecting the appropriate option from the
Role field. The authentication rules specify to which role users are assigned when they are
authenticated. Manually enter the type of attribute to use in the authentication rules, for
example, attribute=PC: profile, logic=contains, value=Adult, and role=Adult.

Continue with these steps:

.

Specify the logic type used for authentication mapping (this applies to all servers). You can
select from equal to, not equal to, starts with, ends with, and contains. Then, fill in the
appropriate value in the next field, and select the appropriate role from the list. In the
example below, a SIP2 server is configured to use a PC:profile attribute, that contains the
value Adult, which assigns the user the role of Architecture Faculty.

Authentication Rules

Role  Un-registerad ~

Attribute Logic Yalue Raole
'{" PC:profile contains w Adult Guest - ]“:'.
'{" equal to - Un-registered ]“:'.
'{" equal to - Un-registered « ]“:'.
‘{" equal to - Un-registered ¥ ]"i'.
‘{" equal to - Un-registered « Ty

Append Mew Auth Rule

Create Authentication Server
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Attributes are searched in order. You can move these attributes in any order you want or
add additional rules by selecting Append New Auth Rule. You can also remove an attribute
by using the delete icon.

Click Create Authentication Server. A confirmation is displayed indicating that the server
was created. The server will now appear in the server list under Configuration > External
Authentication > Servers, where you can display, edit, delete, or test the connection to the
server.

Optionally, once the external server is created, you can verify it for a successful connection.
Return to the ExternalAuthentication > Servers menu. Select the authentication server you
just created from the list, and select the Test Connection button from the top of the menu.
You will be redirected to the Diagnostics menu which allows you to enter a username and

password to test the authentication method. See External Authentication Test Results for
more information.

Status Configuration Administration

» Admin
Authentication
Admin Tasks
¥ Jobs
Access Points
VWLAN

Traffic Capture
AP Traffic Capture

Diagnostics

Traceroute ()
address [
Ent P address or fully qualifie

Restart

Platform Upgrade
Patch External Authentication Test @
Backup/Restore Authentication Server [v]

Enter valid credentials for a user on the authentication server
Password

Configuring Local User Authentication

Local user authentication in VWLAN takes precedence over external server authentication and
can be used for web-based authentication. Each local user authentication database record
consists of the following:

User status (disabled, enabled)
User name

Role

Number of active sessions

User password

Whether and how the user expires

By default, no local users exist in the VWLAN system.

To configure local user authentication for the specified domain:

.

Navigate to Configuration > Internal Authentication > Users. This menu lists any previously
configured internal users. If you want to edit a previously created internal user, select the
user name from the list. To create a new internal user, either select Create Internal User at
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the bottom of this menu, or select Domain Internal User from the Create menu at the top of
the GUI.

Configuration Administration

al ! Show / hide columns
» Role Based Selectall Deselectall Delete

Access Control

¥ Internal

Authentication + Name Enabled * ¥ Role Printable Password * Force Password Change * Accounting Server * ¢ Created Time Creator *

No Data Available in Table

Guest Users
Devices Showing 0 to 0 of 0 entries

Plans
Guest Receipts
Hotspots

» External
Authentication

» Captive Portal
» Wireless
» Ethernet Access

il Creote Internal Users

2. Specify the user name and password in the appropriate field, and enable the user by
selecting the Enabled field. Then, specify the user role by selecting the appropriate role from
the Role field. Optionally, select an accounting server to associate with this user from the
Accounting Server field. Next, specify how many users of the same name can be logged in
simultaneously by entering a value in the appropriate field. If you specify O, there is no limit to
how many users with the same name can be logged in simultaneously. Lastly, you can
specify that the user account does not expire by selecting the Never Expire User field.

Create Internal User

Mame | |

Password

Password Confirmation

Password Expiration [
Force password change on the next login.

Enabled
Role

Accounting Server

Simultaneous User [0
Authentication 0 is unlimited.

Mever Expire User

[Create Internal User|

Back
3. Click Create Internal User. A confirmation is displayed indicating that the user was created.
The user will now appear in the internal user list under Configuration > Internal
Authentication > Users, where you can display, edit, or delete the user.

After you create users, the local user database will be used as the primary web-based
authentication method for connecting to VWLAN.
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Device Authentication

VWLAN has a local device authentication database, which takes precedence over all other
methods of authentication. Each local device authentication database record consists of the
following:

e Device name
« MAC address

 Statically assigned role

In addition, VWLAN has the ability to use wildcard MAC address authentication to place devices
in a role based on the OUI or vendor. When configuring a wildcard MAC or a MAC address range
for a device, use the wildcard character %%. For example, if you configure a Polycom phone for
MAC authentication, begin with the OUI of 00:90:7a, and place the phone into a determined role,
you can use the MAC address 00:90:7Q:%%:%%:%%. Wildcards are only allowed on exactly the last
three octets of the MAC address.

In scenarios where the same MAC address can match a wildcard MAC
E— address, and a normal MAC device, the MAC device takes precedence.

In VWLAN firmware release 2.6, the Layer 7 device fingerprinting feature was introduced. The
Layer 7 device fingerprinting feature provides status information, statistics, analytics, and
reports based on the device type, operating system, manufacturer, host name, and ownership
(corporote/business owned, or guest) of devices being used on the vVWLAN network. In addition,
device-specific connection policies can be enforced based on the device type and ownership.
This feature allows you track Apple 10S, Android, Windows, MAC OS, and other operating systems
while in use on the vVWLAN network. Layer 7 device fingerprinting is part of vVWLAN context-aware
role-based access control where vVWLAN examines user credentials, device type, device
ownership, location, and date and time to enforce a policy.

When Layer 7 device fingerprinting is configured in vVWLAN, as a device connects to the network,
its transmitted DHCP discovery packet is inspected for Option 55 which includes the device
fingerprint information, device type, operating system, and vendor. This information is sent to
the vVWLAN system which then determines the device role in the VWLAN network based on the
detected device fingerprint and the device configuration options in VWLAN. Roles can be
configured so that a matrix of rules is enforced based on the detected device information,
allowing network administrators to control network access, bandwidth usage, and other
network resources based on a device reported information.

Layer 7 device fingerprinting support is available on vVWLAN systems running
= | firmware release 2.6 or later and BSAP models using firmware 7.0.0.

Layer 7 device fingerprinting takes place only if the connecting device
supports it by providing DHCP Option 55 information.

This feature allows you to specify the type of device when adding it to the vVWLAN system.
Detected device information includes the device type, operating system, and vendor
information. When the new device is added, you can specify whether the device typeis a
corporate device, or another type of device (other). This feature allows VWLAN to detect the
device type when it connects to the vVWLAN network, and automatically associates the device
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with a user role (configured in Configuration > Roles). In addition, you can add devices to VWLAN
using a bulk import method. Details for Layer 7 device fingerprinting configuration are included
in Configuring Domain Roles.

With the included support of Layer 7 device fingerprinting, BSAPs automatically
—— | detectdevicesthat do not authenticate correctly (retain their NAC IP address),
= 4 and quickly deauthorize them so they will automatically reconnect to vVWLAN
for authentication. This process is known as selective deauthentication

To configure a device for use in device authentication:

.

Navigate to Configuration > Internal Authentication > Devices. This menu lists any previously
configured devices. If you want to edit a previously created device, select the device name

from the list. To create a new device, either select Create Device at the bottom of this menu,
or select Domain Device from the Create menu at the top of the GUL

Configuration Administration

» Role Based Selectall | Deselectall = Delete T

Access Control Search: I:l

¥ Internal

Authentication +  Name ¢ Address
Users No Data Available in Table

¢  Role < Enable MAC Authentication Accounting Server * < Corporate-owned

Guest Users
Showing 0 to 0 of 0 entries

Plans
Guest Receipts
Hotspots
» External
Authentication
» Captive Portal
> Wireless

» Ethernet Access . N
Create Device | Bulk Import Devices

» Unified Access

In the Create Device menu, enter the device name and the MAC address of the device in the
appropriate fields. Select the Enable MAC Authentication field to enable MAC authentication
for the device (this option is enabled by default). Specify the device assigned role using the
Role field. Optionally, associate the device with an accounting server by selecting an
accounting server from the Accounting server field. Optionally, specify whether the device is
a corporate-owned device by selecting the Corporate-Owned field or specify the device is
owned by someone else by leaving the field deselected). By default, the device is not
configured as a corporate-owned entity. You can specify the role associated with the
device in this menu, but if there is a role specified for the detected device type (see
Configuring Domain Roles), that role will take precedence.

Create Device

MName

MAC Address

Enable MAC Authentication

Select to authenticate device to the network using its MAC sddress

role
Accounting server [w]
Corporate Qwned [

Back

Click Create Device. A confirmation is displayed indicating that the device was created. The
device will now appear in the device list under Configuration > Internal Authentication >
Devices, where you can display, edit, or delete the device.
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The device will now be authenticated using device authentication.

In VWLAN, 802.1X authentication can override device authentication. So, if
= | YOu match device authentication, and then complete 802.1X
authentication, your role is determined by RADIUS 1X and not the MAC
device.

Bulk Import of Devices

In addition to adding devices to VWLAN one at a time, you can optionally choose to import

several devices at one time using the bulk import option. This option imports a CSV file that
should include the device name, MAC address, assigned role, and associated accounting

server (optional). For example, the CSV file should look like this:

finenamel9, 00:0c:22:55:b0:13,5,2
finename20, 00:0c:22:55:b0: 14,5

finename2l, 00:0c:22:55:b0:15,5,2
finename22, 00:0c:22:55:b0: 16,5, 2
finename23, 00:0c:22:55:b0:17,5,2
finename24, 00:0c:22:55:b0: 18,5, 2

Toimport a CSV file of devices:

.

3.

Navigate to Configuration > Internal Authentication > Devices. Select Bulk Import Devices at
the bottom of this menu.

Configuration Administration

» Role Based selectall Show / hide columns

o nternal ] I
¥ Internal :

Name < Address ¥  Role < Enable MAC Authentication Accounting Server * < Corporate-owned

Mo Data Available in Table
Showing 0 to 0 of 0 entries

Guest Receipts
Hotspots
» External
Authentication
> Captive Portal
> Wireless

» Ethernet Access . N
. Create Device | Bulk Import Devices
» Unified Access

In the Bulk Import Devices menu, use the Choose File button to locate the CSV file that
contains the device information for the devices you are adding to VWLAN. Next, specify
whether the devices are corporate-owned or not by selecting the Corporate-Owned field.

Bulk Import Devices

Select Input File | Choose File | Wo file chosen

Select texty/plain/csv files with a limit of 2000 lines.
Corporate-Cwned [

Import C5V file

Back

Click Import CSV file to import the file.

The imported devices will now appear in the device list under Configuration > Internal
Authentication > Devices.
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Configuring Domain Accounting

You can use RADIUS accounting to notify external systems about user usage of the VWLAN
system. When a client is authenticated and joins the VWLAN system, a start request is sent to the
accounting server. After a timeout period, when the client leaves the VWLAN system, a stop
request is sent to the accounting server. Interim records can also be sent in periodic intervals,
so that the external system can track vVWLAN users at intervals. This helps in tracking users that
stay logged into the system for extended periods of time. To use accounting servers with VWLAN,
you must configure the accounting server and then associate the server with one of the
methods of authentication: RADIUS 802.1X, RADIUS web, LDAP, or SIP2 authentication servers, or
local or MAC authentication. You can also use accounting for a client that is assigned a default
role using an SSID or unified access group by selecting the server in the SSID or unified access
group configuration.

When you configure a RADIUS accounting server to use with VWLAN, note that the standard
RADIUS accounting attributes apply, as well a vendor-specific attribute under the vendor code
(9967).

To configure a RADIUS accounting server in VWLAN:

1. Navigate to Configuration > External Authentication > Accounting. This menu lists any
previously configured accounting servers. If you want to edit a previously created
accounting server, select the server name from the list. To create a new accounting server,
either select Create Accounting Server at the bottom of this menu, or select Domain
Accounting Server from the Create menu at the top of the GUL.

Configuration Administration

» Role Based Selectall Show | hide columns

Access Control
Serchi [ ]

» Intemnal
Authentication “ Name ¢ Enabled - IP Address < Port ¢ Timeout ¢ Retries < Interim Enabled - Interim Interval

¥ External No Data Available in Table

Authentication
e Showing 0 to 0 of 0 entries
Accounting
» Certificates

» Captive Portal

» Wireless

» Ethernet Access

* Unified Access

» System

» Logs and Alerts .
Create Accounting Server
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2. Enter the name of the server, the server IP address, and the port used by the server (1813 by
default) in the appropriate fields. Enable the server by selecting the Enabled field.

P ——

Create Accounting Server

Name | |
Enabled

IP Address |

Port 1813

Shared Secret |

Shared Secret Confirmation |

Timeout |5

Retries |5

Interim Updates Enabled )

Interim Update Interval In Seconds |300 |

| Create Accounting Server

Back
]

3. Enter the shared secret for the accounting server, and the shared secret confirmation, in the
appropriate fields.

4. Specify the server timeout value (in seconds), and the number of times VWLAN will attempt
to reconnect to the server in the appropriate fields. By default, the timeout value is setto 5
seconds, and the number of retries is set to 5.

5. Enable interim reporting updates by selecting the Interim Updates Enabled field. Additionally,
specify the interim update interval (in seconds) by entering a value in the appropriate field.
By default, the interim update interval is set to 300 seconds.

6. Click Create Accounting Server to create the server. A confirmation is displayed indicating
that the server was created. The server will now appear in the accounting server list under
Configuration > External Authentication > Accounting, where you can display, edit, or delete
the server.

After you created the accounting server, you can associate the server with an

authentication method, SSID, or AP. See Configuring Web-based (Captive Portal)
Authentication, Configuring an SSID, or Configuring AP Templates for information.
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Configuring Domain Settings

In addition to configuring the authentication method used by the vVWLAN domain, you can also
specify certain actions based on whether users or devices are authenticated or not. These
actions include automatic redirection (post-login redirect), the default URL that is displayed to
authenticating users (post login redirect URL), the maximum number of authentication logs to
store, the redirect behavior for HTTPS traffic of un-registered clients, and the timeout values for
internal status updates, inactive connection drops (idle timeouts), and AP control channel
timeouts. To alter these settings:

1. Navigate to Configuration > System > Settings. Select the Domain tab. All settings listed in the
menu are included in the VWLAN by default. You cannot create new settings or delete the
existing settings for the domain here, but you can edit them. To edit an authentication
setting, select the setting name label from the list.

Configuration Administration

* Role Based

Access Control Show ! hide columns)
» Internal S N

Authentication earch:

» External = Name Value * s Hint

Authentication
AP to look up the vWLAN 1 1 E 1 .
» Captive Portal name using a DNS PTR record? Disabled This must be enabled if redirect to hostname is enabled.

> Wireless Time in seconds before APs reboot if control channel is confirmed to be lost to the vWLAN (defaults to 24 hours - meaning,

» Ethernet Access AP Control Channel Timeout 14400 APs would reboot 24 hours after confirming that the control channel has been lost). Minimum allowed value is 300
» Unified Access seconds.
v g
SN me 10 An aggressive lease time brings clients on faster after authentication, but may not be compatible with all handheld devices.
Network Clients
Interfaces Display Setup Wizard Disabled Enables setup wizard.
Careln Flush Client Scan Data interval 7 Range accepted from 0-30(In days), 0 means no data will be fushed cut
Settings . - 1f enabled, users will be redirected to the Post Login Redirect URL after web based authentication instead of their original
- Post Login Redirect Disabled P
Branding destinaticn.
Sfurage ?ett.lr.lgs Post Login Redirect URL http: //wwnw.adtran.com Th_e‘Post Login R_edlrect URL is the URL that the user will be redirected to after web based authentication instead of their
High Availability Fost Login Redirect URL original destination.
Mosaic Mission Redirect HTTPS traffic for . . )
el Unregistered dients Disabled Redirects HTTPS to the captive portal.
> Pa— a
Logs and Alerts .Tirne in minutes b.et.ween updating s Updates dient stats.
internal status (minimum 5)
hefore inartive -

Time in sarnnd
Showing 1 to 10 of 10 entries

2. Configure the aggressive DHCP lease time setting. Use this setting to reconnect clients
quickly after authentication. By default, aggressive DHCP lease time for unregistered clients
is disabled. When enabled, it speeds up web authentication, although it might not be
compatible with all hand-held devices. To enable this setting, select DHCP Lease Time for
Un-registered Clients from the list and select Enabled from the list. Click Update Domain
Setting to apply the change.

Edit Domain Setting

DHCP Lease Setting | Default w
A

n aggressive lease time brings dlients on faster after authentication, but may not be compatible with all handheld devices.,

[ Update Domain Setting

Show | Back

3. Allow the AP to look up the VWLAN name using a DNS pointer record (PTR) record. By default,
an AP looks up the VWLAN name using a DNS PTR when redirecting clients to a host name for
authentication. You must enable this setting when redirection to a host name is enabled. To
disable this setting, select Allow the AP to look up the VWLAN name using a DNS PTR record
from the list and select Disabled from the list. Click Update Domain Setting to apply the
change.
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Edit Domain Setting

Allow The AP To Look Up The VWLAN Name Using A .
DNS PTR Record? LD=aied v

his must be enabled if redirect to hostname is ena

| Update Domain Setting |

Show | Back

4. Set the AP control channel timeout, which is the time in seconds, before an AP reboots if the
control channel is lost. By default, this value is set to 14,400 seconds, indicating the AP
reboots four hours after confirming that the control channel is lost. To change this value,
select AP Control Channel Timeout from the list, and enter a new value in the AP Control
Channel Timeout field. The maximum value is 4294967295 seconds. Click Update Domain

Setting to apply the change.

Edit Domain Setting

AP Control Channel Timeout [14400

ts to 24 hours - meaning, APs would reboot 24 hours after

Update Domain Setting

If you have a standby SSID configured, you cannot make this value non-
—— | zero.Standby SSIDs and this feature are not compatible. If you want to use
this field, you must delete all standby SSIDs.

5. Configure post-login redirect feature. The automatic redirect of users (post-login redirect) is
disabled by default. To enable it, select Post Login Redirect from the list, and then select
Enabled. If automatic redirect is enabled, upon successful captive portal authentication,
users are redirected to the Post Login Redirect URL, rather than their original destination. For
example, you can redirect users to www.adtran.com rather than their home page after
successful authentication. Click Update Domain setting to apply the change.

Edit Domain Setting

Post Login Redirect |Disabled »

IF anshled. yzare will he radiractad #a e Back [ aoin Badiract Q] affer weh s § uithanfiestion i +
If enabled, users will be redirected to the Post Login Redirect URL after web based authentication instead

Update Domain Setting

Show | Back

6. Setthe postlogin redirect URL. The default URL for redirected users is their original URL if post-
login redirect is not enabled. If post-login redirect is enabled, then the user is instead sent to
the post login redirect URL http://www.adtran.com by default. To change this URL, select Post
Login Redirect URL from the list and enter the new URL in the field. This new value becomes
the URL to which users are redirected upon successful authentication when automatic
redirect is enabled. Click Update Domain setting to apply the change.

Edit Domain Setting

Post Login Redirect URL |http:a'.'\r.'ww.adtran.com

The Post Login Redirect URL is the URL that the user will be redirected to after web based suthentication instead of their original destination.
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7. Redirect HTTPS traffic for unregistered clients. By default, HTTPS traffic from un-registered
clients is not redirected. For example, a user with the home page set to a secure HTTPS
banking page will not be redirected when this feature is disabled. To enable the redirection
of HTTPS traffic for un-registered users, select Redirect HTTPS traffic for Unregistered clients
from the list, and select Enabled from the field. Enabling this feature redirects HTTPS traffic to
the captive portal. Click Update Domain setting to apply the change.

Edit Domain Setting

Redirect HTTPS Traffic For Unregistered Clients | Disabled

Fadiracts HT TS5
Bdneds Tl FFs Lo

Fo Hhe canfive noortsl
Lofidvic LAV Lol

e

| Update Domain Setting

Show | Back

8. Setthetime between internal status updates. By default, this time is set to 5 minutes. This
time interval is how quickly bandwidth updates are sent to the GUI or reports. To change this
setting, select Time in minutes between updating internal status (minimum 5) from the list,
and enter a new value in the field. Updating this value changes the time (in minutes)
between internal status updates, which updates the bandwidth reading. Click Update

Domain setting to apply the change.

Edit Domain Setting

Time In Minutes Between Updating Internal Status |
(minimum 5)

Updares cient sials

[ Update Domain Setting |

We recommend that you do not change this setting as the dashboard
— | datawill be impacted.

By default, the time before an inactive connection, or idle timeout (defined as having no
wireless association to any AP), is dropped is 600 seconds. This timeout counter begins after
a clientis no longer associated with an AP. To edit this setting, select Time in seconds before
inactive connections are dropped from the list, and enter a new value in the field. The default
value is 10 minutes, and you cannot set a value less than 1second. If set to 1second, any
disconnected users are immediately dropped. This is useful when logging out unified access
users during a reboot of the computer.

Updating this value causes dropping of inactive connections when the time limit is reached.

Click Update Domain setting to apply the change.
Edit Domain Setting

Time In Seconds Before Inactive Connections Are |E~00
Dropped

nachowve connecoons wWill be arg

[ Update Domain Setting |

Show | Back
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Configuring Domain Users

Domain users are those users that connect to the specific domain to access the VWLAN. User
configuration at the domain level entails mapping these users to specific roles, such as guest,
or another configured user role (see Configuring Domain Roles for user role information).
Mapping users to a role is basically defining the role of this user. The procedure for mapping
users to roles is the same as configuring a user (see Configuring Local User Authentication). You
can either create new users and assign a role to them, or you can edit the roles of existing users.

— 1 Anyedits made to the role currently assigned to the user are not applied until
=1 the nexttime the user logsin.

To map users to a domain role:

1. Navigate to Configuration > Internal Authentication > Users. This menu lists any previously
configured users. If you want to edit a previously created internal user (in order to map them
to a specific role), select the user name from the list. To create a new internal user, either
select Create Internal User at the bottom of this menu, or select Domain Internal User from
the Create menu at the top of the GUI.

Configuration Administration

Selectall Deselecta Delete Show / hide columns

» Role Based

Access Control —

¥ Internal = - . I:l
Authentication + Name Enabled * ¥ Role Printable Password * Force Password Change * Accounting Server * ¢ Created Time Creator *

No Data Available in Table
Guest Users
Devices Showing 0 to 0 of 0 entries
Plans
Guest Receipts
Hotspots
» External
Authentication
» Captive Portal
» Wireless
» Ethernet Access

» Unified Access Create Internal Users
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2. Inthe Create Internal User menu, enter the user name and password in the appropriate
fields. Select the Password Expiration field to force the user to change the password on the
next login. Enable the user by selecting the Enabled field. Specify the user role by selecting
the appropriate role from the Role field. Role selection depends on which roles you
previously created (see Configuring Domain Roles). Optionally, associate an accounting
server with this user using the Accounting Server field. Specify how many users can
authenticate simultaneously by entering a value in the appropriate field. If you specify O,
there is no limit to how many users can authenticate simultaneously. Specify whether the
user account will expire by selecting the Never Expire User check box.
| 4

Create Internal User

Mame

Password

Password Confirmation

I

I

|
Password Expiration [

Enabled
Role
Accounting Server [ ]

Simultaneous User [0
Authentication 0 is unlimited.

Never Expire User

[Create Internal User]

Back

3. Click Create Internal User. A confirmation is displayed indicating that the user was created.
The user will now appear in the internal user list under Configuration > Internal
Authentication > Users, where you can display, edit, or delete the user.
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Configuring Domain Branding

In VWLAN release 2.9, the option to brand the domain was added. This feature allows you to add
logos or change the colors of the domain menus, tables, or widgets. The default domain

branding settings are configured using the VWLAN platform branding settings. See Configuring
VWLAN Platform Branding.

To access the domain branding, and change the default domain branding settings, follow
these steps:

1. Navigate to Configuration > System > Branding, and then select the Domain tab.

Configuration Administration

G [_Domain | -Platiorm ]

Access Control Edit Domain Branding
» Internal

Authentication Choose File | No file chosen
» External Logo Supported formats are jpg, png, jpeg. Please refresh using CTRL+F5 to reflect latest Logo.
Authentication Supported Dimensions are 265 pixels{width) by 60 pixels{height).

» Captive Portal Menu/Selected Tab Color 3080ac |

» Wireless Table Header Color |¢7eno |

» Ethernet Access )
. Choose File | Mo file chosen
» Unified Access Downloaded/Emailed Reports Logo

Supported format is png only.

e Default Widget Color 30802c [
Network
Interfaces
—— [ Update Branding | | Reset to Defaults |

Settings
Branding

Storage Settings
High Availability

Maosaic Mission
Control

» Logs and Alerts

2. Inthe Edit Domain Branding menu, add any logos to the domain by uploading a logo file.
Supported file formats are jpg, ong, or jpeg. Domain logo file sizes are 265 pixels (width) by
60 pixels (height). You can preview domain logos by pressing CTRL+F5.

3. Specify the colors for domain menus, tables, and widgets by selecting the appropriate
colors in the menu, table, or widget fields.

4. Optionally specify the branding a logo for downloaded or emailed reports by uploading
your own logo from a file. Supported file formats are jpg, .png, or .jpeg.

5. Click Update Branding at the bottom of the menu to apply the changes. You can also reset
branding to the default settings if necessary by selecting Reset to Defaults.
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Domain Configuration Backup

We recommend to back up the domain configuration periodically, in order to restore the
system when an outage or some other unforeseen event occur. The platform administrators
with read and write permissions can only back up the domains (see Specifying the
Administrator Role).

To backup the domain configuration:

1. Navigate to Administration > Backup/Restore.

Configuration Administration

Back Up all Domains

* Admin
Authentication Back Up One Domain

Admin Tasks Restore Entire vWLAN
* lobs

Traffic Capture

ey

-

oo O O 0

Restore Domain

AP Traffic Capture Show Tech ¢
Diagnostics Database Initialization 1
Restart Run

Platform Upgrade
Patch

Backup/Restore

2. Select the domain or domains that you want to backup by selecting the field next to the
appropriate option. You can also choose to restore the domain or the entire VWLAN, save
technical information about VWLAN, or initialize the vVWLAN database. After making your
selection, click Run to begin the backup or restore process.
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Configuring VWLAN APs

VWLAN AP configuration is necessary so that the APs can communicate properly with the vVWLAN
instance, and so that any users or devices that communicate with the APs are monitored and
authenticated properly. AP configuration includes editing AP firmware, associating APs to a domain,
connecting the AP to the cloud network using AP discovery, licensing the AP, configuring AP templates,
and performing AP asset management. In addition, instructions are included in this chapter to display
APs, managing AP configuration states, and resetting AP configuration. This chapter includes these
sections:

EAitinG AP FIMMNWOAIrE ... 116
Associating APS With @ DOMQIN ... 121
Using AP Discovery to Connect APStO VWLAN ... . 122
LICONSING APS o 141
Configuring AP TEMIPIOTES ... 142
Configuring Additional AP Settings ... 194
VBWING AP 197
VIEWING AP STOtES ... 199
Resetting and RebOOtiNg APS ... ... 200
ConfIigUING AP JODS ... 201

Editing AP Firmware

Upon first connecting the vVWLAN, APs will upgrade their firmware to ensure they have the latest
version. You can upload new firmware directly to the VWLAN using locally stored firmware, or you can
choose to upgrade using firmware stored on an external server. When new firmware is uploaded to
the VWLAN, you can apply it to the APs on specific domains by applying the firmware change to the
default AP template or to a specific AP template. The administrator still must choose to apply the
upgrade to the AP after the firmware upgrade is complete by either using an Admin Task or rebooting
the AP (see Performing System Maintenance).

Instructions to upload both cloud-based and locally stored firmware are described in these sections:

Uploading Locally Stored FIrmWQAre ... 17
Uploading Firmware Stored ON G SEIVET ... n8
TroublesShOOtING AP FIMMNWQINE ... n9
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AP Connects to System But Does Not Have Correct Firmware .......................................... 120
AP is Running and Firmware isUpgraded ... 120
AP Firmware Matches the Alternative Partition Firmware ... 120
Interruptions DUNNG UPGIade ... 120
Simultaneous Firmware Upgrades ... 121
Newer AP FIrMWOre ... ... 121

Uploading Locally Stored Firmware

To upload or edit locally stored AP firmware manually:

.

Navigate to Configuration > Wireless > AP Firmware. To upload firmware for a domain, select
the Domain tab. To upload firmware for the VWLAN platform, select the Platform tab. This
menu lists any previously configured APs. If you want to edit a previously configured AP,
select the AP from the list. To upload new AP firmware, either click Create AP Firmware at the
bottom of this menu or select Domain AP Firmware from the Create menu at the top of the

Configuration Administration

» Role Based m
Access Control Selectall | Deselectall | Delete Show / hide columns
ruthenico serch:[ ]
Authentication earcn:
» External S Release v AP Model
Authentication 4.2.3-681418 3040
EgCaptivelportal 4.2.3-R-681418 6120
¥ Wireless 4.2.3-R-681418 6040

SSIDs o

AP Templates 4.2.3-R-681418 6020

Access Points 4.2.3-681418 2030

AP Licenses 4.2.1-R-678053 6040

AP Firmware 4.2.1-678053 3040

fr— 4.2.1-678053 1920

Firmware 4.2.1-R-678053 6120

Servers

) 4.2.1-678053 2020

DynamicRF

Profiles 4.2.1-678053 2030

Tunnel Profiles 4.2.1-678053 1930
» Ethernet Access 4.2.1-R-678053 6020
* Unified Access 4.5.0-684879 2030
» System

4.5.0-684879 3040
» Logs and Alerts U

2 and 1840 Access Points.

Create AP Firmware
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2.

Select the new firmware file from the location in which you stored the downloaded firmware
by selecting Choose File. Then, select the domains to which you want to apply the new AP
firmware by using the + (plus) sign. If you upload to the domain view, the AP firmware will
automatically be available in the domain. Choose the template to which you want to apply
the firmware change or select Keep the current AP template configuration.

| 4
Create AP Firmware
Firmware | Choose File | No file chosen
Domains 0 items selected Remove all Add all
+ default
Note: The firmware will not be added to or removed from domains with an * because you do not have the necessary permissions.

[Keep the current AP template configuration i
Create AP Firmware

Back

Select Create AP Firmware or Update AP Firmware to apply the changes. A confirmation is
displayed indicating that the AP firmware was successfully created or updated.

Apply the new or updated firmware to the AP by applying the firmware to an AP template
(see Configuring AP Templates) or rebooting the AP (see Resetting and Rebooting APS).

Uploading Firmware Stored on a Server

To upload or edit AP firmware stored on a server, you must first upload the firmware to VWLAN
(as described in Uploading Locally Stored Firmware) and to the remote server. After you upload
the firmware to VWLAN, complete these steps:

.

Navigate to Configuration > Wireless > External Firmware Servers. If you want to edit
previously uploaded firmware, select server from the list that you want to update with new
firmware. To add a new firmware server, select Create External Firmware Server from this
menu or Domain External Firmware Server from the Create menu at the top of the GUL

Configuration Administration

» Role Based Select all | Deselectall Delete Show / hide columns.

Access Control

e R ——
nternal

Authentication - Name - Server Address & Port

» External No Data Available in Table

Authentication

MLl Showing O to O of 0 entries

¥ Wireless

S5IDs

AP Templates

Access Points

AP Licenses

AP Firmware

External Firmware

Servers

DynamicRF Create External Firmware Server
Profiles
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2. Inthe Create External Firmware Server menu, enter the server name and IP address in the
appropriate fields.

Create External Firmware Server

All AP Models

Name | |

Server Address

Secure Copy Protocol (SCP)

Server Port | |

Server Port will be set to 22 if left blank. The firewall should be configured to allow SCP traffic

SCP Username
SCP Password

SCP Password Confirmation

Firmware File Path

Create External Firmware Server

Back

3. Enter the SCP server port, user name, password, and password confirmation in the
appropriate fields. By default, the external server will use port 22 for communication. In
addition, enter the file path used to locate the firmware on the server in the Firmware File
Path field. If no path is specified, the home directory is used.

4. Click Create External Firmware Server or Update External Firmware Server to apply the
changes. A confirmation is displayed indicating that the firmware server was successfully
created, and the server will now appear in the firmware server list under Configuration >
Wireless > External Firmware Servers.

5. Apply the new firmware to an AP using an AP template (see Configuring AP Templates) or by
rebooting the AP (see Resetting and Rebooting APSs).

Troubleshooting AP Firmware

In a typical firmware upload, vVWLAN first determines the hardware type to which the firmware
pertains, it finds the appropriate secure key to read the header and other information stored
with the firmware, and it composes a file name with the proper format to apply to an AP. VWLAN
throttles the number of simultaneous firmware downloads, so it will assume a download slot is
available. Otherwise, the AP is held until an open download slot is free. If an AP does not function
properly, verify that the AP has the correct firmware. These cases outline VWLAN and AP behavior
when dealing with firmware:

AP Connects to System But Does Not Have CorrectFirmware ... 120
AP is Running and Firmware is Upgraded ....................ccooiiiii 120
AP Firmware Matches the Alternative Partition Firmware ... 120
Interruptions DUNNG UPGIOAE ... .. 120
Simultaneous Firmware Upgrades ... 121
NEeWer AP FITMWOIN® ... ... 121
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AP Connects to System But Does Not Have Correct
Firmware

If an AP connects to the VWLAN system, but does not have the correct firmware, the AP state will
transition from down or unknown (in the domain, but booting) to an upgrading state. VWLAN will
automatically download the proper firmware, upgrade the AP, and reboot the AP. In this case,
the AP will not have the configured radios, service clients, and so on.

AP is Running and Firmware is Upgraded

When an AP is running, and a firmware upgrade has begun, the AP moves into an upgrading
state. For 6000 Series APs, this means the AP will upgrade the firmware, reboot as necessary,
and return to an up state when ready for service. For legacy APs, this means that even while the
AP is downloading new firmware, the AP radios remain functional and allow clients to access
the network. The legacy APs will enter a pending upgrade state, which indicates the AP has
successfully received the new firmware image. The administrator must then complete the
upgrade manually on the AP selecting Admin Tasks. This allows the AP to upgrade while
continuing to service clients. All other commmands to the AP are blocked until the administrator
completes the firmware upgrade.

AP Firmware Matches the Alternative Partition Firmware

If an AP connects to vVWLAN for the first time or the firmware is changed while the AP is running,
no download takes place if the firmware supplied matches the alternative partition firmware.

Interruptions During Upgrade

If any interruptions occur during a firmware upgrade, the AP might be affected. For 6000 Series
APs, the system will reboot the AP, or the administrator must rebboot the AP. For legacy APs,
however, each type of interruption is handled differently. Legacy AP firmware download
interruptions are discussed below.

If the firmware download fails due to a firewall blocking SCP traffic, you will see an error
message that the firmware cannot be downloaded. In this case, the AP continues to function
and waits for the administrator to reissue the upgrade after resolving the issue.

If the firmware is invalid, you will see a message indicating the firmware is invalid. In this case,
the AP continues to function and waits for the administrator to reissue the upgrade after
resolving the issue.

If the control channel is lost during the firmware download and no failover exists, then vVIWWLAN
moves the AP from the upgrading to the down state and frees the download slot. When the
control channel is restored, the AP begins the download again and is automatically upgraded.

If the control channel is lost during the firmware download and a failover exists, then VWLAN
moves the AP from the upgrading to the down state and frees the download slot. When the
control channel is restored, if the VWLAN platforms are in sync, then the AP begins the download
again and is automatically upgraded. If the VWLAN platforms are not in sync, then no changes
are made until the units are synced again.
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If the AP crashes or loses power during a firmware download, VWLAN moves the AP from the
upgrading to the down state and frees the download slot. When the AP is powered again, and
connects to the control channel, the AP begins the download again and is automatically
upgraded.

Simultaneous Firmware Upgrades

Due to overhead, VWLAN prevents more than a specific number of APs from downloading
firmware images at the same time. To accommodate for this, VWLAN counts the number of APs
that are upgrading, and does not send an upgrade command to additional APs until the first
APs are finished downloading the firmware.

Newer AP Firmware

If the uploaded AP firmware is new, it is possible that the encryption has changed. In this case,
VWLAN might require a patch to support the new firmware. If the patch is not installed, then the
firmware is treated as invalid until the proper patch is uploaded. See Performing System
Maintenance for information about installing patches.

Associating APs with a Domain

If you are an administrator with domain permission only, APs are not displayed
— | under the Status or Wireless > AP Licenses menus until you upload an AP
—— | license.licensing the AP assigns it to your domain. Administrators with
platform permissions can see the APs displayed in the Wireless > AP Licenses
menu, and can license and assign APs to a domain.

After APs are discovered, you must associate them with a domain. To associate an AP with a
domain:

1. Navigate to Configuration > Wireless > AP Licenses. Select the Platform tab. This menu lists
any previously configured APs. To associate one of these APs to a specific domain, select the
APs you want to associate with a domain by selecting the AP name from the list (the
selected APs will be highlighted in blue), and then selecting the appropriate domain from
the Move AP(s) to domain field.

Configuration Administration

* Role Based -
Access Control Select all Show / hide columns
» Intemal search:
Authentication earch:[ ]
» External + Serial Number & MAC Address < IP Address < Domain Firmware * Country * VWLAN License * Unified Access License * < Status
Authentication 20301416051557 00:19:92:4b:fd:00 10.49.191.21 default 4.5.0-684879 United States  Lifetime Lifetime UpToDate
Ld i . - .
- v(‘a}ph\;eﬁl’nrtal 30404716050294 00:19:92:4f:3e:20 10.49.191.24 default 4.5.0-684879 United States  Lifetime Lifetime UpToDate
ireless
SSIDs 30404716050302 00:19:92:4f:3f:20 10.49.199.2 None 4.5.0-684879 None None Down
AP Templates 60200823050009 00:19:92:2d:84:¢0 10.49.191.19 default 4.5.0-R-684879 United States  Lifetime Lifetime UpToDate
Access Points 60201723051343 00:19:92:2f:81:20 10.49.192.187 default 4.5.0-R-68487¢ United States Lifetime Lifetime UpToDate
AP Licenses 60400723051011 00:19:92:2d:05:80 10.49.192.183 default 4.5.0-R-684879 United States  Lifetime Lifetime UpToDate
AP Firmware 60400723051013 00:19:92:2d:05:¢0 10.49.191.18 default 4.5.0-R-684879 United States Lifetime Lifetime UpToDate
External 61204922050131 00:19:92:2a:d6:e0 10.49.191.20 default 4.5.0-R-684879 United States Lifetime Lifetime UpToDate
Firmware
FERED Showing 1 to 8 of 8 entries
DynamicRF

Profiles
Move AP(s) to domain v

Tunnel Profiles

» Ethernet Access
» Unified Access

» System

» Logs and Alerts

Upload AP Licenses
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== | APSs must have a valid country and a vVWLAN license to be moved to a
——1] domain.

2. Atthe prompt, select OK to change the domain of the APs. A success message is displayed
when the APs was moved to the specified domain.

This method for changing AP domains is suited for the movement of APs on a large scale.

If you want to change only one AP domain, you can use the preceding method, or alternatively,
you can use this method:

1. Navigate to Configuration > Wireless > AP Licenses, select the Platform tab, and then select
the AP from the list for which you want to change the domain.

2. Select the appropriate domain from the Domain field, and select Update AP License.

Edit AP License

Serial Number 20301416051557
Domain
Country United States
vWLAN License Lifetime
Unified Access License Yes

[Update AP Licensel

Delete | Back
3. A confirmation message displays indicating the change was applied to the AP.

Either method you choose will update the APs and their domains. If you upload the license at
the Domain tab instead, the licensed APs are automatically moved into the proper domain.

Using AP Discovery to Connect APs to
VWLAN

The APs used in VWLAN use a process called AP discovery to automatically connect to the
VWLAN network. When APs are installed, you must specify a few items in your network to
facilitate the AP discovery process. You must allow certain protocols to pass between the AP
and VWLAN for successful AP discovery and authentication. You can find the complete list of
protocols that must be allowed in System Requirements. Keep these requirements in mind
when configuring your firewall and any access control lists (ACLs).

This sections contains these topics:

AP DISCOVEIY PrOCESS ... 123
SystemRequiremMents ... 123
Configuring AP Discovery Method ... 126
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VerifyiNng BSAP DISCOVEOIY ... e 138
TroubleshOOtING AP DISCOVEIY ... e 138

AP Discovery Process

The cloud-based approach of the Adtran Bluesocket VWLAN distributed architecture allows
VWLAN components, primary and secondary VWLANs and Bluesocket APs to be deployed
anywhere. This type of flexibility supports several different deployment scenarios:

» Primary and secondary VWLAN systems deployed centrally at corporate headquarters or
data centers in a private-cloud network

» Secondary VWLAN systems deployed at remote disaster recovery sites or data centers
» Both VWLAN systems deployed in a hosted public-cloud model

» The primary system deployed at a corporate headquarters while the secondary system is
deployed in a hosted model

» A mixture of deployments

You can deploy BSAPs locally to the VWLAN system or at remote sites, or behind network address
translation (NAT) devices such as routers or firewalls.

Whatever deployment scenario is used, the you must configure BSAPs with a method to
discover the primary and secondary VWLAN. AP discovery is based on an algorithm that
attempts various discovery methods in a specific order. Discovery methods, in order of
precedence, include: statically configuring the BSAP using the CLI, configuring Dynamic Host
Control Protocol (DHCP) Option 43 in your organization DHCP server, your organization domain
naming system (DNS) server, or caching a previously discovered VWLAN system. If one
discovery method fails, then the next method is attempted (unless the BSAP is statically
configured).

This section describes the AP discovery methods, ports and protocols, and sample AP discovery
configurations for AOS DHCP servers, Microsoft Windows Server 2008 R2 Enterprise DHCP and
DNS servers, Internet Systems Consortium (ISC) DHCP servers, and Cisco Internetwork Operating
System (I0S) DHCP servers.

System Requirements

This section describes AP discovery configurations for vVWLAN virtual appliances (VMware) and
BSAPs running VWLAN software versions 2.2.1 and later.

Before configuring AP discovery, ensure you have basic understanding of the following:
» Adtran Bluesocket VWLAN and BSAPs

« AOS (if applicable)

« Microsoft Windows Server 2008 R2 Enterprise DHCP and DNS servers (if applicable)

« ISC DHCP servers (if applicable)
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« Cisco I0S DHCP servers (if applicable)
« DHCP

Components Used in AP Discovery Configurations

The information in this section was created in a specific lab environment. All of the devices used
had a default configuration. The configurations presented in this section were tested and found
to function as expected. These components were used in testing:

« Virtual appliance (VMware) running VWLAN software 2.2.1 and later
* BSAPs

* AOS DHCP server

* Microsoft Windows Server 2008 R2 Enterprise DHCP and DNS server
* |ISC DHCP server

» CiscoIOS DHCP server

If your network is active, make sure you understand the potential impact of any

command issued on these devices. If you experience difficulty configuring the
— Microsoft Windows Server R2 Enterprise DHCP and DNS server, ISC DHCP server,
or Cisco IOS DHCP server, contact Microsoft, ISC, or Cisco respectively for
assistance. Microsoft Server R2 Enterprise, ISC DHCP servers, or Cisco I0S are
not supported.

Required Ports and Protocols

These ports and protocols are required to be open as necessary between the VWLAN and BSAPs,
between primary and secondary VWLAN systems when using high availability, between the
VWLAN and authentication servers when using various methods of authentication, between
BSAPs when using Layer 3 mobility (tunneling), and between BSAPs and authentication when
using external Remote Authentication Dial-In User Service (RADIUS) 802.1x authentication. Ensure
that any firewalls or access control lists (ACLs) allow the ports and protocols outlined in Table 3
as applicable.

The ports and protocols described in Table 3 are a comprehensive list of ports
=== 1 and protocols that must be open as necessary. These ports and protocols are
not limited to AP discovery.7

Table 3: Required Ports and Protocols

Port Type and Number Port Protocol Purpose

Transmission Control Transport Layer Security Secure control/management

Protocol (TCP) port 33333 (TLS) channel between VWLAN and
BSAPs.
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Port Type and Number

TCP port 33334

Port Protocol

Secure Copy Protocol
(scp)

Purpose

Used on the BSAP 1900 Series to
transfer firmware between
VWLAN and the BSAP or between
BSAPs and a third-party SCP
server. Also used for AP traffic
capture file transfer between
VWLAN and the BSAP.

TCP port 28000

Transport Layer Security
(TLS)

Used to secure wireless Internet
distribution systems (IDS)
channels between vVWLAN and
BSAPs.

TCP port 2335

TLS

Used for communication
between primary and
secondary VWLAN systems for
high availability.

TCP port 3000

Hypertext Transfer
Protocol Secure (HTTPS)

Used for communication
between primary and
secondary VWLAN systems for
high availability and access to
the vVWLAN web-based
graphical user interface (GUI).

TCP port 80

Hypertext Transfer
Protocol (HTTP)

Required for captive portals
between VWLAN and the BSAPs
in VWLAN releases prior to 2.2.1.

TCP port 443

HTTPS

Required for captive portals
between VWLAN and the BSAPs.

UDP port 1812 or 1645

RADIUS

Required for RADIUS web-based
authentication and RADIUS
administrative authentication
between the BSAP and the
authentication server. Also
required for RADIUS external
802.1x authentication between
the BSAP and the authentication
server.

UDP port 1813 or 1646

RADIUS

Required when using RADIUS
accounting between vVWLAN
and an accounting server.

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A

125



Adtran Using AP Discovery to Connect APs to VWLAN

Port Type and Number Port Protocol Purpose
TCP port 389 Lightweight Directory Required for LDAP or Microsoft
Access Protocol (LDAP) Active Directory (AD)

authentication between vVWLAN
and an authentication server.

UDP port 636 LDAP over Secure Socket Required for LDAP or AD
Layer (SSL) authentication between VWLAN
and an authentication server.
TCP port 6001 Standard Interchange Required for SIP2 authentication
Protocol (SIP2) between VWLAN and the library

authentication server.

IP protocol 97 Required for Layer 3 roaming
between BSAPs.

In VWLAN firmware versions previous to 2.6, APs were required to use DNS to communicate with
VWLAN and determine if the VWLAN was active. In VWLAN release 2.6, this requirement was
removed so that the AP discovery process is not interrupted when APs are not configured for
outbound DNS access because of firewall policies.

Configuring AP Discovery Method

These sections describe the four types of AP discovery methods:

Statically Configuring BSAPs Usingthe CLI ... 126
Configuring DHCP Option 43 in Your Organization DHCP Server .......................................... 127
Configuring an Entry for AP Discovery in Your Organization DNS Server ................................ 136
Caching a Previously Discovered VWLAN IP Address for AP Discovery ................................... 137

If a VWLAN is not discovered, the AP attempts to connect to a server at the
— | 76.164.174.46 IP address. This server is for future use. If you are attempting to
connect to a different VWLAN, see Troubleshooting AP Discovery to determine
why the AP did not connect.

Statically Configuring BSAPs Using the CLI

You can configure each BSAP for static discovery mode and populate the VWLAN public network
interface IP address using the CLI (console port or secure shell (SSH)). It is only necessary to
populate the primary VWLAN public network interface IP address. For more information about
how to statically configure BSAPs using CLI, see the BSAP CLI Reference Guide.

Configuring BSAPs using the CLIis not recommended for large scale
=1 deployments because each BSAP must be configured individually.
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Configuring DHCP Option 43 in Your Organization DHCP
Server

When a BSAP sends a DHCP discovery message to obtain an IP address, it includes DHCP Option
60. DHCP Option 60 is the vendor class identifier (VCI).The VClis a string that identifies the BSAP
to the DHCP server. The VCI used by all BSAPs regardless of model is BlueSecure.AP1500.

Vendor-Specific Information

On the DHCP server, the vendor-specific information is mapped to the VCI string. When the
DHCP server sees a recognizable VCIin a DHCP discovery message from a BSAP, it returns the
mapped vendor-specific information in its DHCP offer to the BSAP as DHCP Option 43. On the
DHCP server, Option 43 is defined in each DHCP pool that offers IP addresses to the BSAPs.

RFC 2132 states that DHCP servers must return vendor-specific information as DHCP Option 43.
The RFC allows vendors to define encapsulated vendor-specific options. The encapsulated
vendor-specific options are all included in the DHCP offer encoded as a sequence of code,
length, and value within Option 43. The definition of encapsulated vendor-specific options is
specific to the vendor.

When DHCP servers are programmed to offer VWLAN public network interface IP addresses as
Option 43 for BSAPs, the encapsulated vendor-specific options are defined in this manner:

Code: 127 (in decimal format)
Length: A count of the characters of the ASCII string in the Value field (in decimal format)

Value: ASCIlI string that is a comma separated list of primary vVWLAN public network interface IP
addresses followed by secondary VWLAN public network interface IP addresses. Secondary
VWLAN public network interface IP addresses start with F, denoting failover. No spaces should be
embedded in the list.

This is sample information for the code, length, and value of DHCP Option 43:
Primary VWLAN public network interface IP address: 192.168.130.1

Secondary VWLAN public network interface IP address: 192.168.130.2

Code: 127

Length: 28

Value: 192.168.130.1,F192.168.130.2

The secondary VWLAN public network interface IP address starts with F,
denoting failover. When high availability is enabled, the secondary vVWLAN
— public network interface IP address is automatically configured; however, it is
=—1 Dbestpractice to include the secondary vVWLAN IP address in DHCP Option 43 in
case the BSAP is unable to obtain a configuration from the primary vVWLAN
system.

Converting DHCP Values to Hexadecimal Values

Depending on the DHCP server, it might be necessary to convert DHCP values to hexadecimal
values. For example, the Microsoft DHCP server allows you to enter the code value in decimal
format, and the value in ASCIl characters, and the length is calculated automatically. The ISC
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DHCP server and the Cisco IOS server, however, require the values to be converted to
hexadecimal format. In addition, values converted to hexadecimal format can be beneficial in
troubleshooting.

This is an example of DHCP code and length values from the previous example converted from
decimal format to hexadecimal format:

127=7f (Code value)
28=1c (Length value)

This is an example of DHCP values converted from ASCII to hexadecimal format using the
conversions described in Table 4:

192.168.130.1is converted as 1=31, 9-39, 2=32, .=2¢, 1=3], 6=36, 8=38, .=2¢, 1=3], 3=33, 0=30, .=2¢,
1=3], resulting in 3139322e3136382e3136382e3133302e31.

F192.168.130.2 is converted as F=46, 1=3], 9=39, 2=32, .=2¢, 1=31,. 6=36, 8=38, .=2¢, 1=31, 3=33,
0=30, .=2¢, 1=32, resulting in 463139322e3136382e3133302e32.

Table 4: ASCII to Hexadecimal Conversion

ASCII Value Hexadecimal Value

0 30
1 31
2 32
3 33
4 34
5 35
6 36
7 37
8 38
9 39

2e
/ 2c
F 46

The DHCP Option 43 from the preceding example appears as follows when converted to
hexadecimal format:

7f1c3139322e3136382e3133302e312¢c463139322e3136382e3133302e32
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In order for the BSAP to discover the VWLAN, the DHCP server must be programmed to return t
primary and secondary VWLAN public network interface IP addresses based on the VCI of the

he

BSAP. You must program the DHCP server to recognize the VCI for the BSAP and then define the

vendor-specific information. The semantics of DHCP server configuration vary based on the

DHCP server vendor. Steps for configuring the various tested DHCP servers are outlined in these

sections:

AOS DHCP Option 43 Configuration ...l
Microsoft Windows Server 2008 R2 DHCP Option 43 Configuration
ISC DHCP Option 43 Configuration ...
Cisco |I0S DCHP Option 43 Configuration

AOS DHCP Option 43 Configuration

You can configure the AOS DHCP server using the CLI or the GUI. To configure the AOS DHCP
server using the CLI:

1. Access the AOS server CLI and enter Global Configuration mode.

2. Create a DHCPv4 pool by specifying the network, DNS server, and default router. Use the
commands outlined in Table 5 to configure the DHCPv4 pool.

Table 5: AOS DHCPv4 Pool Configuration Commands

Prompt Command Description

(config)# ip dhcp- Creates a DHCPv4 server
server pool pool and enters the pool
<name> configuration mode.

(config-dhcp)# network <ipv4 | Specifies the subnet
address> number and mask for the
<subnet DHCPv4 pool.
mask>

(config-dhcp)# dns-server Specifies the default DNS
<jpv4 server to use for the DHCPv4
address> client.

(config-dhcp)# default-router = Specifies the default
<ipv4 primary router to use for the
address> DHCPv4 client.

3. Add Option 43 to the DHCPv4 server pool using the option <number> ascii <string>
command. Enter the command as follows:

(config-dhcp) #option 43 ascii 192.168.130.1,F192.168.130.2

4. Enter the do write command to save the configuration. The CLI configuration of the AOS
DHCPv4 server pool is complete.
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To configure the AOS DHCPv4 server pool using the AOS GUI:

1. Access the ACS server GUI and navigate to System > DHCP Server. Select the DHCP Pools tab
and enter the server pool name in the Pool Name field. Select Add.
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2. Inthe DHCP Server Pool configuration menu, select the Required Configuration tab and enter
the subnet address, subnet mask, and default gateway in the appropriate fields.
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3. Select the Optional Configuration tab and enter the DNS servers in the appropriate fields.
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4. Select the Numbered Options tab and enter 43 in the Number field. Select ASCII Text from the
Type field, and enter the VWLAN public network IP addresses in the ASCII Text field. Separate
each address by a comma (with no spaces between addresses). The secondary address
should begin with F. Select Add Numbered Option, and then select Apply. The AOS DHCPv4

server pool configuration is complete.
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Microsoft Windows Server 2008 R2 DHCP Option 43 Configuration

Configure the DHCP Option 43 on the Microsoft Windows Server R2 Enterprise DHCP server by
defining the vendor class, configuring the predefined Option 43, and configuring the option for

the BSAP DHCP scope. To complete this configuration:
1.

2.

3.

Access the Microsoft Windows Server 2008 R2 and navigate to Start > Administrative Tools >

DHCP.

In the left pane of the DHCP menu, right-click IPv4 and select Define Vendor Classes.

File Achon Wew el
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M

| |

Define vendor specils splion classes

In the DHCP Vendor Classes menu, select Add.

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A

131



Adtran Using AP Discovery to Connect APs to VWLAN
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4. Inthe New Class menu, enter the display name and description of the vendor class in the
appropriate fields. Select the ASCII field, enter BlueSecure.AP1500, then select OK.

I Uz
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B Secure Acceas Port Verdor Oass ldentfer
|_

I0: By
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go08 P2 &5 2E 41 50 31 3% 30 re. AP1GO
0610 30 ]

5. Inthe DHCP Vendor Classes menu, verify the name and description of the newly created
class. Once the class is verified, select Close.

[orcr vendor Gumes IE

4 |

]

6. Inthe left pane of the DHCP menu, right-click IPv4 and select Set Predefined Options.
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7. In the Predefined Options and Values menu, select the newly created option class from the

Option class drop-down menu (created in Step 4). Select Add.
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8. Inthe Option Type menu, enter the name and description of the option in the appropriate

fields. Select Encapsulated from the Data type drop-down menu and enter 127 in the Code

field. Select OK.

CETTNE——— ix

Olass BSAP VCI
Harne [Cpteon 43
Ciata type Eempdaed = r
Code: 127
[escrgtan fvv.';xumurm
ok |  Cace |

9. Inthe Predefined Options and Values menu, verify the name and description of the newly

created option. Select OK.
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10. Inthe left pane of the DHCP menu, expand the IPv4 menu and right-click Server Options
under the scope that will service the BSAPs (Scope 192.168.130.0 in the example below). Select

Configure Options.

=10 x|
g o Actions.
5 @ weportblesocket.com Seope [192. 165 130.0) 192 158,130
= i P 1 Server Cobons
Meowe Acfons k

Y I | 1 I o

Configure server fotors

1. Inthe Server Options menu, select the Advanced tab. Select the vendor class created in Step
4 from the Vendor class drop-down menu. Select the check box next to the option created in
Step 8 in the Available Options pane. Then, select ASCII in the Data Entry pane and enter the
VWLAN public network interface IP addresses. The addresses should be separated by a
comma (with no spaces between the addresses), and the secondary address should begin
with F. You must delete the . that is preinserted into the field. After entering the appropriate

information, select Apply and then select OK.
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12. In the DHCP menu, navigate to IPv4 > Scope > Server Options and verify that the displayed
option name, vendor, and value are correct. If so, configuration of the Microsoft Windows
Server 2008 R2 DHCP server is complete.
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ISC DHCP Option 43 Configuration

To configure the DHCP Option 43 for AP discovery in the ISC DHCP server:
1. Access the ISC DHCP server and add the Option 60 VCI.
2. Add the vendor-encapsulated options (Option 43) using these settings:

if option vendor-class-identifier = “BlueSecure.AP1500”{option vendor-
encapsulated-options
7£:1c:31:39:32:2e:33:30:2e:31:2c:46:31:39:32:2€:31:36:38:2e:31:33:30:2e:3
2;}

The hexadecimal string in this step is assembled as a sequence of code/length/value
settings converted to hexadecimal format and separated by colons. For information about
these values and their conversion, see Vendor-Specific Information.
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Cisco I0S DCHP Option 43 Configuration
To configure the DHCP Option 43 for AP discovery in the Cisco IOS DHCP server:

1.
2.

Access the Cisco I0S DHCP server and enter configuration mode in the CLI.

Create a DHCP pool and configure the necessary parameters, including the default router
and DNS server. Use these commands:

ip dhcp pool <pool name>
network <ip address> <mask>
default-router <ip address>
dns-server <ip address>

Add Option 60 using this command:

option 60 ascii “BlueSecure.AP1500”

Add Option 43 using this command:
option 43 hex 7£1c3139322e3136382e3133302e312c463139322e3136382e3133302e32

The hexadecimal string in this step is assembled as a sequence of code/length/value
settings converted to hexadecimal format and separated by colons. For information about
these values and their conversion, see Vendor-Specific Information.

Configuring an Entry for AP Discovery in Your
Organization DNS Server

You can configure a host (A) record in your organization DNS server to facilitate AP discovery
using the name apdiscovery and the public network interface IP address of the primary vVWLAN
system. When high availability is enabled, the secondary VWLAN system IP address is
automatically configured. It is best practice to also configure an A record with the public
network interface IP address of the secondary VWLAN system in case the BSAP is unable to
obtain a configuration from the primary VWLAN. An associated pointer record (PTR) is not
required for AP discovery.
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To configure the DNS entry for AP discovery on the Microsoft Windows Server 2008 R2 Enterprise

DNS server:

1. Inthe Windows server, navigate to Start > Administrative Tools > DNS.

2. Inthe left pane of the DNS Manager menu, expand the Forward Lookup Zones menu, and
right-click the appropriate zone. Select New Host (A or AAAA).
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3. Inthe New Host menu, specify apdiscovery in the Name field, and enter the public network
interface IP address of the primary vVWLAN system. Select Add Host.
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4. Repeat Steps 2 and 3 to configure the secondary vVWLAN system public network interface IP
address. The Windows Server 2008 R2 Enterprise is now configured with DNS entries for AP

discovery.

Caching a Previously Discovered VWLAN IP Address for

AP Discovery

The BSAP remembers or caches the VWLAN public network interface IP address from the last
successful AP discovery. We recommend to configure one of the AP discovery methods
permanently in the BSAP when used in production. If the BSAP is reset to factory default settings,
it will not remember the last discovered VWLAN address. Without one of the AP discovery
methods configured, the BSAP will not discover the vVWLAN.
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You can verify that the BSAP has successfully discovered the vVWLAN using the GUI or CLI of the
BSAP. To verify that using the GUI:

Connect to the BSAP GUI and navigate to Configuration > AP licenses > Platform. You must
have administrative access. The BSAP is automatically displayed in this menu in preparation
for licensing, and it will display an associated domain when it successfully discovered vWLAN.
If the AP is licensed and assigned a domain, it is also displayed in the GUI under Configuration
> Wireless > Access Points and Status > Access Points.

If you do not have platform administrative privileges for the VWLAN, but instead have domain
administrative access, the AP will not be displayed in any of the previously mentioned menus
until a license is uploaded in the Configuration > Wireless > AP licenses > Domain menu.
Proceed to license the AP and then navigate to Configuration > Wireless > Access Points or
Status > Access Points to verify the AP has discovered the VWLAN.

Verifying BSAP Discovery

To verify that the BSAP has successfully discovered vVWLAN using the BSAP CLI:

1.
2.
3.

In the BSAP CLI, select option 1 at the Main Menu for network configuration.
In the Network Configuration Menu, select option 8 for network summary information.

Verify the VWLAN public network interface IP address is populated under Controller Address.
For more information, see the BSAP CLI Reference Guide.

If a VWLAN is not discovered, the AP attempts to connect to a server at the
—— | following IP address: 76.164.174.46. This server is for future use. If you attempt
to connect to a different VWLAN, see Troubleshooting AP Discovery to
determine why the AP did not connect.

When the AP is connected to the vVWLAN, it is configured with the default AP template. For more
information, see Licensing APs and Configuring AP Templates.

Troubleshooting AP Discovery

Troubleshooting the BSAP discovery functionality relies upon verifying the ports and protocols
allowed between the vVWLAN and the BSAPs, the static AP discovery configuration, the DHCP
Option 43 configuration, and the DNS configuration. These troubleshooting methods are
described in these sections:

Troubleshooting Required TCP or UDP Ports and Protocols ................................ 139
Troubleshooting Static AP DISCOVEIY ... 139
Troubleshooting DHCP Option 43 AP DISCOVEIY ..o 139
Troubleshooting DNS AP DISCOVEIY ... 140
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Troubleshooting Required TCP or UDP Ports and Protocols

Verify that you allow the appropriate ports and protocols in any firewall or ACL between the
VWLAN and BSAPs, between the primary and secondary vVWLAN systems (when using high
availability), between the VWLAN and any authentication servers, between BSAPs when using
Layer 3 mobility (tunnelling), and between BSAPs and any authentication servers when using
external RADIUS 802.1x authentication. You can configure the firewall or ACL to log dropped
packets to verify that all ports or protocols are allowed. If the BSAP is unable to establish a
control channel (TCP port 33333) to the VWLAN, it will automatically reboot every 3 minutes until
a control channel is established.

Troubleshooting Static AP Discovery

To troubleshoot static AP discovery, log into the BSAP using the CLI and verify that the Controller
Address Mode is set to Static and the Controller Address is the appropriate VWLAN public
network interface IP address. For more information, see the BSAP CLI Reference Guide.

Troubleshooting DHCP Option 43 AP Discovery

To troubleshoot DHCP Option 43 configuration, perform a traffic capture on the wired interface
of another BSAP that is in the same subnet of the problem BSAP. Begin the capture and reboot
the problem BSAP to capture the broadcast DHCP traffic while the BSAP attempts to obtain an IP
address during the boot process. To begin the BSAP traffic capture, connect to the vWLAN GUI
and navigate to Administration > AP Traffic Capture, or if you use VWLAN release 2.3 or later,
navigate to Administration > Traffic Capture for vVWLAN system information.

This is an example of a traffic capture on the wired interface of a BSAP that is in the same subnet
of the problem BSAP. For static discovery, configure the BSAP in the same subnet of the problem
BSAP for the VWLAN to be discovered and used to perform a traffic capture. You can use
Wireshark to open and analyze the traffic capture file.

Analyze the DCHP discovery to make sure that Option 60 from the BSAP includes the
appropriate VCI, BlueSecure.AP1500.
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Analyze the DHCP Offer from the DHCP server to make sure Option 43 includes the appropriate
code, length, or value settings. These settings are converted to hexadecimal format. see
Vendor-Specific InNformation for more information about hexadecimal format conversion.
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If you do not perform a traffic capture using the vWLAN GUI, you have the option to mirror the
switchport on which the BSAP is attached and perform a traffic capture there. In addition, you
can run a traffic capture on a wired client in the same subnet, run a traffic capture on the
gateway, or run a traffic capture on the DHCP server. Verify the Option 60 and Option 43
configurations in all traffic captures.

Troubleshooting DNS AP Discovery

To troubleshoot DNS AP discovery, you can perform a traffic capture. Because DNS does not
broadcast traffic, you cannot perform the traffic capture on another BSAP in the same subnet
as the problem BSAP. Instead, you can mirror the switchport on which the problem BSAP is
attached and perform a traffic capture there, run a traffic capture on a wired client in the same
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subnet, run a traffic capture on the gateway, or run a traffic capture on the DNS server. You can
then analyze the traffic to make sure the BSAP sends a DNS request for AP discovery, and that
the DNS server replies with the public network interface IP address of the vVWLAN.

In addition to the traffic capture, you can troubleshoot DNS configuration using a name server
(NS) lookup for AP discovery. Enter the nslookup command from the command prompt of a
wired client in the same subnet as the problem BSAP to verify that the IP address of VWLAN is
returned. Make sure that the BSAP is configured to use the same DNS servers as the wired client.
For example, enter this command at the command prompt:

C:\nslookup apdiscovery

You should receive the public network interface IP address of the vVWLAN after you enter this
command.

Licensing APs

Each AP is licensed for certain features based on its serial number. The AP licenses are the only
relevant licenses in VWLAN, and there are no VMware licenses. The AP licenses specify which
features are available on your AP, with features like unified access licenses licensed on a per AP
basis.

APs are not displayed in the Status or Wireless menus until they are licensed.
— | Uploading alicense to a domain assigns the AP to that domain. Platform
administrators can view the APs in the Wireless > AP Licenses menu, license
them, move them to a domain, and so on.

This section contains these topics:

ObtainNiNg AP LICENSES ... ... o 141
Uploading License Files ... 141

Obtaining AP Licenses

AP licenses purchased by the customer are generated as a text file that is then sent to the
customer. For new APs, these licenses come from the reseller or distributor. For replacement APs,
the licenses will come from Adtran Customer Care. APs are initially in an unlicensed state. AP
radios will not be operational until the AP is licensed by uploading the license file to VWLAN.

If a license was not received for a new AP, contact the reseller or distributor where the license
was purchased. If a license was not received for a replacement AP on an RMA generated by
Adtran, contact Adtran Customer Care at 888-423-8726 and reference the RMA number.

Uploading License Files

To upload the license to the APs:

1. When the license file is returned from Adtran, you can upload the license file to vVWLAN by
navigate to Configuration > Wireless > AP Licenses. Select the Domain tab if you are working
with licenses for APs on a specific domain, or the Platform tab if you are working with licenses
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on the vVWLAN platform and have permission to do so. Click Upload AP Licenses at the
bottom of the menu.

Configuration Administration

* Role Based
Access Control Selectall Deselectall Delete = Reboot Show / hide columns
» Internal search:
Authentication earch:| |
» External + Serial Number ¢ MAC Address < IP Address < Domain Firmware * Country * VWLAN License * Unified Access License * < Status
Authentication 20301416051557 00:19:92:4b:fd:00 10.49.191.21 default 4.5.0-684879 United States  Lifetime Lifetime UpToDate
~ .
iph\;:’ortal 30404716050294 00:19:02:4f:32:20 10.49.191.24 default 4.5.0-684879 United States  Lifetime Lifetime UpToDate
¥ wireless
SS5IDs 30404716050302 00:19:92:4f:3f:20 10.49.199.2 None 4.5.0-684879 None None Down
AP Templates 60200823050009 00:19:92:2d:84:c0 10.49.191.19 default 4.5.0-R-684879 United States Lifetime Lifetime UpToDate
Access Points 60201723051343 00:19:92:2f:81:20 10.49.192.187 default 4.5.0-R-684879 United States Lifetime Lifetime UpToDate
AP Licenses 60400723051011 00:19:92:2d:05:80 10.49.192.183 default 4.5.0-R-684879 United States Lifetime Lifetime UpToDate
AP Firmware 60400723051013 00:19:92:2d:05:c0 10.49.191.18 default 4.5.0-R-684879 United States  Lifetime Lifetime UpToDate
External 61204922050131 00:19:92:2a:d6:e0 10.49.191.20 default 4.5.0-R-684879 United States  Lifetime Lifetime UpToDate
Firmware
£InEs Showing 1 to 8 of & entries
DynamicRF
Profiles

Iove AP(s) fo domain

Tunnel Profiles
» Ethernet Access
» Unified Access
» System
» Logs and Alerts

Upload AP Licenses

2. Locate the appropriate license file returned to you from Adtran using the Choose File button.
Specify the domain to which the license file will apply from the Domain field. Then click
Upload Licenses.

'.
License file | Choose File | No file chosen
Domain | Please select w
Upload icenses

Back

If there are any errors, they will appear at the top of the form. After completing these steps,
the licensing of the APs is complete. The next step in AP configuration is to configure the AP
templates.

Configuring AP Templates

AP templates are templates used to configure multiple APs to the same parameters. Large
installations or multi-site deployments of vVWLAN require the ability to group APs to apply a
similar configuration to them, which is accomplished in VWLAN by AP templates. Each template
has its own unique configuration for settings, radios, firmware, and SSIDs. Each AP is associated
to an AP template and inherits the configuration contained within in the template. If an AP is
moved to a different template, the AP inherits the configuration from the new template. By
default, each AP connected to the VWLAN is configured with a default template.

The settings for the default template are:
» Default login form is used.
* Radio modes are in AP mode.

» DynamicRF profile uses the default profile, which specifies DynamicRF mode as Set Once and
Hold, with dynamic channel and transmit power configurations enabled.

« The 80211b/g/n/ax (2.4 GHz) radio is set to the 8021b/g/n/ax wireless mode, and the
802.11a/n/ac/ax (5 GHz) radio is set to the 802.11a/n/ac/ax wireless mode.
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There is no minimum transmit rate specified for either radio.
80 MHz mode is enabled on the 802.11a/n/ac radio only.
Packet aggregation is enabled on both radios.

The beacon interval for both radios is set to 200 ms.

There are no SSIDs or access groups associated with the default AP template.
The SSH password is vVWI@nBlu3$ock3t.

The antenna mode is set to 3.

The DTIM valueis setto 1.

The AP load maximum is set to 64.

The fragmentation threshold/RTS threshold is set to 2346.
Captive Network Assistant (CNA) is enabled.

DFS is disabled.

Layer 3 Mobility is enabled.

Tunnel profile is disabled.

This section contains these topics:

Creating AP Templates ... 143
Configuring VWLAN for CNA SUPPOIT ... 151
Configuring DFS for VWLAN ... 153
Mesh Networking iNn VWLAN ... 164
Configuring DynamicCRF for VWLAN ... ... 178
Applying the AP Template to AP(S) ... 194

Creating AP Templates

Depending on the role the AP plays in your vVWLAN network, you might need to change the
default template for the AP. You can create new templates and apply them to multiple APs.

To create a new AP template and apply it to an AP:

.

Navigate to Configuration > Wireless > AP Templates. The first time you access this menu, the
only AP template available in the default template.

» Tocreate a new template, select Create AP Template at the bottom of the menu, or
select Domain AP Template from the Create menu at the top of the GUI.

» To edit the default AP template, select the default template from the list.
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Configuration Administration

» Role Based Selectall | Deselectall Delete

‘Access Control
» Intemal

Authentication Name 2 Created Time

Show / hide columns.

» External 421 2024-10-01 14:35:49
QLT default 2022-12-30 02:06:23
> Captive Portal
¥ Wireless

Showing 1 to 2 of 2 entries
SSIDs

AP Templates

Access Points

AP Licenses

AP Firmware

External

Firmware

Servers Create AP Template

to the domain.

— | If you make changes to the default AP template, keep in mind that every AP
—— | using the default template will be affected, as well as any new APs added

2. Enter the name, SSH password, login form, and DNS servers (for NAC and CNA users) for the

template in the appropriate fields.

Create AP Template

name (I

SSH Password [ A

SSH Password Confirmation
Login Form

DNS Server(s) For NAC Users | |
Leave blank to use the DNS server from the APs Native VLAN.
m of bwo DNS servers can be added separated by a comma.

Timezone [(GMT+00:00) UTC v |

Release Server

=
=
&
=2

<

1920/1925 Firmware

1930/1935/1940
Firmware

2020 Firmware

2030/2035/2135
Firmware

3040/3045 Firmware
65020 Firmware

< < < =
=
Bl B &
2 2] [2] |=

< < <

< <
Z||=
=l (B
= | |2
<||<]||<

6120 Firmware
65040 Firmware

JULLLL

<
=
&
=2
<

Enable Captive Network Assistant

*Reqg enabled in platform settings.

rect to hasin

The SSH password is the password used to connect to the AP serial console menu. The login
form is the form used by clients when connecting to the AP. Make sure that the form is not
overidden at the SSID. You can choose the default login form, or select a custom form. See

Customizing VWLAN Login Forms and Images for information.

3. Specify the timezone used by the APs associated with this template by selecting the
appropriate option from the Timezone field. Specify the firmware used by the APs associated
with this template. You can specify the firmware release version and the firmware location

(VWLAN or an external server).

4. Specify whether you use Apple CNA and Microsoft Network Connectivity Status Indicator
(NCSI). This option allows remote devices to store the credentials to networks requiring
captive portal authentication so you do not need to enter it manually every time they

authenticate or reauthenticate to the network. By default, CNA is enabled on the AP

template. To disable CNA, deselect the Enable Captive Network Assistant field.
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When CNA is enabled, VWLAN responds to the device CNA request with a redirection request
to the VWLAN captive portal. The CNA device receives the redirection and detects that there
is a captive portal in place. It then presents the CNA automatically and prompts the user to
enter their credentials in the VWLAN login page. If CNA is disabled, the device will connect
using a web request which redirects to vVWLAN captive portal. For Microsoft NCSI, an
information popup appears at the bottom right corner of the computer suggesting you
open a web browser to authenticate.

For CNA to function properly, a few additional configuration steps are required. See
Configuring VWLAN for CNA Support.

5. Specify whether to disable Layer 3 (L3) mobility. By default, L3 mobility is enabled which
allows clients to roam without interruption across APs residing in different locations, as long
as the APs are assigned to this template. If L3 mobility is disabled by deselecting the field,
clients will be disconnected while roaming to and from APs in different locations. If both APs
on which the client is roaming are in the same location, disabling L3 mobility will not interrupt
roaming capabilities.

Enable L3 Mobility

Enable DFS

Scan for Adjacent Wireless Clients

Tunnel Profile

LAN Profile

Port is disabled when LanProfile value is Disabled

Per Radio Setting

Attribute 802.11b/g/n/ax (2.4 GHz) 802.11a/n/ac/ax (5 GHz)

Radio Mode | [AP/Sensor Client Aware Mode v | [AP/Sensor Client Aware Mode v |

scal 0 scanning 0. T
DynamicRF Profile | |default + default «
Wireless Mode | [802.11b/g/n/ax v 802.11a/n/ac/ax v
802 =
802.11b/g/ax is supported only for 6000 series APs.
Minimum Transmit Rate

Channel Width | |20 MHz v

6. Specify whether APs associated with this template use DFS channels (5 GHz radio only). DFS
channels are those channels that radar could use and this way are scanned for the
presence of radar before they are broadcast to connected clients. If radar is discovered on
the DFS channel, the AP disconnects from the channel and searches for other available
channels free from interference. By default, DFS is disabled. Select the Enable DFS field to
enable the DFS feature.

DFS can cause service interruptions when the AP is required to vacate a
p— channel on which radar was detected. In addition, this value is ignored if
—  the AP hardware does not support DFS or if the value is not legal for the

regulatory domain. For more information, see Configuring DFS for vVWLAN.

7. Use the Tunnel Profile field to specify whether to enable a tunnel profile. When a tunnel profile
is enabled, all AP traffic is tunneled back to the central gateway specified by the tunnel
profile. For more information, see Configuring a Tunnel Profile.

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A 145



Adtran

Configuring AP Templates

== | |If O tunnel profile is enabled, Layer 3 Mobility automatically disables. In
p— addition, there are interactions between a tunnel profile and a defined user
role. See Configuring a Tunnel Profile for more information.

8. Use the LAN Profile field to enable the LAN-2 port on the AP, allowing wired devices to access
the Internet. By defalt, this setting is disabled, which indicates that the LAN-2 port is disabled.

For

more information, see Configuring a LAN Profile.

—— | LAN profiles are supported only on the 2030 and 3040 APs.

9. Specify the radio mode for both radios in the AP by selecting the appropriate option from
the Radio Mode field. The radio modes are set independently for each radio. By default, the
radio is set to AP Mode.

— The 3000 series, 6040, and 6120 APs always operate in AP mode and have a
— dedicated third scanning radio. The 6020 APs do not have this scanning
radio.

You can choose one of these settings:

Disabled indicates that the radio is disabled.

AP Mode (default) indicates that the radio services clients in the 802.11 infrastructure
mode.

Sensor Mode indicates that the radio scans all channels, changing on the particular
band at 100 ms intervals.

AP/Sensor Mode indicates that the radio operates as an AP and a sensor using a time
sharing algorithm. In this mode, when clients are not associated to the particular radio,
the radio scans a different adjacent channel every second.

AP/Sensor Client Aware Mode indicates that the radio operates in AP/Sensor Mode when
clients are not present, but with added intelligence to change over to AP Mode when
clients are present.

Mesh Mode indicates that the radio is used for mesh networking. This option is only
available on the 802.11a/n/ac radio. If the radio is configured in mesh mode, the
DynamicRF Profile must have DynamicRF Mode set to Set Once and Hold on the mesh
point, and no SSIDs or unified access groups can be specified for the mesh mode radio.
For more information, see Mesh Networking in VWLAN.

— | The Mesh networking support is not available for BSAP 3000 and 6000
— | series.

If DFS is enabled, the mesh radio must still vacate channels with detected
radar. This can cause mesh points to disconnect if the mesh portal detects
— | radar or anything downstream of the mesh point to disconnect if radar is
— detected. VWLAN will attempt to move the mesh network to a new channel,
but this might cause traffic disruption. For more information, see
Configuring DFS for vVWLAN.
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10.

— Dual mode for 1900 Series and 2000 Series APs acts as AP mode.

Select the DynamicRF profile from the DynamicRF Profilefield. The default profile appearsin
this list, as well as any other profiles that you created. Make selections for both the 2.4 GHz
and 5 GHz radios. See Configuring the DynamicRF Profile.

. Specify the wireless mode for each radio by choosing an option from the Wireless Mode list.

For the 802.11b/g/n/ax (2.4 GHz) radio, you can select from 802.11b, 802.11g, 802.11g/n,
802.1Ib/g/n, or 802.1b/g/n/ax (default) modes. 8021lb/g/ax is supported only for 6000 series
APs.

For the 802.11a/n/ac/ax (5 GHz) radio, you can select from 802.11a, 802.11a/n, 802.11a/n/ac, or
802.11a/n/ac/ax (default) modes. 802.1a/n/ac/ax s treated as 802.1a/n for 1900 series APs
and 802.1lac for 2000 and 3000 series APs. 80211a/n/ax is supported only for 6000 series APs.

Specify the minimum transmit rate for each radio from the Minimum Transmit Rate field. This
setting specifies the required rate at which clients must be able to connect to the AP.If a
client cannot connect at the specified rate, the AP will not allow the client to connect or to
stay connected. The minimum transmit rate is set independently for each radio. Rate
choices for the 802.Hb/g/n radioarel,2,56.5,6,9,11,12,18, 24, 36, 48, or 54 Mbps. Rate choices
for the 802.11a/n/ac radio are 6, 9, 12,18, 24, 36, 48, or 54 Mbps. By default, no minimum
transmit rate is specified.

For the 2030 Series APs, any value specified is treated as No Minimum.

Continue with these steps:

.

Specify the channel width for each radio using the list. By default, the 802.11b/g/n radio is set
to 20 MHz and the 802.11a/n/ac radio is set to 40 MHz. The 802.11b/g/n radio supports both 20
MHz and 40 MHz channel widths, while the 802.11a/n/ac radio supports 20 MHz, 40 MHz, and
80 MHz channel widths. Enabling 40 MHz (Channel Bonding/HT 40) mode for each radio by
selecting 40 MHz from the list. By default, 40 MHz mode is disabled on the 802.11b/g/n radio
and enabled on the 802.11a/n/ac radio. Channel bonding is not recommended on the 2.4
GHz radio in enterprise deployments as there are only three non-overlapping channels.
Channel bonding is only recommended on the 2.4 GHz radio in small office/home office
(SOHO) deployments where there is only one AP deployed.

To use DFS channels in 40 MHz mode, the AP must monitor both channels in
the pair for the presence of radar, and vacate both channels immediately if
—— | radaris detected on one of the channels. The same applies for the

— channels in 80 MHz mode. If the radio is set to 40 MHz mode, and a DFS
7 channel without a 40 MHz pair is manually selected for the AP, the VWLAN
system dials the AP back to 20 MHz mode for that AP.

Channel list allows you to exclude channels in DFS and Dynamic RF. If DFS is enabled, you can
optionally designate if special channels are used by the AP (such as channels that are only
permitted on APs far enough away from weather radar or channels in some countries that
are only permitted for indoor use).
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By default, all channels are included (if they are legal in the regulatory domain). To specify a
channel to be excluded by the AP, select the minus sign to the left of the channel in the left-
hand column. Move an excluded channel back to the included list by selecting the plus sign
to the left of the channel in the right-hand column. If there are associated APs that are set
with the channel, or use the channel for 40 MHz or 80 MHz mode, Dynamic RF will eliminate
use of the specified channel the next time it runs.

Channel list O

E

0 items selected Remove all

0 items selected Remove all Add all =

- - 136
=10 - 140
- 11 - 149
- 12 - 153
- 13 - 157
-2 - 161

-3

-4

Enable Packet Aggregation

Beacon Interval {ms)
Max Associations Load

DTIM
Fragmentation Threshold = 2346 2346
Packet length for fragmentation, values (256-2346 bytes). Packet length for fragmentation, values (256-2346 bytes).
RTS Threshold 2346 2346

Facket length when RTS/CTS are used, values (256-2346 bytes). Packet length when RTS/CTS are used, values (256-23465 bytes).

3. Enable or disable packet aggregation on each radio by selecting the Enable Packet
Aggregation field. By default, packet aggregation is enabled on both radios.

4. Specify the beacon interval (in ms) for each radio. By default, both radios have a beacon
interval of 200 ms. Valid range is 40 to 1000 ms. A minimum beacon interval of 200 ms is
recommended, particularly when the radio is configured with multiple SSIDs.

5. Specify the maximum AP associations load for each radio by entering a value in the Max
Associations Load field. By default, the load maximum is set to 64 on both radios. The highest
AP load maximum supported is 1024 (BSAP 1900 Series only). This value can be configured
based on the per-user bandwidth required per application. For example, when 52 KB is
required for an application, more users can be supported than if 10 MB is required for an
application.

8. Specify the delivery traffic indication message (DTIM) beacon interval. This value specifies
how often broadcast and multicast beacons are sent in comparison to normal beacons.
Interval range is from1to 255. By default, both radio DTIM beacon intervals are setto 1.

7. Set the fragmentation threshold value for both radios. This value is the packet length (in
bytes) for fragmentation. Valid range is 256 to 2346 bytes, and by default, both radios are
set to 2346 bytes. Typically, you will never need to change this value.

8. Setthe request to send (RTS) threshold value for both radios. This is the packet length (in
bytes) to determine when RTS or clear to send (CTS) are used. Values range from 256 to
2346, and by default, both radios are set to 2346 bytes. Typically, you will never need to
change this value.
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9. Select the antenna mode for each radio. Choose from 1, 2, or 3 antennas.

Antenna Mode = O 1 Antenna
O 2 Antennas
O 3 Antennas
® 4 Antennas

Only applies when ©

S51Ds

0 items selected

Remove all

configured to &

at the AP supports,

Add all

O 1 Antenna
O 2 Antennas
O 3 Antennas
® 4 Antennas

Only applies when configured to a value less than what the AP supports.

0 items selected Remove all Ad

+ 421 + 421

Unified Access Groups 0 items selected Remove all Add all

Create AP Template]

This setting only applies when configured to a number less than the
—— | number of antennas supported by the AP.

10. Specify the SSIDs that you want to associate with the radio. You can have the same SSID on
both radios, or specify an SSID unique to each radio which allows clients to choose to which
radio they want to connect. Associating specific SSIDs with each radio prevents the radios
from advertising all available SSIDs. If you do not have any configured SSIDs to apply to the

radio, see Configuring an SSID.

SSIDs cannot be specified for a radio in Mesh Mode.

1. Specify the unified access groups that you want to associate with the AP. Unified access
groups are used by unified access clients to connect to the network. If you do not have any
configured unified access groups to apply to the AP, see Configuring Unified Access Groups.

Unified access groups cannot be specified for an AP with a radio in Mesh
Mode.

Clients connected to mesh LAN extensions or SSID on mesh points cannot
ping or talk to mesh APs. To reach mesh APs, you must be on a network

outside of the mesh network.

LIl Gl

12. Click Create AP Template.
A confirmation is displayed indicating the AP template was successfully created.
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Configuring a LAN Profile

You can use a LAN profile to enable the LAN-2 port on the AP, allowing wired devices to access
the Internet. The AP authenticates the wired device connected the LAN-2 port using the
MacAuthBypass server. Based on the device MAC-address, the server assigns a VLAN for the

connected device.

LAN profiles are supported only on the 2030 and 3040 APs.

To configure a LAN profile:
1. Navigate to Configuration > Ethernet Access > LAN Profiles.
» Tocreate a new LAN profile, click Create LAN Profile at the bottom of the menu.

» To edit a previously created LAN profile, select the profile from the list.

Show / hide columns

Name Created Time

2030 LAN2 2024-11-07 02:07:30

Showing 1 to 1 of 1 entries

» Logs and Alerts

Create LAN Profile

2. Enter a name for the LAN profile. The Enable RadiusMACAuthBypass field is selected by
default.

Create LAN Profile

Profile Name |

Enable RadiusMACAuthBypass

MacAuthBypass Server [ w]

Access Mode  Single Client Mode v

In Single Client Mode, AP authenticates only one wired client, other clients are permitted to access LAN-2 port without further suthentication.

Create Lan profile

Back

3. Select the MacAuthBypass Server that you want to use for authenticating the connected
device. By default, Access Mode is set to Single Client Mode. In this mode, AP authenticates
only one wired device, other devices are permitted to access the LAN-2 port without further

authentication.

4. Click Create Lan Profile.
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Configuring VWLAN for CNA Support

As part of the AP template, the administrator can optionally choose to enable or disable CNA
(enabled by default). For CNA to function properly, however, there are additional configuration
steps that are necessary. You must load a custom certificate on VWLAN because CNA has no
method to allow the user that is accessing the network to accept the certificate. In addition,
configure VWLAN to redirect to a host name and then configure a DNS server and hostname.
Complete these configurations before applying the AP template to any APs.

To configure VWLAN for CNA support:

1. Enable vVWLAN to redirect to a host name by navigating to Configuration > System > Settings,
and then select the Platform tab. Select the Redirect to hostname setting from the list.

Configuration Administration

* Role Based
Access Control

» Internal s he

Authenication earch:| ]
» External - Name Value * = Hint

Authentication

Show / hide columns.

Sets the idle timeout for administrative console sessions in minutes. Valid entries are 15 to 300, and 0

» Captive Portal Administrator Session Idle Timeout 30 Y
> Wireless Certificate 1 The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
¥ Ethemet Access Certificate 2 The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
* Unified Access . -
Certificate Chain 1 A chain of one or more certificates.

¥ System

Network Certificate Chain 2 A chain of one or more certificates.

Interfaces Certificate Private Key 1 The private key for the cert (closely guard this file).

Domains Certificate Private Key 2 The private key for the cert (closely guard this file).

Settings Certificate Selected Click the name link to see the value Certificate for current use

Branding

. . ) The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
etifcate Stanature fenuest H(GH _ create the CSR manually.

The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
create the CSR manually.

Storage Settings
High Availability
Mosaic Mission

Control Enable SNMP? Disabled

Certificate Signature Request 2 (CSR 2

» Logs and Alerts i versi i
Enable TLS 1.0 Disabled Eflable Transport lLayer Sauur!t‘v_protocc\ wversien 1.0 for HTTP access. This is an older security protocol
— with known security vulnerabilities.

Showing 1 to 26 of 25 entries

2. Select Enabled from the Redirect to hostname to field, and then click Update Platform
Setting. You will receive confirmation that the setting was changed.

Edit Platform Setting

Fedirect To Hostname  Enabled

If the IP of this vWLAN resalves oz hostname (wa 3 OTR record on the DNS server], redivect users to the hostname.

Update Platform Setting

3. Upload the appropriate certificate for CNA support. Make sure to have all of the certificate
details and to upload the proper certificate. Navigate to the Configuration > System >
Settings, and then select the Platform tab. Upload the certificate as directed in Managing
VWLAN Certificate Settings. Make sure to save the setting.
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4.

In the AP template under Configuration > Wireless > AP Templates, make sure that CNA
support is enabled and optionally specify the DNS server to be used to resolve the host
name. The AP will by default use its DNS server to resolve the name. After you made the
changes to the template, click Create AP Template or Update AP Template. Remember that
all APs that use this template will also be updated.

Create AP Template

Name

I
SSH Password IO
==

SSH Password Confirmation

Login Form | Default Login Form v

APs Native VLAN.

d separated by & comma.

Timezone [(GMT+00:00) UTC v]

Release Server

1020/1925 Firmware | [ ~|
1930/1935/1940 Ijl

Firmware

2020 Firmware | [ ~]
2030/2035/2135 Ijl

Firmware

=] [=] [=] [=] [=
== (=] (=] =
BB E E B
= =2 =2 =] =

< < < <

3040/3045 Firmware | [ ] v
6020 Firmware | [~ VWLAN v
6120 Firmware | [~ VWLAN v
6040 Firmware [ ]

Enable Captive MNetwork Assistant

Change the network interface host name setting. Navigate to Configuration > System >
Network Interfaces. Select the public interface from the list.
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6. Enter the host name in the Hostname field and click Update Network Interface. Restart the
VWLAN for the changes to take effect.

Edit Network Interface

Name public

Current Address  10.49,182.201

Current Netmask 255

Current Gateway 10

DHCP [

Address [10.49.182.201 |
Netmask [255.2552550

Gateway [10.49.182.254 |

DNS 1 [17220.14.247 |

|

|

ons 2 [10.1.1.10

Hostname  [ywlan201 bluesocketlab.com

Static Routes

For a host route, sp
y: Route packets via 2 gate

Netmask

| \nein‘asl. |

| [netmask |

[destination | [netmask |

‘Append Static Route

Update Network Inferface

Show | Back

The configuration for CNA support on vVWLAN is complete. When enabled, CNA will display a
popup window whenever an Apple client connects to the SSID associated with the AP
template. The popup window redirects the user to the VWLAN login form. When disabled, CNA
does not create a popup window, and the connected client is redirected to the VWLAN login
form when a web browser is opened.

Configuring DFS for vVWLAN

This section contains these topics:

DFS OVEIVIOW ... 153
System Requirements and Limitations ... 154
ConfigUING DFS .l 157
DFS Troubleshooting iIn VWLAN ... 161

DFS Overview

Dynamic frequency selection (DFS) is a feature of the 802.11h protocol that allows wireless local
area networks (WLANs) to operate on the same 5 GHz channels used by radar systems. When
enabled, DFS causes the access point (AP) to continually search for radar pulses in the
frequency channel in which it is operating. If radar is detected, the AP discontinues operation on
that channel and searches for a new channel without detected radar. DFS is required for
European 5 GHz outdoor vVWLAN deployments, and without DFS, European 5 GHz indoor AP
channels are limited to only four channels. The major benefit to using DFS is more channel
availability, which results in more user capacity for high density deployments, less interference,
higher throughput, and improved performance.
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When DFS is enabled in VWLAN, the VWLAN system coordinates the channel selection of APs to
ensure optimal channel occupancy and that APs use only the approved channels. vVWLAN
operates in this manner when using DFS:

1. The AP connects to the network (whether internal network or the Internet).
2. The AP discovers VWLAN via AP discovery.

3. VWLAN determines the country for which the AP is licensed, and the DFS domain for the AP is
determined.

4. The default AP template is applied to the AP, and the AP enters channel scanning mode. This
step detects RF neighbors for roaming and optimal channel and power settings. It is
important to note that DFS channels (those with possible radar interference) are only
scanned during the initial scanning period, and active AP beaconing is only done on non-
DFS channels.

5. Once the channel scanning is complete, VWLAN decides which channel is optimal for the AP.
This channel will most likely be a DFS channel (when DFS is enabled).

6. After a 60 second channel availability check, if no radar is detected, the channel is assigned
and the AP begins allowing traffic to pass.

If radar is detected, the AP immediately looks for another channel without radar interference.
The AP stays off the channel on which radar was detected for 30 minutes.

The method used by the AP when it changes channels due to radar detection operates as
follows:

1. If the AP detects radar on the current channel, it stops data service to connected clients
within 200 ms. This channel is added to the blocked channel list on the AP for 30 minutes.

2. The AP then moves to a new channel within 10 seconds. During this time, the AP can transmit
data for an aggregated time period of 60 ms. The AP sends a channel switch
announcement (CSA) to the connected clients so they are aware of the channel change
and do not attempt to probe to find a new channel.

3. The AP changes to a new channel and monitors the new channel for radar signals for 60
seconds. If radar is detected, the AP changes channels again and begins the process over. If
no radar is detected, the new channel is broadcast to the clients.

System Requirements and Limitations

This section describes DFS configuration for vVWLAN 1900 Series APs running vVWLAN software
versions 2.6 and AP firmware 7.0.0 or later, and vWLAN 2000 and 2100 Series APs running VWLAN
software versions 3.1.0 and later.

For firmware release 2.6, DFS is supported natively on the BSAP 1925, 1935, and 1940 Series
hardware. The BSAP 1920 and 1930 Series products will support DFS if they are using hardware
revision K or higher. Each 192x and 193x Series unit that supports DFS is shipped with a “DFS
Hardware Ready” sticker, as appears below, on the box and on the AP.
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Figure 7: DFS Hardware Ready

v

DFS

Hardware Ready

For firmware release 3.1.0, DFS is supported natively on the BSAP 2020 and 2100 Series hardware
in European countries.

For firmware release 3.3.0, DFS is additionally supported on the BSAP 203x Series hardware in
European countries, and the BSAP 2100, 203x, and 304x Series hardware in the United States.

The AP firmware version determines whether DFS operation is allowed for the BSAP licensed in a
specific area. The following outlines the DFS support for APs licensed in European countries and
the United States:

» Firmware release 2.6 allows for DFS operation with 1900 Series APs licensed in a European
country only.

» Firmware release 3.1.0 allows for DFS operation with 2020 and 2100 Series APs licensed in a
European country only.

» Firmware release 3.3.0 allows for DFS operation with 2135, 203x Series, and 304x Series APs
licensed in a European country, and 2135 and 203x Series APs licensed in the United States.

DFS channel are only available on clients that support them. If a client does not support DFS
channels, it will not scan them and therefore will not see the service set identifier (SSID)
associated with those channels.

This section contains these topics:

DFS and Channel Selection ... 155
Channel Bonding SUPPOIT ... 156
DFS and Mesh NetWOIKING ... 156

DFS and Channel Selection

When an AP detects a radar signal on its current channel, it switches to a new channel. The new
channel will always be in the same channel width, for example, 40 MHz. The set of channels
considered by the AP include DFS channels when DFS is supported and enabled. The list of valid
channels available to the AP include the DFS channels for the country in which the AP is licensed.
The blocked channel list includes any channels on which the AP recently detected radar (or
which are explicitly blocked by an administrator).

For European countries, supported DFS channels are:
* 52,56 (40 MHz pair)

* 60, 64 (40 MHz pair)

+ 100,104 (40 MHz pair)
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+ 108,112 (40 MHz pair)

* 132,136 (40 MHz pair)

« 116,140 (20 MHz only channels)

» 80 MHz channel groups include 52, 56, 60, 64 and 100, 104,108, 112.

* Channels 36 to 48 and 52 to 64 are not allowed in outdoor deployments.

Channel Bonding Support

APs supporting 802.11n 40 MHz mode use two channels at once. In 40 MHz, the AP radio uses two
adjacent 20 MHz channels. In the 5.0 GHz spectrum, strict channel pairing is enforced, for
example, channel 40 can only be paired with 36 and not with 44. These pairs are independent of
the country of operation as long as both channels in the pair are valid for the country. When
using DFS in the 40 MHz mode, the AP monitors both channels in the pair for radar interference
and leaves both channels immediately if radar is detected on one of the channels. The same
requirement applies when using 80 MHz, where four channels are used. If a DFS channel that
does not have a 40 MHz pair is manually selected for the AP, the vVWLAN system will dial the AP
back to 20 MHz mode for that AP. Dynamic RF will always select a 40 MHz channel when the AP is
configured for 40 MHz.

DFS and Mesh Networking

When using mesh networking with DFS enabled, it is important to note that each part of the
mesh network must check the channel for radar before it can support downstream mesh
points. For a single hop mesh network, this means that it will take 60 seconds before the mesh
point transmits traffic after the mesh portal has connected. For a two hop mesh network, this
delay grows to 120 seconds.

If a mesh portal detects radar on its current channel, it must vacate the channel. The mesh
portal issues a channel switch announcement, causing any associated mesh points to
disconnect. If a mesh point detects radar on its current channel, a channel switch
announcement is issued, and that portion of the mesh network and any downstream mesh
points are disconnected. At this point, the vVWLAN system will move the mesh portal to a new
channel.

If @ mesh uplink (mesh portal or mesh point servicing downstream mesh points) detects radar
on its current channel, it stops data services to connected clients within 200 ms and issues @
channel switch announcement. It then moves to a new channel within 10 seconds of the radar
detection event. During this 10 second time period, the device can transmit data as many times
as necessary for an aggregated time period of 60 ms. Once the device moves to a new
channel, it must monitor the new channel for radar signals for the next 60 seconds (if the
channelis a DFS channel). If it detects radar on the new channel, the process begins again.

If a mesh device downstream detects radar on its current channel, it communicates the radar
detection event to the mesh device upstream to which it is connected. When the upstream
portal device receives the radar detection event from the downstream device, it reacts as if it
detected the radar, issues a channel switch announcement, and proceeds to change
channels.

Only a single channel is configured for a mesh portal. If the mesh portal detects radar
interference, it will move channels. The channel block list applies only to the mesh portal and
not the mesh point. If the mesh portal and mesh points use different AP templates, only the
mesh portal template block list applies.
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Mesh portals change channels in only two cases: the administrator changes the mesh portal
channel, or radar is detected. Mesh points change channels in only two cases as well: if the
upstream mesh device changes channels or if the upstream devices changes channels
because radar is detected.

Configuring DFS

You can configure DFS in VWLAN using the AP template and the AP configurations. These topics
describe the necessary AP configuration to enable and use DFS:

Configuring the AP Template for DFS
Configuring the AP for DFS

Configuring the AP Template for DFS

The VWLAN administrator can choose for APs to use DFS channels by configuring the AP
template to allow it. Each AP template contains a field that enables or disables DFS. By default,
DFS is disabled. Once DFS is enabled, you can optionally specify whether the AP uses special
channels (such as channels that are only permitted on APs far enough away from weather
radar or channels in certain countries that are only permitted for indoor use).

To configure the AP template for DFS:

1. Navigate to Configuration > Wireless > AP Templates. The first time you access this menu, the
only AP template available is the default template. To create a new template, select Create
AP Template at the bottom of the menu, or select Domain AP Template from the Create
menu at the top of the GUI. To edit the default AP template, select the default template from
the list.

Configuration Administration

Select all Show / hide columns

* Role Based
Access Control
searcni [ ]
» Internal
Authentication - Name = Created Time
» External 4.5 TEST TEMPLATE 2024-07-22 15:18:15
LT Y 4.5 TEST TEMPLATEL 2024-07-25 16:55:46
» Captive Portal
4.5 TEST TEMPLATE-2 2024-07-26 20:57:46

¥ wireless

SSIDs BSAP-6754 2024-07-03 16:25:36

AP Templates default 2024-03-04 15:57:52

e e Eunc-Dummy-Temp 2024-04-15 20:23:41

AP Licenses MRO-DRO 2024-08-05 12:02:11

AP Firmware

External Showing 1 to 7 of 7 entries
Firmware

Sarvers Create AP Template
DynamicRF

Profiles

Tunnel Profiles
» Ethemet Access
» Unified Access
» System
» Logs and Alerts

= | IfYyou make changes to the default AP template, keep in mind that every AP
—— | usingthe default template will be affected, as well as any new APs added
to the domain.

2. Enable DFS in the AP template by selecting the Enable DFS field.
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Edit AP Template

Mame Default

SSH Password [T
SSH Password Corfirmation R
Login Form |Default Login Form v

DNS Server(s) For NAC Users | |
Leave blank to use rver from the APs Native VLAN.
A maximum of two s can be added separated by a comma.

Timezone [(GMT+00:00) UTC v
Release Server

1920/1925 Firmware | [4.5-M-684063 v
1930"1?;;;1\112 4.5-M-684063 v
2020 Firmware | [4.5-M-684063 v
2030;-2:;?%3‘ 1:;2 4.5-M-684063 v
3040/3045 Firmware | [4.5-M-684063 v
6020 Firmware | [4.5.0-M-684063 v
6120 Firmware | [4.5.0-M-684063 v
6040 Firmware | [4.5.0-M-684063 v

Enable Captive Network Assistant

Enable L3 Mobility
jity on APs assigned to this template

an AP from tunneling & roamed d raffic to home agent.

Enable DFS

3. Optionally specify whether the AP uses special channels (such as channels that are only
permitted on APs far enough away from weather radar or channels in certain countries that
are only permitted for indoor use). Available DFS channels are listed in DFS and Channel
Selection.

To specify a specific channel for the AP, under the Per Radio Setting menu, click Channel list.
Specify that a channel is allowed by clicking and dragging the channel to the allowed list
column (on the left). Specify that a specific channel cannot be used by the AP by clicking
and dragging the channel to the blocked list column (on the right).
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Selected channels are only included if they are legal in the regulatory domain. When a
selected channel is blocked, all APs in the template that are using that channel (either as a
primary or bonded channel) will automatically pick new channels.

Per Radio Setting

Attribute  802.11b/g/n/ax (2.4 GHz) 802.11a/n/ac/ax (5 GHz)

Channel Width | [20 MHz ¥

Channel list | (D)

0items selected Remove all Add all

0items selected Remove all

z

132 a
-1

a - 136
=10 I = 140 |

» As of VWLAN firmware release 3.1.0, the configuration of channels used
on a per-radio basis configures the channels used for both DFS and
DynamicRF.

» The channels listed are a generic channel list valid for all the regulatory
domains. Channels 52, 56, 60, and 64 are valid even if DFS is disabled for
some regulatory domains and the AP channel list is populated as per
regulatory domain.

» |f there are associated APs that are set with the channel, or use the
_— channel for 40 MHz or 80 MHz mode, the next time DynamicRF runs it
changes the APs to not use the specified channel. For 40 MHz mode, this
implies that blocking channel 36 also blocks channel 40. For 80 MHz
mode, this implies that blocking channel 100 also blocks channels 104,
108, and 112.

» DFS can cause service interruptions when the AP is required to vacate a
channel on which radar has been detected. In addition, this value is
ignored if the AP hardware does not support DFS or if the value is not
legal for the regulatory domain.

4. Click Create AP Template or Update AP Template if no other changes are needed for the AP
template.

Once the template was created or updated, you must apply it to the APs for the changes to
take effect.
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Configuring the AP for DFS

In addition to DFS configuration in the AP template, you can also configure DFS channels in the
AP configuration. If the AP platform supports DFS, and it is enabled in the AP template, you can
choose to select a DFS channel for the 5 GHz radio.

To configure DFS settings for an AP:

1. Navigate to Configuration > Wireless > Access Points. This menu lists any configured APs.
Select the AP from the list.

Configuration Administration

View AP Status

* Role Based Wove AP(s) to AP templale v

Access Control

Selectall | Deselectall Apply | Reboot Resetto Defaults | Activate Firmware | Run Background Scan Accept DynamicRF Suggestions Show | hide columns
» Internal
e search: ]
» External
B . Mesh . AP 3 3 Channel X
‘Authenticati
et  Name | Systocation . ,puac Portal o SerialNumber . plate  UPYM® | Locations * Firmware | channel Power
» Captive Portal s B Address * o Width) * p
¥ Wireless
SSIDs .
AP Templat BSAP2030 2.4GHz=Sensor  GHz-
SIS e 5d, oh, vloc-0- 4.5-M- (20 MHz) dem
‘Access Points E‘Igffljfugul 00:19:92:4b:fd:00 10.49.191.26  20301416051557 default 52m 10.49.191.0/24 684063 SGHz=Sensor 5
. S-e (40 MHz) GHz:
AP Licenses dBm
AP Firmware
External
Firmware 2.4
Servers = -
DRty T 00:19:92:4f:38:00 10.49.191.24  30404716050293  default 3d. oh, vkoc 0 25 a{'ﬁ:‘;zfemw o
Profiles -19-92- Hgimaahse: -49.151. elaul s1m 10.49.191.0/24 684063 sGHz=Sensor 5
4f-38-00 p N |
Tunnel Profiles (40 MHz) GHz=
» Ethemet Access dem
» Unified Access
» System 2.4
» Logs and Alerts 2.4GHz=Sensor  GHz-
£54Pe020- 5d, oh vLoc-0- 4.5.0-M- (20 MHz) dBm
90\*}9:9»2* 00:19:92:2d:84:c0 10.49.191.27 60200823050009 default 53m 10.49.191.0/24 584063 SGHz=Sensor 5 v
4 »

Showing 1 to 5 of 5 entries

2. Specify the channel used by each radio from the Channel fields. For the United States, the
802.11b/g/n radio channels range from 1to 11, and the 802.11a/n/ac radio channels range in
intervals from 36 to 161. Other countries might have a different set of allowed channels. The
Auto option specifies that the VWLAN system will assign the radio channel to the AP. This is
the default setting. To configure a specific channel for the AP, select the appropriate option
from the list. If DFS is supported by the AP platform and enabled in the AP template, DFS
channels are available for selection on the 5 GHz radio.

= | Channels 120 through 128 are not available for European countries for DFS

— | functionality due to a 10 minute channel availability check. In addition,
channel 116 is not available for 40 MHz mode.

3. Specify whether the AP is an indoor or outdoor AP. By default, the AP is listed as indoor or
outdoor based on the AP serial number. If indoor is selected, all channels are available for
the AP. If outdoor is selected, only the outdoor channels are available for the AP.
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Edit Access Point

Serial Number 20301416051557
AP MAC Address 00:19:92:4b:fd:00
Country United States
Name [BSAP2030-00-19-92-4b-fd-00 |
SysLocation |Note the physical location of the AP |
Location |vLoc-0-10.49.181.0/24 v

Access Point Template [default v |

A0 Farmmlate mEy o o " " S R U
Ar tempialte may ser aGNZ anannel © uto. Flease reconngure It needead

Installed

Chanaging

Per Radio Settings

802.11b/g/n/ax (2.4 GHz) 802.11a/nfac/fax (5 GHz)
Channel
Transmit Power [Auto (10 dBm [10 mW]) v [Auto (26 dBm [400 mW]) v]
Antenna Gain (dBi) 4 5

lUpdate Access Point

4. Click Update Access Point. You will then need to manually apply the changes to the AP using
the domain task link at the top of the VWLAN GUL.

With modification of the AP template and the AP channel selection, DFS is enabled and
configured for VWLAN.

DFS Troubleshooting in VWLAN

Within vVWLAN, there are information messages, event reports, and status information that you
can use to confirm DFS configuration. This section contains these topics:

INfFOrmMAtioN MESSAQGES ... .. 161
VIeWING AP DELQIS ... 163

Information Messages

Information messages are created when certain events occur within the VWLAN system. These
messages document when certain configurations occurred, were implemented, failed, or
succeeded, as well as when problems with the APs, VWLAN system, or the network occur.

Information messages are error, information, or debug messages and are classified using the
notification template. In addition, information messages can track any configuration changes
(creations, deletions, or updates) and who authorized the change. Notification templates
determine information message types, which allow you to classify the information notifications
as you prefer.
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For more information, see Creating Alert Templates and Log Messages.

The administrators cannot create information messages. Instead, they create notification
templates that classify the message type when the specified events occur. You cannot delete
information messages, but you can edit the type of template to which they are associated.

To view information messages:

.

Navigate to Configuration > Notifications > Info Messages. Select the Domain tab if you work
with messages for a specific domain or select the Platform tab if you work with messages for
the vVWLAN system. DFS messages are at the domain level. The generated messages are
listed and include the product with which the message is associated (AP, VWLAN, and so on),
the message type (action that generated the message), and the notification template
associated with the message (info, error, and so on).

Configuration Administration

* Role Based
Access Control Show / hide columns
» Internal Search:
friEriE earch:[ ]
» External - Message Type s Category < Alert Template
Authentication 802.1x auth successful Auth info_template a
> o
Captive Portal ap_command failed AP error_template
> Wireless ap_command successful AP info_template
» Ethernet Access JLECIEIE SR Lo
B Rateslincerer ap_config_failed AP error_template
» System ap_config_successful AP info_template
¥ Logs and Alerts ap_connection added AP info_template
Wireless IDS ap firmware available for upgrade AP info_template
Alert Config ap firmware failed ap error_template
IR TS ap firmware successful AP info_template
SNMP Trap .
Sys ap firmware updated AP info_template
yslog
Email ap_mc2uc_disabled AP debug_template
ap_mc2uc_enabled AP debug_template
ap_radar_detected RF info_template
ap_setting added AP info_template

huill imnart Aovirac failad Crmmans arenr tamnlata

Showing 1 to 70 of 70 entries

By default, DFS information messages are associated with the Info Notification template
(which generates a log message).

Select the message from the list to edit the type of template associated with a specific
message. Select the notification template to associate with the message from the list.
Available notification templates include error, info, and debug templates (by default), and
any additional templates you created. Click Update Info Message to apply the template
change.

"

Edit Info Message

Category Auth

Message Type 802.1x_auth_successful

Alert Template |[info_template «|

[ Update Info Message |

[ms]
W
i
=
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Viewing AP Details

Viewing the details of an AP allows you to verify its configuration. To view the details of a
particular AP configuration, navigate to Status > Access Points. This menu lists each configured
AP. Select the AP you want to view from the list.

Administration

Configuration

View AP Configuration

Dashboards The page will refresh in 55 seconds. Stop Counil
el Selectall Deselectall Apply Reboot ResettoDefaults —Activate Firmware —Run Background Scan | Accept DynamicRF Suggestions | Download Show / hide columns.
Adiacent APs search: |
i 5 Mesh q - - Channel ™ Total
Locations
= ~ Name %\VSLDEM")" + MAC Address Portal 5,'\2"6' Number = v l‘ipt'me Locations * Flrm»\‘uare (Channel Power Clients
Unified Access & i Y © Address | ¢ ¢ Width) - g
Groups
_ 2.4 GHz a
BSAP2030- 5d, 1h, vLoc-0- 4.5-M- ?ﬁgi:l:;)sensor - 30
00-19-92- 00:19:92:4b:fd:00 20301416051557 10.49.191.26 o . dBm 0
2m 10.49.191.0/24 684063 5GHz=Sensor _
4b-fd-00 (40 MHz) 5GHz=30
Wireless IDS Alerts deém
2.4GHz=Sensor 2.4 GHz
EEE 54, 1h vLoc-0- 4.5-M- (20 MHz) =3
00-19-92- 00:19:92:4f:3e:00 30404716050293  10.49.191.24 o , . s e deém 0
im 10.49.191.0/24 684063 5GHz=Sensor
4f-3e-00 .. \ 5GHz=30
(40 MHz)
dem
2.4GHz=Sensor 2.4 GHz
BSAP5020-
S2EETeT PR sd, 1h, vLoc-0- 4.5.0-M- (20 MHz) = 0dem
00-19-92- 00:19:92:2d:84:c0 60200823050009 10.49.191.27 oIm 10.48.191.0/24 684063 5GHz=Sensor 5GHz=0 0
2d-84-c0
(40 MHz) deém
v
S amteoE A ma e
4 [

Showing 1 to 5 of 5 entries

The details of the selected AP are displayed, including the AP configuration, radio interfaces, any
associated clients, and any configured SSIDs associated with the AP. In addition, from this menu
you can select to view maps, logs, alarms, alerts, and APs adjacent to the selected AP by using
the links at the top right of the menu. These links bring up the view, specifically filtered by the AP

in question.

Access Point Details

Name 3S4P2040-00-13-52-4f32-20
SysLocation

MAC Address 00:19:92:4f:32:20
Uptime 10d, 2h, 26m

Serial Number 30404715050254
IP Address 10,49,191,24

Active Locations vLoc-0-10.45.191.0/24

Model 854P-2040
DFS Hardware Ready Yes
Firmware 4.5.0-584873
AP Template 421
Country United States
Error
Message
DynamicRF suggests:
2.4 GHz: Channel 1 Power 10 dBm
5 GHz: Channel 157 Power 10 dBm
Status UpToDate

Last Background Scan

Edit Configuration
Not on 2 map yet
Logs

Alarms

Wireless DS Alerts
AP Traffic Capture
Adjacent ADs

Interfaces
N Radio Wireless channel ™= Max TX Antenna - Max Noise Client Adjacent Ca-ct
vee Mode Mode anne power Power Cain EIRD Floor =N Aps APs
E'?_Z'.U'b‘ ginfexizs AP Mode bia/nfax 11 (20 MHz) 22 dBm 22 dBm 4dBi 26dBm 26 dBm -83 dem 0 1s E
Gz
. . R . 143 (40
802.11a/nfac/ax (5 GHz) AP Mode afnfac/ax ) 22 dBm 22d8m & dEi 28 dBm 28 dBm -103 dBm ] 1z z
Unified Access ]
Total ]
LAN Port Statistics
Interface  Profile Name  PHY Status  Port Auth Status  VLAN  Clients  Tx (in Bytes)  Rx (in Bytes)  Link Speed
LAN-2 Disabled Down Blocked o 0 0 0 0 Mbps
S51Ds
SSID  BSSID Authentication  Cipher Radio
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Mesh Networking in VWLAN

Mesh networking in VWLAN allows BSAPs to connect and communicate with each other or with
other BSAP networks without the restriction of wired connections. Mesh networking can extend
reach for traditional LANs where wired LAN infrastructure is not available. It provides a wireless
bridge between two or more buildings or locations.

The Mesh networking support is not available for BSAP 3000 and 6000 series.

L
Mesh networking infrastructure is configured in a hierarchical structure, where master devices
(mesh portals) act as a parent device to other non-master child devices (mesh points). Mesh
portals are BSAPs that forward traffic between a mesh network and a wired LAN, and mesh
points are BSAPs that have a wireless backhaul link upstream toward the wired network (and
the mesh portal). Each mesh network consists of one mesh portal and multiple mesh points.
Figure 8 demonstrates the relationship of mesh points and the mesh portal within the vVWLAN
mesh network.

Figure 8: Mesh Points and Mesh Portals in vVWLAN Mesh Networking

Clients

Wireless communication ‘
between mesh portals
and points Mesh Point ‘

I <
- Mesh Point
| e \
|vWLAN|
S~ to wired LAN ‘

)i

This section contains these topics:

Typical Mesh Networking Configurations ... 165
Mesh Network Deployment Considerations ... 167
VWLAN BSAP Mesh Network Functionality ... 170
System Requirements and LImitations ... 171
Configuring BSAPs for Mesh Networking ... 173
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Typical Mesh Networking Configurations

You can use mesh networking in a variety of ways to connect multiple sites wirelessly, often
producing a cost savings over Tl or fiber connections. Mesh networks are created using
multiple-hop connections, point-to-point connections, and point-to-multipoint connections.
These network configurations are discussed in these sections.

Multi-hop Mesh NetWOrKS ... 165
Point-to-Point Mesh Networks ... 166
Point-to-Multipoint MesSh NETWOIKS ... 167

Multi-hop Mesh Networks

Multi-hop mesh networks (see Figure 9) are formed when one mesh portal connects to multiple
mesh points in a single line and the portal uses a routing technique to pass information along a
wireless path until it reaches its destination. This type of network is used when distance
becomes an issue in typical point-to-point or point-to-multipoint configurations. You can
configure multi-hop networks for no more than three hops deep.

Figure 9: Multi-hop Mesh Network Topology

— ] Datathroughputis reduced approximately 50 percent with each hop in a
=1 multi-hop network design.

You can use multi-hop mesh networks to provide access where traditional cabling
configurations are impractical. For example, a business wants to add wireless access to a
pavilion outside of their main company infrastructure. You can mount a mesh portal on the
main building with access to the internal network. You can mount the mesh point on the
pavilion to provide wired or wireless connectivity.
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Point-to-Point Mesh Networks

A point-to-point mesh network is formed when you use only two BSAPs to create a bridge link
between two wired networks. Point-to-point connections typically use directional antennas,
and can provide long-range outdoor links.

Use point-to-point mesh networks to connect two campus buildings, Building 1T and Building 2,
where only one of them, for example Building 1, has access to the Internet (see Figure 10).
Instead of installing fiber connections through the parking lot or using microwave connections
to extend Internet access to Building 2, achieve point-to-point bridging utilizing Adtran secure,
reliable, and affordable mesh networking solution.

With point-to-point bridging, you can deploy an outdoor AP on top of Building 1 as a mesh portall
(MPP1) cabled to the network with Internet access. Then deploy a second AP on Building 2 as a
mesh point (MP2). The mesh portal in Building 1 might be referred to as the parent and the mesh
point in Building 2 might be referred to as the child. MP2 can form a secure over-the-air uplink
on the 5 GHz radio to MPPI1. By connecting MP2 to an Ethernet switch in Building 2, traffic from
Building 2 can be backhauled to Building 1 and ultimately out to the Internet, all while
maintaining VLAN tagging across the uplink.

Careful planning is required when you implement a point-to-point mesh
— network. If the point-to-point connection is used for redundancy, it can create
= | unintended consequences, such as if soneone enables the BPDU filter. You
must perform the Fresnel zone and RF line-of-sight calculations before you
install mesh networks.

Figure 10: Point-to-Point Mesh Network Topology

Internet

=
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Point-to-Multipoint Mesh Networks

Point-to-multipoint mesh networks use one mesh portal to communicate with up to five mesh
points. In this type of network, there is always one mesh portal acting as a master, while all other
connected mesh points are treated as nodes. A typical point-to-multipoint network has a
central mesh portal that connects to other mesh points, forming a hub-and-spoke
configuration. Figure M illustrates a spoint-to-multipoint mesh network.

Figure 1I: Point-to-Multipoint Mesh Network Topology

= —_— n T
Client Connection  LAN Connection  Encrypted and Hidden
(24 GHz) mwuum Link (5 GHz)

Point-to-multipoint configurations allow you to extend point-to-point bridging by adding a
third building without Internet access (Building 3) to the scenario described in the previous
section. You can deploy an additional outdoor AP as a mesh point (MP3) on the top of Building 3.
This configuration creates one parent mesh portal and multiple mesh point children.

Even though this wireless link allows access to buildings without cabling, it is
— | stillawireless link that is shared by all users. Careful attention to bandwidth
= = considerations and wireless design should be done to ensure success of the
installation.

Mesh Network Deployment Considerations

To configure a well-functioning mesh network, you must consider several items: link budgeting,
how to install outdoor antennas, and other mesh-specific deployment considerations such as
familiarity with the Fresnel zone, radio frequency (RF) line of sight issues, free-space path loss,
and proper antenna configurations. These considerations are discussed briefly in these
sections:
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RFELiINe Of SIQNt ... 168
Antenna Height ... 169
Antenna Position and Orientation ... 170
Antennas and DAtARAES ... 170

RF Line of Sight

The RF line of sight is the area along the radio link path through which the bulk of the radio signal
power travels between two antennas. This area is known as the first Fresnel zone of the radio
link. For a radio link not to be affected by obstacles along its path, no object, including the
ground, must intrude within 60 percent of the first Fresnel zone. A clear line of sight ensures
reliable wireless links between the antennas. Figure 12 illustrates the concept of a good RF line of
sight.

Figure 12: RF Line of Sight

Visual Line of Sight Radio Line of Sight

If there are obstacles in the radio path, there might still be a radio link, but the quality and
strength of the signal will be affected. Calculating the maximum clearance from objects on a
path is important as it directly affects the decision on antenna placement and height. It is
especially critical for long-distance links, where the radio signal could be easily lost.

When you plan the radio path for mesh networking links, consider these factors:
» Avoid any partial line of sight between the antennas.
» Be cautious of trees or other foliage near the path. They might grow and obstruct the path.

» Be sure there is enough clearance from buildings and that no building construction will
eventually block the path.

* Checkthe topology of the land between the antennas using topographical maps, aerial
photos, or satellite image data.

» Avoid a path that might incur temporary blockage due to the movement of cars, trains, or
aircraft.
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Antenna Height

Antenna height is an important consideration in the deployment of mesh networks, along with
antenna strengths and RF line of sight. Usually, a reliable wireless link is best achieved by
mounting the antennas at each end high enough for a clear radio line of sight between them.
The minimum height required depends on the distance of the link, obstacles that might be in
the path, topology of the terrain, and the curvature of the earth (for links over three miles). For
long-distance links, a mast or pole might be needed to attain the minimum required height. Use
the information in Table 6 to estimate the required minimum clearance for the ground or path
obstruction.

Table 6: Antenna Height and Minimum Clearance

Total Link Distance

Max Clearance for
60% of First Fresnel

Approximate

Clearance for Earth

Total Clearance
Required at

Zone at 5.8 GHz Curvature Midpoint of Link
0.24 mile (402 m) 45ft (1.4 m) 0 45ft (1.4 m)
0.5 mile (805 m) 6.4ft (195 m) 0 6.4ft (195 m)
1mile (1.6 km) 9ft(27m) 0 9ft(27m)
2 miles (3.2km) 127t (3.9m) 0 127t (3.9m)
3 miles (4.8 km) 15.6 ft (4.8 m) 18t (0.5 m) 174 ft (53 m)
4 miles (6.4 km) 18t (55m) 32ft(1.0m) 212 ft (65 m)
5 miles (8 km) 20 ft (61m) 5ft (15 m) 25 ft (7.6 m)
7 miles (11.3 km) 24 ft (7.3 m) 9.8ft(3.0m) 33.8ft (10.3m)
9 miles (14.5 km) 27 ft (82m) 16 ft (4.9 m) 43ft (131m)
12 miles (19.3 km) 31t (9.5 m) 29 ft (8.8 m) 60 ft (183 m)
15 miles (24.1km) 35 ft (10.7 m) 45ft (13.7 m) 80 ft (24.4 m)
17 miles (27.4 km) 37ft (1.3 m) 58 ft (177 m) 95 ft (29 m)

To avoid any obstruction along the path, you must add the height of the object to the minimum

clearance required for a clear RF ling of sight. Figure 13 illustrates these principles. In this
example, a mesh network is used to connect building A to building B, which is located three

miles away. Midway between the two building is a small tree-covered hill. Table 6 shows that for
a three mile link, the object clearance required at the midpoint is 17.4 ft. The treetops on the hill
are at an elevation of 56 ft, so the antennas at each end of the link need to be at least 73 ft high.
Building A is six stories high (66 ft), so a 7.5 ft mast or pole must be constructed on its roof to
achieve the required antenna height. Building B is only three stories high (30 ft), but is located at
an elevation that is 39 ft higher than building A. To mount an antenna at the required height on
building B, a mast or pole of only 4.3 ft is needed.
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Figure 13: Configuring Antenna Height and RF Line of Sight
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Antenna Position and Orientation

After you determine the required antenna height, consider these other factors affecting the
precise position of the mesh networking antennas:

» Prefer directional antennas, when possible, over the default omni-directional antennas for
mesh links. This is especially true for point-to-point applications. The antenna type directly
affects the performance of a link.

« Be sure that there are no other radio antennas within 6 feet (2 m) of the BSAP.
» Place the BSAP away from power and telephone lines.

» Avoid placing the BSAP too close to any metallic, reflective surfaces, such as roof-installed air
conditioning equipment, tinted windows, wire fences, or water pipes.

» Position the BSAP antennas at both ends of the link with the same polarization direction, either
horizontal or vertical.

Antennas and Data Rates

When you plan to deploy a mesh network, be sure to take into account the maximum distance
and data rates available for the various antenna options. You must always calculate the Fresnel
zone. Additionally, calculate the bandwidth requirements on the other side of the meshed links
to make sure they fit well within the bandwidth provided by the length, which is approximately
50% of the data rate of the link.

VWLAN BSAP Mesh Network Functionality

A mesh network is formed in VWLAN when a BSAP is connected to the network as a mesh portal.
When the mesh portal becomes active, it receives its VWLAN configuration on its wired interface,
and subsequently uses a mesh SSID for communication. Once the mesh portal is configured
and available, other BSAPs configured as mesh points can establish uplink connections to the
mesh portal, establish a connection to vVWLAN through the mesh portal, and begin using the
mesh SSID. You can configure multiple mesh points as part of the mesh network, and can be
configured through a connection to the mesh portal or to previously configured mesh points.
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When configured as a mesh portal, a BSAP requires no special configuration changes since its
connection to VWLAN is over the wired interface. When configured as a mesh point, a BSAP
attempts to connect to its configured uplink parent BSAP. A mesh point will continue to scan for
its uplink parent until it is successful or until new provisioning information is received. While a
mesh pointis in the process of establishing its connection with VWLAN, its wired port is in the
disabled state. This means that any traffic received on the wired port that is not destined for the
BSAP fallback port is discarded. Once the mesh point establishes its connection with VWLAN over
the mesh network, it checks the wired port mode derived as part of its configuration. If the wired
port mode is enabled, any traffic received on the wired interface is backhauled through the
mesh network to the mesh portal. If the wired port mode is disabled, all traffic received on the
wired interface continues to be discarded unless directly destined for the BSAP fallback port.
BSAPs used in the mesh network reserve the 5 GHz radio exclusively for mesh connections and
control channel operations; wireless clients cannot connect to the mesh-only radio. Client
access is only available via the 2.4 GHz radio.

Once the mesh portal and all mesh points have been successfully associated with each other,
and have received and acted upon their configuration from vWLAN, the mesh network is
considered active. The VWLAN can then control all BSAPs in the mesh network. Once the mesh
network is active, wireless clients can connect to configured SSIDs on BSAP radios not
configured for mesh networking.

Mesh Network Security and SSIDs

Each mesh portal and mesh point uses a specific SSID for secure, over-the-air, mesh backhaul
communications. This SSID is automatically configured as a hidden or non-broadcast SSID and
automatically secured with WPA2/AES encryption. There is no need to create mesh SSIDs or
configure complex encryption settings.

Mesh Reformation

Once the mesh network is active, extended interruptions to any uplink in the network, changes
to a mesh point configured uplink, or changes to core mesh configuration settings, cause a
mesh point to revert to passively listening to beacons on all channels on both radios. Scanning
both radios for the new mesh network requires the mesh point to drop its SSIDs and client
associations on any radios not configured for mesh networking. The mesh network is reformed
once an uplink mesh point or mesh portal is discovered.

System Requirements and Limitations

Mesh networking is available on BSAPs as outlined in VWLAN Product Feature Matrix. Third-party
AP mesh implementations are not compatible with vVWLAN mesh networking and third-party AP
access (Unified User Access) is not supported on APs in the mesh network.

Mesh networking in VWLAN supports a maximum number of three hops and five nodes per
mesh portal. After the first hop in the mesh network, traffic throughput is roughly halved. We
recommend to use similar APs when building a mesh network (for example, 193x with 193x BSAPs
or 192x with 192x BSAPS).

When a mesh point operates with LAN extensions, the VWLAN system does not authenticate or
manage users on the wired port.

The mesh portal determines the BSAP operating channel based on Dynamic RF channel
scanning or a static configuration. You can configure the channel at any time through a static
configuration change performed by an administrator.
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Enable spanning tree in the mesh network to prevent loops. VWLAN AP traffic capturing is not
permitted on BSAPs in the mesh network.

Perform AP firmware updates as usual on APs operating in the mesh network. Maintain the
mesh configuration through the reboot after a new version of AP firmware is activated.

— 1 Duringfirmware upgrades of mesh APs, do not apply domain tasks until all APs
= | completed the download and are in the pending state.

Mesh Networking Data Layer Traffic

All traffic from a BSAP using the mesh SSID or mesh radio is switched through the network
without changing any of the existing VLAN tags or tunnel endpoints.

A wired client on a mesh point LAN extension has the VLAN tag applied before reaching the BSAP
(based on port or network configuration). The traffic is directly switched through the AP to its
uplink.

Dynamic radio frequency (RF) scanning on a mesh portal radio is configured for Set Once and
Hold when the radio is configured for mesh networking. This means that after the initial
configuration of the mesh portal channel by the channel scanning process, the mesh portal
channel does not automatically change, but rather an RF recommendation is sent to the
system administrator. The administrator can update the mesh portal channel by editing the
BSAP configuration.

In addition, radio calibration is not performed on a radio in mesh network mode.

Mesh Networking and Dynamic Frequency Selection (DFS)

The DFS feature was introduced in VWLAN firmware release 2.6, with native support on the BSAP
1925,1935, and 1940 Series. The BSAP 1920 and 1930 Series products will support DFS if they are
using hardware revision K. As of firmware release 3.1, DFS is supported on the BSAP 2020 in
Europe. Any BSAP unit that supports DFS is shipped with a “DFS Capable” sticker on the box and
onthe AP.

When you use mesh networking with DFS enabled, it is important to note that each part of the
mesh network must check the channel for radar before it can support downstream mesh
points. For a single hop mesh network, this means that it will take 60 seconds before the mesh
point transmits traffic after the mesh portal has connected. For a two hop mesh network, this
delay grows to 120 seconds.

If a mesh portal detects radar on its current channel, it must vacate the channel. This will cause
any associated mesh points to disconnect. If a mesh point detects radar on its current channel,
that portion of the mesh network and any downstream mesh points are disconnected. At this
point, the VWLAN system will move the mesh portal to a new channel.

If @ mesh uplink (mesh portal or mesh point servicing downstream mesh points) detects radar
on its current channel, it stops data services to connected clients within 200 ms. It then moves
to a new channel within 10 seconds of the radar detection event. During this 10 second time
period, the device can transmit data as many times as necessary for an aggregated time
period of 60 ms. Once the device moves to a new channel, it must monitor the new channel for
radar signals for the next 60 seconds (if the channel is a DFS channel). If it detects radar on the
new channel, the process begins again.
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If a mesh device downstream detects radar on its current channel, it communicates the radar
detection event to the mesh device upstream to which it is connected. When the upstream
portal device receives the radar detection event from the downstream device, it reacts as if it
detected the radar and proceeds to change channels.

Only a single channel is configured for a mesh portal. If the mesh portal detects radar
interference, it will move channels. The channel block list applies only to the mesh portal and
not the mesh point. If the mesh portal and mesh points are using different AP templates, only
the mesh portal template block list applies.

Mesh portals change channels in only two cases: the administrator changes the mesh portal
channel, or radar is detected. Mesh points change channels in only two cases as well: if the
upstream mesh device changes channels or if the upstream devices changes channels
because radar is detected.

For more information about DFS and its configuration in VWLAN, see Configuring DFS for vVWLAN.

Configuring BSAPs for Mesh Networking

By default, mesh networking is not configured on a BSAP. To form a mesh network, you must
configure the BSAPs with the information needed to connect to the mesh network. This
information is removed upon a factory default of the BSAP or when an AP template without
mesh functionality configured is applied to the BSAP. Configure these parameters on the BSAP
for mesh networking to function:

» Set Mesh Mode to portal or point. By default, this setting is Off.
» Specify Mesh Country Code. This a two-to-three digit code chosen from the list.

» Set MAC Address of Uplink AP to the mesh uplink AP Ethernet MAC address. By default, this
value is all zeros.

» Specify MAC address of the Override MAC. This setting is optional. By default, this value is alll
zeros.

This section contains these topics:

Mesh Networking Configuration Order ... 173
BSAP Mesh Network Configuration Usingthe GUI ... 174
Creating a Mesh Networking AP Template ... 174
Configuring the Mesh Settings Per AP ... 176
Viewing Mesh Network Configurations ... 177

Mesh Networking Configuration Order

Configure most operations of a mesh networking BSAP in the same manner as other BSAPs in
the vVWLAN system. Typically, the mesh networking implementation follows this order:

1. Supply power to the BSAPs.
2. The BSAPs discover the VWLAN.

3. The BSAPs are licensed, placed into a domain, and upgraded, if needed.
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4. Configure a mesh networking AP template on the VWLAN. See Creating a Mesh Networking
AP Template.

5. Apply the mesh networking template to the BSAPs used for mesh networking, specifying
whether the AP is a mesh portal or a mesh point.

6. Configure the Ethernet bridge mode for the mesh point BSAPs. See Configuring the Mesh
Settings Per AP.

7. Configure the channel for the mesh portal (optional). See Configuring the Mesh Settings Per
AP.

8. Configure the uplink for one or more mesh points. See Configuring the Mesh Settings Per AP.
9. Apply the configuration to the appropriate BSAPs.

10. The BSAPs reboot and the mesh network becomes active.

1. The mesh networking BSAPs are moved into their proper physical locations.

12. Dynamic AP discovery and channel scanning is performed for wireless client connections
and typical vVWLAN operations.

13. The BSAPs can be visualized on the AP heat map in the VWLAN.

BSAP Mesh Network Configuration Using the GUI

You can use the vVWLAN GUI for the majority of the mesh configuration necessary for the BSAP.
The two basic steps for GUI configuration of mesh networking are to create an AP template for
mesh networking, and to configure the specific mesh settings on a per-AP basis.

——1 Youcan configure certain elements of the VWLAN mesh network using the CLI.
E— For more information, see the BSAP vWLAN CLI Reference Guide.

To complete the GUI configuration for mesh networking, see these sections.

Creating a Mesh Networking AP Template ... 174
Configuringthe Mesh SettingS Per AP ... 176

Creating a Mesh Networking AP Template
1. Connect to the vWLAN GUI and navigate to Configuration > Wireless > AP Templates. Select
Create AP Template from the bottom of the menu. Here you will begin configuring the AP
template for mesh networking. In this configuration, specify the radio, radio channel, and
additional mesh networking attributes for the mesh portals and mesh points.
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Configuring AP Templates

Configuration Administration

» Role Based
Access Control

» Internal

Authentication

» External

Authentication

» Captive Portal

¥ Wireless
55IDs
AP Templates
Access Points
AP Licenses
AP Firmware
External
Firmware
Servers

DynamicRF
Profiles

Tunnel Profiles
» Ethemet Access
» Unified Access
» System
» Logs and Alerts

Selectall | Deselectall Delete

Name

Show / hide columns,

Searcn: [

Created Time

4.5 TEST TEMPLATE
4.5 TEST TEMPLATEL
4.5 TEST TEMPLATE-2
BSAP-6754

default
Func-Dummy-Temp
MRQ-DRO

Showing 1 to 7 of 7 entries

Create AP Template

2024-07-22 15:19:15
2024-07-25 16:55:46
2024-07-26 20:57:46
2024-07-03 16:25:36
2024-03-04 15:57:52
2024-04-15 20:23:41
2024-08-05 12:02:11

When an AP is moved into a domain, it is automatically assigned the

default template. Setting the 802.11a radio to mesh mode on the default
template results in all new APs being provisioned for mesh networking,

which might not be the desired behavior.

In the template, specify the name of the AP template, the SSH password, login form, domain

name system (DNS) servers, and appropriate network settings as you normally would for an
AP template. Then, specify the AP is in mesh network mode by selecting Mesh Mode from the
802.11a/n/ac Radio Mode field. Mesh networking is only available on the 802.11a/n/ac radio.

Dynamic RF Mode
Wireless Mode

Minimum Transmit Rate

Channel Width

Enable Packet Aggregation
Beacon Interval (ms)

Max Associations Load

Per Radio Setting

Set Once and Hold ~

802.11b/g/n ~

No Minimum ~

20 MHz ~

200
64

Attribute 802.11b/g/n (2.4 GHz) 802.11a/n/ac (5 GHz)
Radio Mode = AP Mode v AP Mode >
B/ o Disabled
AP Mode

Sensor Mode
AP/Sensor Mode
o d

802.11a/n/ac ~

No Minimum ~

80 MHz ~

200
64

3. Set the Dynamic RF Mode setting to Set Once and Hold when the radio is configured for
mesh networking. This means that after the initial configuration of the mesh portal channel
by the channel scanning process, the mesh portal channel does not automatically change,
but rather an RF recommendation is sent to the system administrator. The administrator can
update the mesh portal channel by editing the BSAP configuration. In addition, radio
calibration is not performed on a radio in mesh network mode. You cannot specify SSIDs or
access groups for a radio in mesh mode. Otherwise, configure all radio settings as you
would for any other AP template. When the configuration parameters are complete, click
Create AP Template from the bottom of the menu. The newly created template is now
displayed under Configuration > Wireless > AP Templates menu. You can apply it to APs as
they are added to the network.
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= | Alltraffic from a BSAP using the mesh SSID or mesh radio is switched

—— | through the network without changing any of the existing VLAN tags or
tunnel endpoints.

Configuring the Mesh Settings Per AP

Once an AP template with mesh networking enabled is applied to an AP, you can make further
configurations to the specific AP. These configurations include the AP mesh mode, the uplink AP,
and the Ethernet bridge setting. To access these configurations:

1.
2.

Navigate to Configuration > Wireless > Access Points. Select the AP to update from the list.

In the Edit Access Point menu, ensure that the AP is configured to use an AP template with
mesh mode enabled, and select whether the AP is a mesh portal or mesh point from the
Mesh Mode field. A mesh portal always has a connection to the vVWLAN over the wired port,
and a mesh point always has a wireless connection to the vVWLAN. If you configure a mesh
portal, click Update Access Point once the mesh mode is specified.

Edit Access Point

Serial Number 20304513050041
AP MAC Address 00:19:92:38:f7:20
Country |United States
Name BSAP2030-00-19-92-38-f7-20
SyslLocation Not
Location vLoc-0-192.168.100.0/22 ~

Access Point Template Mesh Test Template v

Mesh Mode Mesh Portal ~
Channel b/g/n(2.4 GHz) 1 v
TXPower b/g/n(2.4 GHz) 100% ~
Channel a/n/ac(5 GHz) 149 ~

TXPower a/n/ac(5 GHz) 100% ~

Update Access Point|>

If you configure a mesh point, you must also specify Uplink AP and set Ethernet Bridge to
Enabled or Disabled. The uplink AP is the AP to which this mesh point should connect. Only
BSAPs that have a matching mesh network configuration are available for selection as an
uplink AP. You cannot save the AP configuration until an uplink AP was selected for the mesh
point.

The Ethernet bridge setting allows a LAN extension to exist on the mesh point by specifying
whether the bridging of the AP wired interface is enabled or disabled. You cannot configure
this setting for non-mesh APs or for mesh portal APs.

— ] YOu can tag or untag upstream wired traffic before reaching the BSAP

— based on port or network configuration.

Make your selections from the appropriate fields and click Update Access Point.
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Edit Access Point

Serial Number [20304513050041
AP MAC Address (00:19:92:38:f7:20
Country United States
Name BSAP2030-00-19-92-38-f7-20
SysLocation Note the physical location of the Af
Location vLoc-0-192.168.100.0/22 ~
Access Point Template Mesh Test Template v
Mesh Mode Mesh Point ~
Uplink AP v
Ethernet Bridge Disabled ~
Channel b/g/n(2.4 GHz) 1 -
TXPower b/g/n(2.4 GHz) 100% ~
Channel a/n/ac(5 GHz) 149 ~

TXPower a/n/ac(5 GHz) 100% ~
Update Access Point

3. Apply the configuration or reboot the AP for the updated mesh network configuration
settings to take effect.

When you made changes to mesh portal settings, all attached mesh points
— | Cchange accordingly. When you made changes to mesh point settings, they
—— | areappliedto asingle mesh point. You cannot change the domain of a
mesh point in the VWLAN. You must change it on the mesh portal to which
the points are connected.

Viewing Mesh Network Configurations

You can view mesh configurations using the vVWLAN GUI by either viewing the AP status or a
related AP map. To view the AP configuration, navigate to the Status tab and select Access
Points. Included in the AP information is the associated mesh portal for each AP.

Configuration Administration

View AP Configuration

Dashboards The page will refresh in 55 seconds. | Stop Count!
Clients Selectall Deselectall Apply Reboot ResettoDefaults Activate Firmware Run Background Scan | Accept DynamicRF Suggestions = Download Show | hide columns.
Access Points
: Search:[ ]
Adjacent APs eard
i - Mesh q - - Channel ™ Total
Locations
& “ Name S)'SLOCBUD“ ¢ MAC Address Portal S,\E”al Number . 1w l.ll\ptlme Locations * Flrm:vare (Channel Power Clients
Unified Access ¥ - M © Address e ¢ Width) e <
Groups
a
Alerts 2.4GHz=Sensor %’4 €=
fedmel 5d, th vLoc-0- 4.5-M- (20 MHz) o0
00-19-92- 00:19:92:4b:fd: 00 20301416051557 10.49.191.26 o . _ deém 0
2m 10.49.191.0/24 684063 5GHz=5ensor
4b-fd-00 ) 5GHz=30
Wireless IDS Alerts B dBm
_ 2.4 GHz
e 5d, th vLoc-0- 4.5-M- gzgi:l:;-sensnr =30
00-19-92- 00:19:92:4f:3e:00 30404716050293 10.49.191.24 o , . . s dem 0
im 10.49.191.0/24 684063 5GHz=Sensor _
4f-3e-00 ‘ N 5GHz=30
(40 MHz) d
Bm
2.4GHz=Sensor 2.4 GHz
BSAP5020-
== 5d, 1h, vLoc-0- 4.5.0-M- (20 MHz) =0 dBm
00-19-92- 00:19:92:2d:84:c0 60200823050009  10.49.191.27 m 10.48.191.0/24 584052 5GHz=Sensor SGHz=0 0
2d-84-c0
{40 MHz) dem
v
A amte_E ran n e
4 »

Showing 1 to 5 of 5 entries

To view the mesh topology on the AP map, navigate to the Status tab and select Maps. This
menu lists any previously created maps. Each AP in the mesh network is represented on a map
and has a link connecting it to its uplink address along with an arrow indicating the direction of
traffic flow. To create a new AP map, complete the steps outlined in Using Heat Maps.

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A 177



Adtran Configuring AP Templates

Configuration Administration
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Configuring DynamicRF for vWLAN

This section describes DynamicRF configuration for VWLAN and APs running software
versions 2.9 or later. DynamicRF is supported on all BSAPs, with the exception of BSAP 6020. This
section contains these topics:

DYNAMICRF OVEIVIEW ... 178
Configuring DYNAMICRF ... 183
DYNAMICRFUSE COSCS ... ... 187
DYyNAmMICRF BACKGrOUNA SCANS ... 189
Running DynamicRF on a Heavily Scaled VWLAN System ... 192
Viewing DynamiCRF Statistics ... 193

DynamicRF Overview

DynamicRF, Adtran Radio Resource Management (RRM) technology, is designed to maximize
performance and adapt to interference in WLAN networks by automatically configuring optimal
radio settings based on information an AP receives from the wireless environment.

DynamicRF functions in the WLAN network by learning about neighboring sources of
interference, such as additional Bluesocket APs, third-party APs, ad-hoc networks, and channel
interference. Once sources of interference are discovered, DynamicRF uses an algoritnm to
automatically configure optimal AP radio settings, such as channel settings and transmit
power, to help prevent co-channel and adjacent-channel interference. The algorithm provides
the optimal channel on which the AP should operate as well as determines if transmit power
should be reduced on the AP radio.
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To understand how DynamicRF functions, it is important to understand these concepts:
* 2.4 GHz and 5 GHz radio operation

+ Radio frequency (RF) planning and overlapping channels

* RFinterference

For more information about these concepts, and in particular their function within a Bluesocket
wireless deployment, you should read and understand the guide Avoiding RF Interference with a

Successful Bluesocket Wireless Deployment before using DynamicRF.

The algorithm used by DynamicRF functions in two ways to optimize radio settings for
connected APs through dynamic channel and the dynamic power algorithm operations.

DynamicRF does not replace predictive network designs, RF planning, or onsite
surveys. Engineering and design are required to determine network
requirements, AP placement and installation, and other wireless network
= | CONsiderations. Best practice is to remove sources of network interference,
such as printers, rogue APs, and video cameras, through strong corporate
network policies. DynamicRF is a tool that can operate within these policies
and provide APs an ability to adapt to changes in the network. See DynamicRF
Use Cases for more information.

This section contains these topics:

DynamicRF Channel Algorithim ... 179
DynamicRF Power AIQOItNM ... 180
DynamicRF Operationon an AP First BOOt ... 181

DynamicRF Channel Algorithm

The dynamic channel algorithm operation used by DynamicRF employs RF planning concepts
based around overlapping channels and channel interference from other APs to help select a
channel plan for Bluesocket APs. When DynamicRF operation begins, APs evaluate their current
AP adjacencies. An adjacency is detected by scanning the frequency band and listening for
any other APs or ad-hoc networks that are being broadcast at a Received Signal Strength
Indicator (RSSI) higher than the transmit power interface threshold set in the DynamicRF profile
(see Configuring the DynamicRF Profile).

When all networks are detected, each AP calculates its channel utilization, which is a calculation
of how much the surrounding APs use the channel. After this value is calculated, the information
is sent back to VWLAN, and DynamicRF analyzes the data and selects the best channel for AP
operation.

Operation Example

In a typical network setting, with multiple APs and ad-hoc networks, the DynamicRF channel
algorithm is used to determine the best operation channels for APs within the wireless
environment. Figure 14 describes a wireless environment in which there are two company APs
(orange), two third-party APs from another company (blue), and an ad-hoc network. In the
illustration, the dotted lines represent the APs effective range of coverage.
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Figure 14: Wireless Environment with Company APs, Third-Party APs, and Ad-hoc Network

J— — —

— ~ — ~

- ~ g b
P N / .
) . , Third-Party AP N
) . y Channel 1 \
/ \ / \
| Ad-hoc Network Vo [ !
l Channel 1 l e |
\ / \ /
\ , \ /
\ / h ’
\ d b .
N - T T TN 7 ~ -~ T~ d
s =7 N g - b
/ \ \ / A
, \ / '
/ \ / \
| \ I \
l el | :
\ I ! :
\ / \ !
N o ‘. Third-PartyAP 7
- P < Channel6
~ ~ =~ g

~ — -~ —

In this example, DynamicRF is enabled on both AP 1and AP 2. The adjacencies for AP 1include an
ad-hoc network adjacency on channel 1, and the adjacencies for AP 2 include adjacencies from
third-party APs on channels 1 and 6. DynamicRF calculates the channel utilization for each AP
based on these adjacencies, and then selects channel 11 for AP 2 operations and channel 6 for
AP 1 operations. These selections allow the least amount of overlap possible while also
conforming to normal channel planning concepts.

DynamicRF Power Algorithm

The dynamic power algorithm operation used by DynamicRF operates similarly to the channel
algorithm operation in that it detects Bluesocket AP adjacencies. However, when adjacency
datais sent back to VWLAN, DynamicRF sets transmit power for an AP by considering only the
adjacencies from APs in the same domain. If an adjacent AP is detected on the same channel,
at a power level higher than the Transmit Power Interference Threshold specified in the
DynamicRF profile, DynamicRF reduces one or both of the APs’ power. The channel is then
scanned again by each AP, and the power reduction takes place again if the APs still detect
each other at a high RSSI. The power algorithm always takes place after the channel algorithm
has run and set channels for the AP (or it runs independently if it is run without the channel
algorithm).

Operation Example

In this example, DynamicRF was already used to properly set the appropriate channels for all
working APs. Figure 15 below illustrates two APs, AP 1and AP 2, that although not directly next to
each other, can still hear each other on the same channel at a signal strength above the
configured transmit power interference threshold setting of -80 dBm.
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Figure 15: Two APs Using DynamicRF Power Algorithm
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To address this interference, DynamicRF steps power down on one or both APs from 30 dBm to
29 dBm. Both APs once again listen and calculate the signal strength of the other signal. If it is
still above the threshold, power is reduced again and the steps are repeated until the APs

cannot hear each other at a signal strength higher than the transmit power interface threshold
value.

DynamicRF Operation on an AP First Boot

DynamicRF is used from the first moment the AP begins operation. The next sections outline the
order in which AP operations occur and their impact in DynamicRF operation. Figure 16 visually
outlines this process.

Figure 16: DynamicRF Order of Operation
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The configuration of the DynamicRF mode setting for the AP radio can affect
the DynamicRF operation as it is described below. If the DynamicRF mode is set
——] toSetOnce and Hold (default) or Continuous, DynamicRF operates as
—— | described. If DynamicRF mode is set to Disabled, you must configure all radio
settings manually. In addition, if some specifics of AP configuration are set to

auto, DynamicRF operation can be affected. See Configuring the DynamicRF
Profile.
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» Dedicated Sensor Mode: When Bluesocket APs are added or moved into a domain for the first
time, both the 2.4 GHz and 5 GHz radios of the AP enter dedicated sensor mode once their
firmware upgrade is complete. They stay in this mode for one minute, in which the radios do
not service clients but rather listen for sources of interference on each channel. Interference
types detected during this time include neighboring Bluesocket APs, third-party APs, and ad-
hoc networks on each channel.

« Communicate Interference to VWLAN: Once the APs have listened for interference during the
dedicated sensor mode, they pass the list of learned interference sources and these source
signal strengths to vVWLAN over the secure management and control channel. While the APs
are in sensor mode, and not beaconing, neighboring active APs do not detect these APs.
Once interference sources are communicated to VWLAN, if the AP is booting up for the first
time in this domain, it begins channel scanning. If this is not the first boot of the AP, the AP
does not begin channel scanning, but rather, DynamicRF configures or recommends radio
channel and transmit power settings based on the information gathered and set in the
DynamicRF profile.

» Channel Scanning Mode: If this is the first boot for the AP in this domain, it enters channel
scanning mode for three minutes after the initial one minute in dedicated sensor mode.
While in this mode, the 2.4 GHz and 5 GHz radios send a channel scanning beacon SSID on
each non-overlapping channel per radio. These channels are determined by the country in
which the AP operats. For example, in the United States, the channel scanning SSID is
broadcast on channels 1and 36 for the first minute (for the 2.4 GHz and 5 GHz radios
respectively), 6 and 48 for the second minute, and 11 and 161 for the third minute. During this
period, any new Bluesocket APs that boot up concurrently learn about each other, and any
existing active neighboring Bluesocket APs learn about the new APs when the new APs visit
the channel on which the existing active APs are operating.

+ Communicate Interference to VWLAN: After the channel scanning mode, APs report any newly
detected sources of interference to VWLAN over the secure management and control
channel. Using this information, and information specified in the DynamicRF profile,
DynamicRF configures or recommends radio channel and transmit power settings.

» DynamicRF for Channel Assignment: Once the AP was through the dedicated sensor and
channel scanning modes, VWLAN runs a dynamic channel algorithm using the data it
receives from the APs. This algorithm determines the number of neighboring interference
sources on each channel and takes into account AP and ad-hoc network sources of
interference and signal strength information. You can configure these settings as described
in Configuring the DynamicRF Profile. Once the algorithm has run, channels and transmit
power settings are assigned to the AP. The AP is configured with the channel with the lowest
amount of interference, neighboring APs, and ad-hoc networks. If these values result in a tie,
signal strength information is used to make a channel assignment decision.

» DynamicRF for Transmit Power Settings: After the radio channel has been configured, the
DynamicRF power algorithm is used to determine if radio transmit power should be reduced.
If there are sources of interference, such as neighboring Bluesocket APs in the same domain,
on the same channel with an RSSI equal to or higher than the configured power threshold,
transmit power is reduced.

—. | Transmit power is reduced only if neighboring APs are Bluesocket APs in the
=== 1 same domain and on the same channel. Third-party APs do not impact
transmit power.
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The lower the power threshold is configured to be (see Configuring the DynamicRF Profile), the
more likely APs with interference or neighbors on the same channel and in the same domain will
reduce power. APs without interference, or neighbors on the same channel, do not
automatically result in reduced transmit power. vVWLAN reduces transmit power only to mitigate
interference, not to create a specific amount of cell overlap.

Configuring DynamicRF
This section contains these topics:

Configuring the DynamicRF Profile ... 183
Applying the DynamicRF Profileto Qn AP ... 186

Prior to VWLAN vesrsion 3.1.0, the default mode for DynamicRF was Set Once and
Hold, such that channels and power would not change after the first boot. As of
VWLAN 3.1.0, new APs will default to Client-aware AP/Sensor mode and the
DynamicRF profile will default to Continuous mode. These settings will allow
= | New APs to run Dynamic RF out of the box and adapt to channel and power
changes in the environment without manual intervention.

While the new default mode allows dynamic changes, we recommend that an
on-site technical administrator evaluate the changes for special situations
and adjust the settings, if needed.

Configuring the DynamicRF Profile

There are various settings that you can configure for the DynamicRF profile. These settings
include specifying the profile name and DynamicRF mode, enabling channel and power
configuration, and specifying power thresholds. Each configurable DynamicRF profile setting is
described in this section.

To configure various settings for the DynamicRF profile:

1. Inthe vVWLAN GUI, navigate to Configuration > Wireless > DynamicRF Profiles.

Configuration Administration

Show / hide columns,
» Role Based Select all

Access Control
» Internal
Authentication - Name = Created Time

» External default 2022-12-30 02:06:23
Authentication
» Captive Portal
¥ Wireless
SSIDs
AP Templates
Access Points
AP Licenses

Showing 1 to 1 of 1 entries

AP Firmware
External
Firmware

Servers Create DynamicRF Profile

DynamicRF
Profiles

Tunnel Profiles

By default, a Default DynamicRF profile already exists. This profile uses all default values for
DynamicRF settings. To create a new DynamicRF profile, click Create DynamicRF Profile. To
edit an existing profile, select the profile name from the list.
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2. In the Create DynamicRF Profile menu, specify the name of the profile in the Name field.
Specify the DynamicRF type by selecting either Set Once and Hold or Continuous from the
DynamicRF Mode field. See DynamicRF Use Cases for additional information about when to
use each of these settings.

F

Create DynamicRF Profile

Name |

DynamicRF Mode [Set Once and Hold »

Enable Dynamic Channel Configuration
Enable Dynamic Transmit Power Configuration

Advanced @

Transmit Power Interference Threshold -[82 | dBm

Minimum Transmit Power |10 dBm (10 mW) v
Maximum Transmit Power |30 dBm (1000 m\W) v

Create CynamicRF Profil
Back

Set Once and Hold: This is the default DynamicRF setting, and indicates that vVWLAN only
configures the RF power and channel settings for APs to achieve optimal RF performance a
single time. After the initial configuration is set by DynamicRF, future changes to the channel
and power settings must be made manually, or a background scan can be scheduled or
run manually. In this mode, neighboring APs do not automatically respond to changes in the
wireless environment.

It is possible to run DynamicRF in the background even when the
— | DynamicRF mode is Set Once and Hold. This allows you to receive
suggested radio setting changes that you can choose to manually accept
later (see Creating DynamicRF Background Scans).

Continuous: This setting indicates that VWLAN continuously evaluates the RF environment
and modifies the AP RF power and channel settings as needed to achieve optimal RF
performance. In this mode, if the environment changes, the APs automatically increase or
decrease power levels or change radio channels to account for the environmental changes.
In general, you should not use continuous DynamicRF if your domain is extremely dynamic,
or for real time traffic (such as voice) or in high-throughput environments.

As of VWLAN 3.1.0, Client-Aware AP/Sensor mode was added as a selection under Radio
Settings in the AP template, allowing the AP to background scan for better channels. When a
better channel is found, the AP will gueue up a change, but will not implement it until all
clients are idle. This practice eliminates issues with clients not following channel changes
during data transmission.

——1 Werecommend to always use Client-Aware AP/Sensor mode with a

p— Continuous DynamicRF profile.

If you edit a previously created DynamicRF profile, and set it to Continuous,
—— any associated AP templates will place the APs in AP/Sensor mode. This
—— | couldcause a disruption to wireless communication. In addition, any
change in channel or radio settings on the AP will cause clients to lose
connectivity to that AP.
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3. Enable Enable Dynamic Channel Configuration by selecting the field. This option is enabled
by default, and specifies that DynamicRF will automatically assign the AP radio to the
channel with the least amount of interference.

4. Enable Enable Dynamic Transmit Power Configuration by selecting the field. This option is
enabled by default, and specifies that DynamicRF will automatically change transmit power
settings of the AP radio based on learned signal strength of other APs.

5. Optionally select the Advanced tab to configure transmit power settings for the DynamicRF
profile.

Specify Transmit Power Interference Threshold by entering a value in the appropriate field.
By default, the threshold is set to -82 dBm. Valid range is =35 to =94 dBm. This setting
specifies that neighboring APs on the same channel with an RSSI of this setting or stronger
will reduce transmit power. The stronger the threshold number, the more likely APs with
neighbors on the same channel will reduce power.

Select Minimum Transmit Power. By default, the minimum transmit power is set to 10 dBm (10
mW). Valid range is 30 dBm (1000 mW) to 1dBm (1.3 mW). This setting specifies that the
transmit power will never be lower than the specified value.

Select Maximum Transmit Power. By default, the maximum transmit power is set to 30 dBm
(1000 mw). valid range is 30 dBm (1000 mW) to 1dBm (1.3 mW). This setting specifies that the
transmit power will never be higher than the specified value.

When the minimum and maximum transmit power values are equal,
DynamicRF always uses that specific power level for transmission. In
addition, certain APs can only operate to a maximum power under 30 dBm
(these parameters are visible in the AP details power configuration
options). Setting the power level above this maximum results in the AP still
functioning at the value below 30 dBm.

6. Click Create DynamicRF Profile to create the profile.

Often it is desired to limit 2.4GHz power levels lower than 5GHz power levels
— | dueto the 2.4GHz frequencies traveling much farther distances. We

=  recommend to create separate profiles for 2.4GHz and 5GHz operation and
- apply them to the AP template accordingly.
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Applying the DynamicRF Profile to an AP

To apply the DynamicRF profile to an AP radio, access the AP template used by the AP and apply
the profile:

1. Inthe VWLAN GUI, navigate to Configuration > Wireless > AP Templates.

Configuration Administration

» Role Based Selectall | Deselectall Delete Show / hide columns
Access Control

» Internal

Authentication - Name = Created Time

» External 4.5 TEST TEMPLATE 2024-07-22 15:19:15
Authentication

P — 2.5 TEST TEMPLATEL 2024-07-25 16:55:46
ve al
v wp o 4.5 TEST TEMPLATE-2 2024-07-26 20:57:46
ire 'S
SSIDs BSAP-6754 2024-07-03 16:25:36
AP Templates default 2024-03-04 15:57:52
Access Points Func-Dummy-Temp 2024-04-15 20:23:41
AP Licenses MRO-DRO 2024-08-05 12:02:11
AP Firmware
External Showing 1 to 7 of 7 entries
Firmware
Servers Create AP Template
DynamicRF
Profiles

Tunnel Profiles
» Ethemet Access
» Unified Access
» System
» Logs and Alerts

2. Select the AP template from this list if you edit a template, or click Create AP Template from
the bottom of the menu if you create a new template.

3. To add the DynamicRF profile to the template, in the Create AP Template or Edit AP Template
menu, navigate to the Per Radio Setting menu. Select a DynamicRF profile from the
DynamicRF Profile field. The default profile appears in this list, as well as any other profiles
you created. Make selections for both the 2.4 GHz and 5 GHz radios.

Enable L3 Maobility

Enable DFS
Scan for Adjacent Wireless Clients

Supported only on BSAP 2000 series.

Tunnel Profile | [Disabled v

Sel

GRE to a remote gateway.

En:

ng a

LAN Profile | |Disabled v

Eth Port is disabled when LanProfile value is Disabled

Per Radio Setting

Attribute 802.11b/g/n/ax (2.4 GHz) 802.11a/n/ac/ax (5 GHz)

Radio Mode | [AP/Sensor Client Aware Mode v | | AP/Senser Client Aware Mode v |
Swxx and Gxoc series BSAF operates in AP mode and have a dedicated 3rd | 3xx B0 5 SAP! ys Oper:

AP mode and have a dedicated 3rd

scanning radio. The sca is not availzble on the 6020 AP's. sca radi ble on the 6020 AP's.
DynamicRF Profile | |default default w
Wireless Mode | [802.11b/g/nfax v 802.11a/n/ac/ax v
80 is treated as 802. for 1800 and 19800 series APs.

80

is supported only

802.11b/g/ax is supported only for 6000 series APs.

Minimum Transmit Rate | [No Minimum v No Minimum v
For 3000/6000 Series APs, any value is treated as 'No Minimum', For 2000/3000/6000 Series APs, any value is treated as 'No Minimum',

Minimurn Transmit Rate is supported only for 1900 series APs.

Channel width | [20 MHz v

4. To apply the DynamicRF profile to the AP template, click Update AP Template from the
bottom of the Edit AP Template menu. All APs that use this template will be updated with the
new DynamicRF profile.
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== | |If the DynamicRF profile is set to Continuous mode, all APs that use this

—— | template will change from AP mode to AP/Sensor mode. This could cause
an interruption in wireless connection.

DynamicRF Use Cases

This section provides more detailed information about DynamicRF use cases, such as when the
AP DynamicRF mode is set to one of the following:

« Continuous Mode (most responsive to changes in the RF environment)
+ Set Once and Hold (most stable, relies on DynamicRF settings at first boot)

« AP/Sensor Mode (able to service clients while performing off-channel background scans;
BSAP 1900 and 2000 Series only)

« AP/Sensor Client Aware Mode

Details of each DynamicRF mode, as well as considerations for their use, are described in these
sections:

ContiNUOUS MOOE ... 187
SetOnceand HOIAMOAE ... .. 188
AP SENSOr MOT o o 188
AP/SeNSOr CIIENt AWAIE MOGE ................ooo oo, 189

Continuous Mode

In DynamicRF, Continuous mode is most responsive to changes in the RF environment. It is most
frequently used in a dynamic environment where automatic changes to power or channel
settings are important.

These considerations are important when deciding to use DynamicRF Continuous mode:

» There can be client disruption with power and channel changes. You should not use
DynamicRF Continuous mode where service disruptions are critical issues. In addition, this
mode might impact real time applications.

» For continuous adaptation to changes in the RF environment through automatic channel
and power setting changes, the AP radio mode should be set to AP/Sensor Client Aware or
AP/Sensor Mode when using DynamicRF Continuous mode. If the DynamicRF mode is set to
Set Once and Hold with an AP radio in AP/Sensor Client Aware Mode or AP/Sensor Mode,
channel and transmit power setting suggestions are provided, but not automatically made.

« If another AP goes online on the same channel as an existing AP, the existing AP might
change channels or reduce transmit power to help prevent interference based on the
DynamicRF settings. Additionally, if an AP goes down, neighboring Bluesocket APs in the same
domain might increase transmit power to compensate for the nonfunctional AP.
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Set Once and Hold Mode

In DynamicRF, Set Once and Hold mode allows the APs to pick the best power and channel
settings DynamicRF finds at the AP first boot for a starting point before manually adjusting
power settings or channels as needed or in tandem with an on-site survey.

These considerations are important when deciding to use DynamicRF Set Once and Hold mode:

* In Set Once and Hold mode, DynamicRF can suggest transmit power changes based on
changes in the environment (after an on-demand or scheduled scan is completed and the
AP radio is set to AP/Sensor Mode). While DynamicRF is in Set Once and Hold mode, the
system administrator can look and determine what channel and power settings should be
accepted.

* When DynamicRF is in Set Once and Hold mode, and the AP radio mode is set to AP mode, the
BSAP 1900 and 2000 Series APs are able to service clients on the current channel. These APs
also report any adjacencies or sources of interference if the source is operating on the same
channel as the AP.

» DynamicRF Set Once and Hold mode is typically paired with an on-demand or scheduled
background scan, see DynamicRF Background Scans. Given that the wireless environment
can change quickly, vVWLAN will create a task to schedule a scan when DynamicRF is
operating in this mode.

AP/[Sensor Mode

When the AP radio is set to AP/Sensor Mode, the BSAP 1900 and 2000 Series APs can service
clients on the current channel while non-intrusively performing off-channel background
scanning on other channels for sources of interference and wireless intrusion detection. Off-
channel background scanning is performed every 10 seconds with a dwell time of 190 ms.

Off-channel background scanning can cause a negligible loss of throughput
= | performance (<10 percent).

Understanding AP/Sensor (Dual) AP Radio Mode

AP/Sensor Mode, commonly referred to as dual mode, is a radio mode that allows APs to service
clients normally on one channel, while being aware of adjacencies and RF changes on other
channels. While generic AP radio mode can only detect adjacencies from other APs on the
same channel on which it is currently operating, the AP/Sensor Mode can listen to other
channels for adjacencies by performing off-channel scanning. Off-channel scanning is
achieved by allowing the AP to switch to a different channel than the one it is servicing once
every 10 seconds. When it is ready to switch, it buffers client traffic and dwells on a different
channel for 190 ms to check for adjacencies before resuming client service.

While this switch can negligibly impact throughput performance (<10 percent), it also allows
DynamicRF to make decisions based on adjacencies on other channels.

When an AP radio set to AP/Sensor Mode is paired with DynamicRF in Continuous mode,
DynamicRF can determine if there is a better channel on which the AP should operate based on
channel utilization data received from off-channel scanning.
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If a better channel is found, a channel change notification is sent to the clients and the AP
moves to the other channel. Although this can cause a slight service disruption, the overall
performance gain received from operating on the best channel can outweigh this risk.

—] Youshould notuse the Continuous DynamicRF mode for critical and real time
= | applications, such as voice and video traffic that cannot easily handle latency.

When an AP radio set to AP/Sensor Mode is paired with DynamicRF in Set Once and Hold mode,
the system administrator can receive DynamicRF suggestions from each channel and then
decide whether to push those suggested changes to the APs at their convenience, or based on
aschedule.

The Radio Mode specified in the AP template determines AP radio modes. To set the radio mode
to AP/Sensor Mode, access the VWLAN GUI and navigate to the Configuration > Wireless > AP
Templates, and select the proper template from the list.

In the template menu, navigate to the Per Radio Setting section, and use the Radio Mode field to
select AP/Sensor Mode for either the 2.4 GHz radio, the 5 GHz radio, or both.

Per Radio Setting

Attribute 802.11b/g/n/ax (2.4 GHz) 802.11a/n/ac/ax (5 GHz)
Radio Mode | [AP/Sensor Client Aware Mode v |
Disabled TP
AP Mode

13 5
. . . Sensor Mode
DynamicRF Profile AP/Sensor Mode default .v
Wireless Mode | [Ap/Sensor Client Aware Mode 802.11a/n/ac/axv

[AP/Sensor Client Aware Mode v|

Once the changes are complete, select Edit AP Template at the bottom of the menu. These
changes willimpact all APs configured to use this template.

AP/Sensor Client Aware Mode

The AP/Sensor Client Aware Mode was added in VWLAN 3.1.0. This mode functions the same as
AP/Sensor Mode except that channel changes only occur when no clients are actively
transmitting. When a channel change is needed, the change is queued and pushed out when
either no clients are connected or when all connected clients are idle. We recommend using
AP/Sensor Client Aware Mode with a Continuous DynamicRF profile.

The AP/Sensor Client Aware Mode carries the same performance degradation
as AP/Sensor Mode.

LIl

DynamicRF Background Scans

You can determine DynamicRF suggestions by a background scan. This non-service impacting
scan looks for improved channel and power settings and also provides the ability to accept or
clear any DynamicRF suggestions. You can schedule these scans, as well as the ability to apply
the suggested changes.
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Creating DynamicRF Background Scans

You can determine DynamicRF-suggested radio settings using background scans in vVWLAN.
These scans allow configured APs to keep servicing clients while simultaneously scanning the
wireless environment for suggested changes in radio settings. There are several methods to
create background scans for DynamicRF, the suggestions from which can be manually or
automatically accepted. These sections outline the steps to create these scans and accept the
suggested changes:

Using AP Jobs to Create a Background DynamicRFScan ..., 190
Running a Background Scan fromthe StatusTab ... 191
Manually Applying DynamicRF SUQQestions ... 192

Off-channel background scans do not impact wireless service as they can
== | allocate minimal airtime to perform off-channel scans, but they can resultin a
negligible throughput performance decrease (<10 percent).

Using AP Jobs to Create a Background DynamicRF Scan
To create a DynamicRF scan that runs in the background using an AP job:

1. Inthe vVWLAN GUI, navigate to Administration > Jobs > Access Points. From this menu, select
Create Access Point Job to begin configuring a DynamicRF background scan.

Configuration Administration

Select all Show / hide columns,

30h Type Next Scheduled Execution APs *

AP Template

Name Action * AP Selector *

Access Points

Activate Pending Activate APs with Pending Firmware
3 On Demand :
Firmware Firmware Upgrades

Traffic Capture Apply Modified On Demand Apply All Modified APs

AP Traffic Capture BSAP2030-00-19-92-4b-fd-
Diagnostics Default Background Scan  On Demand Background Scan  All APs .

Restart

Platform Upgrade Showing 1 to 3 of 3 entries
Patch

Backup/Restore

Create Access Point Job

2. Inthe Create Access Point Job menu, specify the parameters of the job by entering the job
name in the appropriate field, selecting Background Scan from the Action field, specifying
the duration of the scan, and specifying which APs will perform the scan.

You can optionally choose to automatically apply any radio channel and power
suggestions when the scan is complete by selecting the Automatically Apply Channel and
Transmit Power Suggestions During Scan field. If you do not want to automatically apply
these suggestions, for example to avoid wireless service interruption, you can retrieve the
suggestions and apply them manually later as described in Manually Applying DynamicRF
Suggestions. In addition, you can choose to optionally schedule the scan by selecting the
Scheduled field. Once selected, you can specify the frequency, start time, and start date of
the scan. Once you have specified the parameters of the scan, click Create Access Point Job
to create the job.
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Create Access Point Job

Name [ ]

Action [Apply v]
AP Selector [All APs v

Scheduled
Frequency

Scheduled Date |

Scheduled Time [01v]:[00 v [[AM~]

Create Access Point Job

Back

3. Click the play arrow in front of the job in the Jobs > Access Points menu to run the job.

If you selected to automatically apply the suggested channel and power changes once the
scan is complete, you need not take any further action to implement the DynamicRF
suggestions. If you chose to manually apply the suggested changes, see Manually Applying
DynamicRF Suggestions.

Running a Background Scan from the Status Tab

In addition to creating an AP job to run a DynamicRF background scan, you can also run a
background scan from the Status tab in the VWLAN GUL. Using this method to run a background
scan utilizes dual mode on the selected APs, which allows the APs to service channels while
performing off-channel scanning of other channels for adjacent APs.

To run a background scan on selected APs from the Status tab, follow these steps:

1. Inthe vVWLAN GUI, navigate to Status > Access Points. Select from the list the APs on which you
wish to run a background scan. Then, click Run Background Scan from the top of the menui.

Administration

Configuration

View AP Configuration

Dashboards The page will refresh in 60 seconds.  Stop Count!
Select all | Deselectall | Apply | Reboot | Reset to Defaults | Activats Firmware | Run Background Scan | Accept DynamicRF Suggestions | Download Show ! hide columns
Channel
+ Name :iysLo\:ation $ MAC Address ;:_::I %erial Number I"P Address l{ptime Locations * Firm:\rare (‘CNhizzll‘];I P:::er CIic::tls
2 o E . B . i
peenansn 10d, 2h, wLoc-0 4.5.0 (22;:6;:51 e
00-19-92. 00:19:92:4b:fd:00 20301416051557 10.49.191.21 e o i dBm 0
RS 11m 10.49.191.0/24 584879 ?zH;::;? Setiz_20
dem
i 2.4 GH
s e wLoc-0- 4.5.0- (ZigGr-:E;n “2
00-19-92 00:13:02:4f:36:20 3040471605009 1UvL 1L 2% - y Bm 0
e 14m 10.49.191.0/24 684879 (5;30H§1:1;9 .
B dBm
e 10d, 2h wLoc-0- 4.5.0-R- (Zéﬁﬁ:f =
00-19-92 00:19:92:2d:84:c0 6020082305008 104919019 = MRS caasre Pt Bm 0
2d-84-c0 m 918 = :4;4 5GHz=22
( z) =
B, 10d, 2h Loc-0. 4.5.0-R Ziﬁ‘i:'ﬁe o
00-19-92- 00:19:92:2f:81:20 60201723051343  10.49.102.187 oo 2 ot S 20MH2) ey 0 M
»
Using this option runs a Default Background Scan (found in Administration >
Jobs > Access Points). By default, the scan does not automatically apply
—— 1| DynamicRF settings to the APs. In addition, if the AP selected from Status >
=—1 Access Points belongs to an AP template whose DynamicRF Profile set to

Disabled, the background scan will not run on the selected AP as noted in
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= | the Message Column.

2. Apply the suggested changes as described in Manually Applying DynamicRF Suggestions.

Manually Applying DynamicRF Suggestions
To manually apply DynamicRF suggestions to your APs, at your convenience:

1. Inthe vVWLAN GUI, navigate to the Status > Access Points. Any suggested changes for
DynamicRF are listed in the Message column of the menu.

2. Select from the list the APs to which you want to apply the suggestions and then click Accept
DynamicRF Suggestions at the top of the menu to apply the radio and power suggestions to
the selected APs.

Configuration Administration

View AP Configuration
The page will refresh in 60 seconds. Stop Count!

Select all Download Show ! hide columns

Channel

; Mesh q . c T Total
AT %'sLuEatmn ¢ MAC Address portal f:Erlﬂl Number I"P Address Liptlme Locations * Flrm:\rare (‘CNhizz;‘];al P Clients
= . - - = . -
_ 2.4 GHz
BSAPI030- 10d, 2h, Loc-0 4.5.0 (22;36;5_)1 S
00-19-92- 00:19:02:4b:fd:00 20301416051557 10.49.191.21 00w & ‘100:-9 g | drme o _56 dem 0
Wireless IDS Alerts  [PTRZRT m Bt = 5GHz=20
(40 MHz)
dem
_ 2.4 GHz
BSAP3040- vLoc-0- 4.5.0- (z;;ﬁr:::;n -2
00-10-92- 00:19:92:4f:3e:20 3040471600025 lusmASLLY L 10401010024 gesge seHzidg GEM 0
4f-3e-20 7 sGHz=22
(40 MHZ)
dBm
_ 2.4 GHz
EsAPe02] 10d, 2h vLoc-0- 4.5.0-R- (zigGhaH:;JI ==
001992 00:19:92:2d:84:c0 60200823050009 10.49.191.19 | mam LR | A cCHz3s  dBm 0
2d-84-c0 5GHz=22
(40 MHz)
dBm
_ 2.4 GHz
BSAPBOZ0- 10d, 2h vLoc-0- 4.5.0-R- (22=;<3r>:§;9 S0
00-10-92- 00:19:92:2f:81:20 50201723051343  10.49.192,187 ., * " b o 1, dem 0 M

Alternatively, you can create an AP job to accept DynamicRF suggestions. When creating a
job (as described in Using AP Jobs to Create a Background DynamicRF Scan), select Accept
DynamicRF Suggestions from the Action field.

Running DynamicRF on a Heavily Scaled vWLAN System

When operating DynamicRF on a large vVWLAN system with over 750 APs, we recommend to use
caution with any DynamicRF settings and background scans as to not overload the system. A
general recommendation is to utilize Continuous DynamicRF mode with AP/Sensor Client Aware
Mode.

If an administrator wants to run a background scan, we recommend to execute it on smaller
batches of APs for an extended period of time (for example, 100APs for 3 hours) to balance the
load of the DynamicRF process and ensure the best results. You should logically group these
APs, as in a specific building or location.
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Viewing DynamicRF Statistics

You can view the major causes of interference detected by DynamicRF, including both the
number of co-channel and adjacent channel sources of interference, by viewing detailed

statistics for each AP.

To view DynamicRF statistics on the AP, in the vWLAN GUI, navigate to the Status > Access Points.
This menu lists each configured AP. Select the AP you want to view from the list.

Configuration

Administration

View AP Configuration

Dashboards The page will refresh in 60 seconds. Stop Countl
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The selected AP details are displayed including the AP configuration, radio interfaces,
associated SSIDs, and DynamicRF statistics. From this detailed menu, you can view the adjacent
APs, any co-channel APs, and DynamicRF statistics.

Access Point Details

hannel Utilization

12% | Se—
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gaticn
Name Nick-1930 Model 85AP-1930 Not on ot
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1P Address 172 Error
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Status UpToDate
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Applying the AP Template to AP(s)

After you created or updated the AP template, you must apply it to the AP for it to take effect:

1. Navigate to Configuration > Wireless > Access Points. This menu lists any configured APs. To
change the template for an AP or multiple APs, you can either select the AP on which to
change the template by selecting the AP from the list or selecting Select all.

Configuration Administration

View AP Status
* Role Based Move AP(s) to AP template w

Access Control X
Select all Show ! hide columns

» Internal

i ] —
» Extemnal
o . Mesh N AP _ N Channel ™
Authenticati
uthen .ca ion + Name S}'sLm:atlon AP MAC Portal Ip Ad»dress Slerml Number Template Upt*lme aen T FIrI‘I]:N'ﬂrE (Channel T
» Captive Portal s x ¢ o Width) *
¥ Wireless
SSIDs =4
e — 2.4GHz=1  GHz=11
emplates e 10d, 2h vLoc-0- 4.5.0- (20 MHz)  dBm
00-19-92- 00:19:92:4b:fd:00 10.49.191.21  20301416051557 421 palb d L
Access Points abfdoo 36m 10.49.191.0/24 684879 5GHz=36 5
i alafietl (40MHZ)  GHz=20
AP Licenses dem
APFi
i Irm:r.'are 2.4
ema 2.4GHz=11 GHz=22
Firmware BSAP3040- 0 y
11d, 2h, vLoc-0- 4.5.0- (20 MHz)  dBm
-19-92- [ 9 1( 71 P
Errrm ggzle?zgoz 00:19:92:4f:3e:20 10.49.191.24  30404716050294 421 o 0401010124  sedsTe Conpmide s
DynamicRF e (40 MHz) GHz=22
Profiles dBm
Tunnel Profiles 2.4
Mt saocozo- 10d, 2h Loc-0- 4.5.0-R- ’Zi;Gr:::‘-l S:FZZ
LAN Profiles 00-10-92- 00:19:92:2d:84:0 10.49.191.19  60200823050009 421 belb vec = i, m
- e 41m 10.40.191.0/24 684879 5GHz=36 5
2d-84-c0 (40 MHz)  GHz=22
» System dBm

» Logs and Alerts 24 .

3

2. Select the AP template that you want to apply to the selected APs from the Move AP(s) to AP
template field.

You will be asked to verify that this is a change you want to make.

3. Select OK.

A confirmation is displayed to indicate that the AP template is successfully applied to the
selected APs, and an Admin Task is created. The changes will only take effect once the
configuration is applied.

Configuring Additional AP Settings

In addition to using templates, you can configure AP names to identify each AP. Locations are
initially automatically discovered, but you might need change them if the AP is moved to
another location or is on a tagged location. Radio channels and transmit power settings are
automatically configured by DynamicRF (radio resource management), but you can manually
configure them based on the results of a site survey. When you are manually configuring
channels and transmit power, be sure to disable DynamicRF mode in the DynamicRF profile so
that DynamicRF will not automatically adjust your settings. You can opt to configure the radio
channel and power settings for the AP before it is part of the VWLAN system. By preconfiguring
the AP, and ensuring that DynamicRF is disabled in the AP template, the AP will not enter channel
scanning mode when initialized and the preconfigured AP settings are used.

To configure these additional settings for an AP:

1. Navigate to Configuration > Wireless > Access Points. This menu lists any configured APs.
Select from the list the AP whose settings you want to configure.
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Configuration Administration

View AP Status
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2. Specify the name for the AP, its location, its template, if necessary, AP type, and the radio
channel and signal power for each radio, if you did not use DynamicRF to choose the radio
power and channel.

Edit Access Point

Serial Number 20301416051557
AP MAC Address 00:19:92:4b:fd:00
Country United States
Mame [BSAP2030-00-19-92-4b-fd-00 |
SysLocation [Mote the physical location of the AP |
Location [vLoc-0-10.49.191.0/24 v |
Access Point Template

Changing AP tempiate may set 5Ghz channel to Auto. Please reconfigure if needed.

Installed

Per Radio Settings

802.11b/g/n/ax (2.4 GHz) 802.11a/n/ac/ax (5 GHz)
Channel Auto (36) v
Transmit Power [Auto (11 dBm [13 mW]) v | [Auto (20 dBm [100 mW]) v]
Antenna Gain (dBi) 4 5

* Enter the name of the AP in the Name field. Host names must conform to RFC 952. If the AP
is not named in its configuration, it receives a default name of the BSAP model paired
with the MAC address. For example, a BSAP 1920 with the MAC address 00:19:92:00:79:e0
has a default name of BSAP1920-00-19-92-00-79-¢e0. If no MAC address exists for the AP
because it was not connected yet, then the default name is BSAP- followed by the serial
number. This name is updated to the MAC address format once the AP connects. The AP
name is used to easily identify APs in the VWLAN system.

The maximum character limit for an AP name is 63 characters. The valid
—— characters include alphanumeric (ato z, Ato Z and 0 to 9) and hyphen
p— (-). AP names must start and end with an alphanumeric character and
not a hyphen. Other than hyphens, the AP hame cannot contain any
special characters.
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» Optionally, use the SysLocation field to specify the AP physical location. This information
helps administrators when grouping APs.

» The Location field specifies the VLAN used by the AP. This field is automatically populated
during AP discovery, when the AP adds a VLAN tag from those included in this list to an
untagged VLAN. Typically, you do not have to change this value . For more information
about these locations, see Configuring Domain Locations.

» Select the AP template from the Access Point Template field. These AP templates are the
ones created as described in Configuring AP Templates.

» Specify whether the AP is an indoor or outdoor AP. By default, the AP is listed as indoor or
outdoor based on the AP serial number. If indoor is selected, all channels are available for
the AP. If outdoor is selected, only the legal outdoor channels are available for the AP.

» Specify the channel used by each radio from the Channel field. For the United States, the
802.11b/g/n radio channels range from 1to 11, and the 802.11a/n/ac radio channels range
in intervals from 36 to 161. Other countries might have a different set of allowed channels.
The Auto option specifies that the VWLAN system will assign the radio channel to the AP.
This is the default setting. To configure (or preconfigure) a specific channel for the AP,
select the appropriate option from the field. If DFS is supported by the AP platform, and is
enabled in the AP template, DFS channels are available for selection on the 5 GHz radio.

— Channels 120 through 128 are removed for European countries for DFS

p— functionality.

» Select the signal power for each radio from the Transmit Power fields. Signal strength
ranges from 0 dBm to the maximum power supported by the AP, changing in increments
of 1dBm; corresponding mW values are also displayed. The maximum power supported
is different per AP model. See Configuring DynamicRF for vIWLAN.

— ]| Before specifying channel and transmit power settings manually, disable
—— | the DynamicRF mode in the DynamicRF profile used by the AP template.

» Enter the antenna gain for each radio. External antenna gain can be configured for a
value between 1and 13 dBi for the 2.4 GHz radio and between 1and 19 dBi for the 5 GHz
radio. Internal antennas must remain at the default gain value (see Table 7 for default
antenna gain values per radio). To change the antenna gain value, select the
appropriate dBi from the Antenna Gain field.

Table 7: Default Antenna Gain Values

AP Model 2.4 GHz Radio 5 GHz Radio
(aBi) (aBi)

1920 3 4

1925 3 3
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AP Model 2.4 GHz Radio 5 GHz Radio
(dBi) (dBi)
1930 4 5
1935 3 3
1940 5 7
2020 3 6
2030 4 5
2035 5 5
2120 5 6
2135 5 7

3. Click Update Access Point. A confirmation is displayed indicating the new settings were
applied to the AP.

The FCC has strict regulations regarding antennas and their configuration. For
more information about these rules and their impact on VWLAN antenna gain
— configuration, see Bluesocket Compliance Notice.

In addition, higher value external antenna gain support is limited to those
VWLAN products with certified third party antennas (BSAP 2035 Series and 2135
Series APs).

Viewing APs

You can view the APs connected to VWLAN, their associated domains, and monitor the status of
each AP in the network. In addition, you can view the APs connected to VWLAN, their associated
domains, any connected users or devices, and monitor the status of each AP in the network.

The APs link in the top of the GUI menu indicates the number of APs that are
=1 licensed and assigned to the active domain.

To view APs and AP licenses, navigate to Configuration > Wireless > AP Licenses. Then select
either the Domain (for APs on a specific domain) or Platform tab (for APs on the platform). In this
menu, all configured or associated APs are displayed. The serial number, MAC address (if
Gvoiloble), IP address (if ovciloble), domain, firmware version, country of operation, VWLAN
license, unified access license, and AP status are displayed.
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Configuration Administration

* Role Based
Show ! hide columns

Access Control Selectall Deselectall Delete Reboot
» Internal P
Authentication earch:[ ]
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Firmware
Servers Showing 1 to 8 of 8 entries
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APs will not operate until they are moved into 3 domain.

Viewing AP Details

To view the details of a particular AP configuration, navigate to Status > Access Points. This
menu lists each configured AP. Select the AP you want to view from the list.

Status Configuration Administration

View AP Configuration
Dashboards The page will refresh in 24 seconds. Stop Count!

Glars Selectall Deselectall Apply Reboot Resetto Defaults | Activate Firmware = Run Background Scan | Accept DynamicRF Suggestions | Download
Access Points

Adjacent APs

1 Mesh -
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j e S/\yslucatlon & MAC Address R S:\erlal Number £P Address lipllme Locations & Firmware
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BSAP1800- 6d, 21h, vloc-0- 3.1.0-
Logs 00:19:92:13:91:00 18022413040249 10.19.213.118 i f
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Wireless IDS Alerts.
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The selected AP details are displayed including the AP configuration, radio interfaces,
associated SSIDs, and DynamicRF statistics (if applicable). In addition, from this menu you can
select to edit the AP configuration, view maps, logs, alarms, alerts, traffic captures, and adjacent
APs (if applicable) by using the links at the top right of the menu. These links bring up another
menu, specifically filtered by the selected AP.
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Access Point Details

Name BSAP2040-00-19-52-4f-32-20
SysLocation

MAC Address 00:19:92:4f:32:20
Uptime 10d, 2h, 28m

Serial Number 30404715050254

IP Address 10.43.191.24

Active Locations vLoc-0-10.49.191.0/24

Interfaces

Model 854P-3040

DFS Hardware Ready Yes

Firmuw;

are 4.5.0-684873

AP Template 221
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Error

Status UpToDate
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LAN-2 Disabled Down
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1}

Clients

o

Tax (in Bytes)
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o o

Link Speed
0 Mbps

S5ID BSSID

Authentication

Cipher

Radio

Viewing AP States

You can also manage AP configuration by monitoring the state of the AP. After an AP completes
discovery (and firmware upgrade), VWLAN automatically creates an entry for the AP in the AP
list. By default, all new APs are associated to the default AP template, so the configuration for the
AP (including radio and firmware settings) is based on the values in the default AP template.

When the AP is listed by vVWLAN in the AP list, you can view the status of the AP. An AP status can
be viewed by navigating to Status > Access Points, or by looking at Configuration > Wireless >AP
Licenses. The status is listed in the Status column of the AP list.

The possible AP states include:

» Upindicates that the AP is currently connected to the vVWLAN system, but is not in a domain or

is unlicensed.

» Down indicates that the AP is not currently connected to the VWLAN system.

* Unknown indicates that the state of the AP is unknown.

» Unsupported indicates that the AP has a serial number which is not supported by VWLAN.

* Upgrading indicates that the AP is in the process of loading the latest firmware.

» PendingUpgrade indicates that the AP has downloaded a new firmware image, but it has not

been applied.

» Updating indicates that the AP is in the process of loading its configuration.

» UpToDate indicates that the AP has the latest configuration and is operational.
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When you configure an AP, to determine in what state the AP should be, several factors are
considered in this order:

.

Is the serial number of the AP supported? If not, the AP should appear in the Unsupported
state.

Does the message indicate the AP is connected or disconnected? If the message indicates
the AP is disconnected, it should appear in the Down state.

Is the AP in a domain? If not, the AP should be in the Up state.

Is the AP running the latest firmware (bosed on the AP template Configurotion)? If not, the
latest firmware is pushed to the AP, and the AP should enter the Upgrading state.

Is this the first time the AP has been connected while in the domain? If so, the AP receives the
channel scanning configuration and should enter the Updating state.

If none of the other cases match, the AP receives the current AP configuration and should
enter the Updating state.

Once the AP update is complete, the AP should enter the UpToDate state.

Resetting and Rebooting APs

From time to time the AP might need to reset or rebooted. Although this action will disrupt
network traffic, you can reset the AP to factory defaults to another firmware version, or reboot
the AP from the GUI. In addition, you can configure the AP for disaster recovery support.

To reboot one or more APs:

1.

2.

Navigate to Status > Access Paoints. Select one or more APs to reboot from the APs in the list.
Select Reboot from the top of the menu.

Configuration Administration

View AP Configuration
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Select OK when prompted.
The AP will then reboot.

You can optionally choose to reboot an AP by creating a domain administration job to reboot
all (or a subset) of the APs in the domain. See Configuring AP Jobs for more information.

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A 200



Adtran Configuring AP Jobs

To restore an AP to default settings:
1. Navigate to Status > Access Points.

2. Select one or more APs to reset to the default settings by clicking on the APs in the list. Click
Reset to Defaults from the top of the menu.

3. Select OKwhen prompted.

The AP will then reset to factory default settings. Any errors associated with the AP reset are
displayed in the Error column of the Status tab Access Points menu. vVWLAN configuration
does not change when resetting APs to the default setting. Rather, only the AP-specific
configuration that can be configured through the AP serial menu is reset.

Configuring AP Jobs

In addition to configuring APs using the steps previously described, you can also create jobs
associated with AP configuration. These jobs are tasks that relate to AP configuration and can
be applied to multiple APs at once. For example, to reboot multiple APs, apply a new
configuration to multiple APs, calibrate multiple APs, or restore multiple APs to the default
setting, rather than working through the configuration menus, you can create a single job to
accomplish these tasks. You also have the ability to schedule AP jobs. By default, one AP job
exists to apply configurations to modified APs. The system uses this job when the administrator
makes wireless or firewall changes.

To create an AP job:

1. Navigate to Administration > Jobs > Access Points. This menu lists all current AP jobs. Each
listing includes the available actions for the job, the name of the job, the next scheduled
execution time for the job, the action the job performs, the APs to which the job applies, the
AP template to which the job applies, and the APs affected by the job. To create a new AP job,
select Create Access Point Job at the bottom of this menu, or Domain AP Job from the
Create menu at the top of the GUI.

Administration

Select all Show / hide columns|

Eqb Type Next Scheduled Execution APs *

Action * AP Selector * Ap Template

Name

Activate Pending CDEED: Activate APs with Pending Firmware
VWLAN Firmware Firmware Upgrades

Traffic Capture Apply Modified On Demand Apply All Modified APs

AP Traffic Capture | Y= .1-5 Ty M 00 [ -, ST O
Default Background Scan  On Demand Background Scan  All APs ODESADZOBQ 00-18-92-4b-fd

Showing 1 to 3 of 3 entries
Backup/Restore

Create Access Point Job

2. Enter a name for the job in the Name field.
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Create Access Point Job

Name [ ]

Action [Apply v]
AP Selector [All APs v

Scheduled
Frequency

Scheduled Date |

Scheduled Time :

Create Access Point Job

Back

3. Select the appropriate action for the job from the Action field. Selections include: Apply,
Reboot, Reset to Defaults, Background Scan, Activate Firmware, and Accept DynamicRF
Suggestions.

4. Select the APs to which the job applies from the AP Selector field. Selections include: All APs,
All Modified APs, All APs with Errors, APs using Template, Selected APs, and APs with Pending
Firmware Upgrades. If you choose APs using Template, you must specify a template. If you
choose Selected APs, you must select the APs from a list.

5. To schedule the job, select the Scheduled field to display the scheduling options. Use the
Frequency field to specify how often the job will run: Daily, Weekly, Monthly, or One-time.
Select Scheduled Date to use the calendar to select the beginning date for the job. Use the
Scheduled Time fields to specify the start time for the job.

6. Click Create Access Point Job to create the job.

Once the job was created, it will appear in the job list in the AP Jobs menu. To execute the job
immediately, click the play icon next to the job in the job list. You will receive a confirmation
that the job was completed.
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VWLAN Setup Wizard

In VWLAN firmware release 2.6, a new setup wizard was added. The setup wizard allows users who use
VWLAN for the first time to easily configure the basic networking requirements to connect to and use
VWLAN. The setup wizard provides a simple method for configuring the administrator, SSID, and
domain. This chapter discusses how to launch the setup wizard and the configuration steps included
in the wizard. Details for vVWLAN configuration are not included in this section, but rather are discussed
in VWLAN Administrators, VWLAN Platform Configuration, VWLAN Domain Configuration, vVWLAN Wireless
Configuration, and Configuring Client Connections.

This chapter includes these sections:

Launchingthe Setup Wizard ... 203
Usingthe Setup Wizard ... 204
Applying the Setup Wizard Settings ... 208

Launching the Setup Wizard

The first time you launch vVWLAN, the setup wizard displays by default. If you already created an
administrator, and that administrator logs into the default domain for the first time, the setup wizard is
also displayed. If this is not the first time you launched vWLAN, or if the setup wizard does not launch,
you can optionally launch the wizard manually. There are two methods for manually launching the
setup wizard: enabling the wizard in the domain setting or entering information in your web browser.

To launch the setup wizard manually by enabling the wizard:

1. Navigate to Configuration > System > Settings. Then select the Display Setup Wizard option from
the settings list.
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Configuration Administration

* Role Based

Access Control Show ! hide columns
» Internal S N

Authentication earch:

» External = Name Value * s Hint

Authentication
» Captive Portal

AP to look up the vWLAN Disabled This must be enabled if redirect to hostname is enabled.
g a DNS PTR record?

» Wireless Time in seconds before APs reboot if control channel is confirmed to be lost to the vWLAN (defaults to 24 hours - meaning,
» Ethernet Access AP Control Channel Timeout 14400 APs would reboot 24 hours after confirming that the control channel has been lost). Minimum allowed value is 300
» Unified Access seconds.
v g
SN me 10 An aggressive lease time brings clients on faster after authentication, but may not be compatible with all handheld devices.
Network Clients
Interfaces Display Setup Wizard Disabled Enables setup wizard.
Careln Flush Client Scan Data interval 7 Range accepted from 0-30(In days), 0 means no data will be fushed cut
Settings . - 1f enabled, users will be redirected to the Post Login Redirect URL after web based authentication instead of their original
- Post Login Redirect Disabled P
Branding destinaticn.
Sfurage ?ett.lr.lgs Post Login Redirect URL http: //wwnw.adtran.com ‘H‘[e‘Post Login R_edlrect URL is the URL that the user will be redirected to after web based authentication instead of their
High Availability Fost Login Redirect URL original destination.
Mosaic Mission Redirect HTTPS traffic for . . )
el Unregistered dients Disabled Redirects HTTPS to the captive portal.
> Pa— a
Logs and Alerts .Tirne in minutes b.et.ween updating s Updates dient stats.
internal status (minimum 5)

Time in sarnnds hefare inactive -
Showing 1 to 10 of 10 entries

2. Inthe resulting menu, select Enabled from the Display Setup Wizard field. Then click Update
Domain Setting to launch the setup wizard.

Edit Domain Setting

Display Setup Wizard |Disabled w

Enables setup wizard.

| Update Domain Setting

Show | Back

A second method for launching the setup wizard is to use your web browser. To launch the
wizard using your browser, navigate to your web browser and enter [setup_wizards/launch at
the end of the URL address of your VWLAN system. For example, if your URL is 102.168.100.1:3000,
then 192.168.100.1:3000/setup_wizards/launch will launch the setup wizard.

€« C' | [} 192.168.101.47:3000/setup_wizards/!

— 1 Youcanonlylaunch the setup wizard using this method if you are the network
== 1 administrator, already logged into VWLAN, and your session was not timed out.

Using the Setup Wizard

After the setup wizard launched, you can use the wizard to create a default VWLAN network. The
setup wizard works in two stages: configuring the administrator, and allowing VWLAN to
configure a default wireless network, with default roles for connecting clients, primary wireless
network settings, and default guest roles and network settings. After each wizard step, select
Next to proceed to the next step. When you select Next, the wizard will automatically perform a
validation to ensure that information was entered correctly at each step. If incorrect
information was entered, you will have an opportunity to correct it before proceeding. You can
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also navigate through the wizard using the Previous and Next buttons. If you choose to go to a
previous page, all information entered in the current page is saved. In addition, you can review
all your configurations before selecting Finish to implement the changes and exit the wizard.

To use the setup wizard to configure VWLAN, launch the wizard and complete these steps:

Step 1: Configuring the Administrator ... 205
Step 2: Verifying the Primary and Guest Wireless Networks ............................................... 206
Step 3:Reviewing the Configuration ... 208

Step 1: Configuring the Administrator

The first step of the setup wizard is to configure the administrator. This step allows you to edit an
already configured administrator profile. In this step you can change the current administrator
email, password, and timezone by entering the information in the correct fields and selecting
the timezone from the drop-down menu.

1 Step 1

Administrator

Ermail rootE@adtran. com
Change Password

Password

Password Confirmation

Current Tirmezone Eastern Time {US & Canada)
Timezone (-06:00) Central Time (US & Canada), Guadalajara, Mexico city

Cancel

Be cautious about changing the root@adtran.com administrator email
=== | address using the wizard. This change should be made using the
root@adtran.com link at the top right of the vVWLAN GUIL.

If this is the first time you have launched VWLAN, this is the default administrator information. If
you do not want to change any of this information, simply deselect the Change Password check
box. Once all the information has been entered, select Next.
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Step 2: Verifying the Primary and Guest
Wireless Networks

In this step you verify default SSIDs for both a primary and guest network. These SSIDs are
automatically added to the default AP template.

Primary Wireless NetwWork ... 206
Guest Wireless NetWOrK ... 207

Primary Wireless Network

The primary wireless network provides safe wireless access for corporate users on the vVWLAN
network. There are two different authentication methods provided with the primary wireless
network: WPA2-PSK and Open System. If you select WPA2-PSK, you can configure a preshared
key for the SSID. When a user connects to the network, they enter the preshared key to access
the network. If Open System is selected, no authorization is required for the user to connect to
the network, but rather the user is redirected to a third-party captive portal login page.

To configure the primary wireless network:

1. Enable the primary wireless network by selecting the Primary Wireless Network field. By
default, this field is selected.

2. Specify the name of the primary wireless network SSID by entering the name in the SSID
Name field.

3. Specify whether the network will use WPA2-PSK or Open System by selecting the correct
option from the Authentication field. If you choose WPA2-PSK, you must specify the
preshared key and preshared key confirmation in the appropriate fields.

4. Choose whether captive portal will be enabled for the primary wireless network. If this
feature is not enabled, any users that connect to VWLAN can access the Internet without
limitation. If this feature is enabled, users that connect to VWLAN are redirected to a third-
party captive portal login page before they are allowed to access the Internet through
VWLAN. If you selected Open System as the authentication method for the primary wireless
network, you must configure captive portal.
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1 Step 1 2 Step 2
Administrator Setup Wireless Networks

Primary Wireless Network L4
SSID Name
Authentication "WPA2PSK v

Preshared Key
Preshared Key Confirmation

Captive Portal

If checked, client will be redirected to

the captive portal and you will have
the oppounity to create a user in a
subsequent step.

Guest Wireless Network "4

SSID Name

Authentication

5. Optionally configure the guest wireless network.

Guest Wireless Network

Open System

If checked, guest SSID will be open
with no encryption and guests will be
redirected to the captive portal where
they can enter an email address.

The guest wireless network provides Internet access for non-corporate users who do not
require access to all of the VWLAN network. The guest wireless network only requires an SSID
name. Once it is created, it functions as an open system SSID that allows any user to connect to
it without a password or other authentication. vVWLAN places users who connect using this SSID

in a Guest role by VWLAN.

To configure the guest wireless network:

1. Enable the guest wireless network by selecting the Guest Wireless Network field.

2. Specify the SSID for the guest network in the SSID Name field.

1 Step 1 2 Step 2
Administrator Setup Wireless Networks

Primary Wireless Network L4
SSID Name
Authentication "WPA2PSK v

Preshared Key
Preshared Key Confirmation

Captive Portal

If checked, client will be redirected to
the captive portal and you will have
the oppounity to create a user in a
subsequent step

3. Click Next.

Guest Wireless Network <

SSID Name

Authentication

Open System

If checked, guest SSID will be open
with no encryption and guests will be
redirected to the captive portal where
they can enter an email address.
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Step 3: Reviewing the Configuration

After you specified the administrator and wireless networks, you can review all your information
before finishing the wizard. After reviewing the configuration summary;, if everything is correct,
click Finish. If you need to make changes, use the Previous and Next buttons to navigate through
the wizard and make changes.

You can select Click to show further details to display all the actions the wizard will complete
once Finish is selected.

Select Finish when your changes are complete.

Configuration Administration

* Role Based ;
Ao Cand Show / hide columns
» Internal 5 he
Authentication earch: ]
» External - Name Value * < Hint
Authentication look uj
p the vWILAN 5 - - - o
» Captive Portal name using a DNS PTR record? Disabled This must be enabled if redirect to hostname is enabled.
» Wireless Time in seconds befere APs reboot if control channel is confirmed to be lost to the vWLAN (defaults to 24 hours - meaning,
» Ethernet Access AP Control Channel Timeout 14400 APs would reboot 24 hours after confirming that the control channel has been lost). Minimum allowed value is 300
* Unified Access seconds.
= —
el me 10 An aggressive lease time brings clients on faster after authentication, but may not be compatible with all handheld devices.
Network Clients
Interfaces Display Setup Wizard Disabled Enables setup wizard.
Lol Flush Client Scan Data interval 7 Range accepted from 0-30(In days), 0 means no data will be fushed out

If enabled, users will be redirected to the Post Login Redirect URL after web based authentication instead of their original

Post Login Redirect Disabled destination.
Dost Login Redirect URL i i T ET Th.elPost Lug\n P:edlrect URL is the URL that the user will be redirected to after web based authentication instead of their
9in Redirect URL original destination.
Mosaic Mission Redirect HTTPS traffic for . . .
Control ey Disabled Redirects HTTPS to the captive portal.
» Logs and Alerts Time in minutes between updating

Updates client stats.

internal status (minimum 5)
Time in sprands hefars inactive

Showing 1 to 10 of 10 entries

Applying the Setup Wizard Settings

If this is the first time you configured vVWLAN, and you do not have an AP associated with the
default domain or AP template, you will need to bring the AP into the domain and assign it the
default AP template. Details for this action are described in Associating APs with a Domain.

If you already have an AP in this domain, you must push the new configuration to the AP
manually. To do so, select Domain Task at the top of the VWLAN menu. Details of this operation
are described in Administrative Tasks.
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VWLAN Serial Console
Configuration

In addition to using the GUI, you configure certain parameters using the VWLAN or AP serial console.
For more information, see the BSAP vWLAN CLI Reference Guide.
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VWLAN Wireless Configuration

After your VWLAN domains and APs were configured, you must configure the wireless parameters for
your AP. Wireless configuration revolves around configuring SSIDs, SSID security parameters, using an
AP template model, understanding AP status indications, using DynamicRF, and configuring wireless

roaming parameters and tunnel profiles. This chapter contains these sections:

Configuring AN SSID ... 210
Configuring a TUNNel Profile ... 217
Configuring DynamicSteering for VWLAN ... 219
Viewing Adjacent AP Neighbors ... 225

SSIDs represent a particular 802.11 wireless LAN. In VWLAN, there can be up to 16 SSIDs per AP (8 per
radio). An SSID provides a unique set of connection parameters by broadcasting independent
security attributes. You can configure an SSID for both radios, for the 2.4 Ghz radio only, for the 5 GHz
radio only, or for neither radio. In addition, you can link SSIDs to the login page viewed by customers,
allowing you to specify a specific login page based on SSID.

Configuring an SSID

To allow wireless clients to connect to the vVWLAN network, each AP domain must have at least one
SSID.

To configure an SSID:
1. Navigate to Configuration > Wireless > SSIDs. This menu lists any previously configured SSIDs.
» To edit an already configured SSID by selecting the SSID from the list.

» To create a new SSID, select Create SSID from the bottom of the menu or select Domain SSID
from the Create menu at the top of the GUI.
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Administration

Configuration

Selectall Deselectall | Delete

Show / hide columns

- Name ¢ Role Broadcast * Authentication * ¢ Enable Captive Portal Authentication Cipher * DynamicSteering * Fast BSS Transtion *
421 AllowAll Yes Open System No Disabled No No
Showing 1 to 1 of 1 entries
AP Templates
Access Points
AP Licenses
AP Firmware
External
Firmware
Servers Create SSID
2. Enter a name for the SSID. SSID names can be up to 31 characters.
Create SSID
Name/ESSID [Enter up to 31 characters.
Broadcast SSID
Authentication
Cipher |[Disabled v
Enable Captive Portal Authentication [J
Registered Role
Accounting Server
DynamicSteering [
E icky client prevention technology (including 802.11k and 802.11v). Requires 551D
a
Convert Multicast/Broadcast Network Trafﬁc To [Convert broadcast and mulficast fo Unicast v
Unicast
Dynamic Multicast Optimization
Dynamically enables or disables multicast to unicast conversion based on Radio Channel Utilfization Threshold entered below.Not
supported on 6000 series APs.
Channel Utilization Threshold [80
Enter radio channel utilization threshold value percentage. If threshold is exceeded, multicast to unicast conversion is disabled.
Multicast Rate Optimization
itting multicast traffic at the highest common transmit rate of multicast clients in the group.Not supported on 6000 series
Tunnel WLAN Traffic [
Not supported on 3000 and 6000 series APs.
Create SSID)
Back

3. Enable SSID broadcasting by selecting the Broadcast SSID field.

4. Determine the type of authentication to be used by the SSID. The use of Captive Portal

(discussed in step 6) can influence authentication options and methods so it is important to
keep the required Captive Portal settings for the SSID in mind when you configure the
authentication parameters. Select the proper authentication method for the SSID from the
Authentication field. Authentication choices include: Open System, WPA2-Enterprise, WPA2-
PSK, WPA3-Enterprise 192-Bit, WPA3-Open, WPA3-Personal, and WPA3-Personal Transition.

Descriptions of each authentication type are provided as follows:

Open System: Open system authentication means that there is no client verification when a
client attempts to connect to the SSID. With open system, you can choose not to use a
cipher for data protection. To select open system as the authentication method for this SSID,
without a cipher, select Open System from the Authentication field and proceed to step 6.

WPA2-PSK: WPA2 with PSK is a personal authentication method that allows you to specify a
pass phrase used to connect to this SSID. This method supports Advanced Encryption
Standard and Counter Mode CBC MAC Protocol (AES-CCM) encryption. To select WPA2-PSK
as the authentication method for this SSID, select WPA2-PSK from the Authentication menu.
AES-CCM is selected by default from the Cipher field. You will also be prompted to specify a
preshared key for this authentication type. Preshared keys must be eight digits or greater.
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You can use WPA2-PSK with a registered or un-registered role. With a registered role, users
are authenticated by providing the preshared key. Upon providing the correct preshared
key, users are placed into the specified registered role. With an un-registered role, users are
first authenticated by providing the preshared key. Then, they are redirected to the login
page for Captive Portal authentication.

With the WPA2-PSK authentication method, as of VWLAN firmware release
3.6.0 and later, you can optionally choose to configure multiple keys to be
— used on a per-client basis. This feature allows clients to authenticate each
=—1 device with a different password, rather than using the single shared key for
7 all connecting clients. See Configuring WPA2-Multikey Client Connections
for more information about configuring this feature.

WPA2-Enterprise: This method allows clients to connect to the SSID with AES-CCM encryption.
It uses the RADIUS 802.1X authentication server for client authentication. To select this
authentication method for this SSID, select WPA2-Enterprise from the Authentication menu.
AES-CCM is selected by default from the Cipher field.

When this method is enabled, Captive Portal Authentication is not available for client
connections (you cannot select the Enable Captive Portal Authentication field), and you
must specify RADIUS 802.1X Authentication Server.

WPAS3-Open: WPA-3 Open authentication method allows clients to connect to the SSID

without passwords, but it encrypts all wireless data traffic. This method supports AES-CCM
encryption. To select WPA3-Open as the authentication method for this SSID, select WPA3-
Open from the Authentication menu. AES-CCM is selected by default from the Cipher field.

If you configure WPA3 authentication methods on the legacy APs, WPA2
methods is used for authentication.

WPA3-Open authentication method is supported only on 6000 series APs.
Non-6000 series APs operate with Open System authentication with Cipher
disabled.

Ll Ll

WPABS-Enterprise 192-Bit: This method allows clients to connect to the SSID with GCMP-256-
bit encryption more securely than the WPA2-Enterprise authentication method. It uses the
RADIUS 802.1X authentication server for client authentication. To select this authentication
method for this SSID, select WPA3-Enterprise 192-Bit from the Authentication menu. GCMP-
256 isselected by default from the Cipher field. When this method is enabled, Captive Portal
Authentication is not available for client connections, but you cannot select the Enable
Captive Portal Authentication field and you must specify RADIUS 802.1X Authentication
Server.

— | WPAS-Enterprise 192-Bit authentication method is supported only on 6000
— series APs. On non-6000 series APs, WPA2-Enterprise fall back is not
supported because of 192-bit certificate incompatibility.

WPA3-Personal: This method allows Wi-Fi 6 certified clients to connect the SSID more
securely than the WPA2-PSK authentication method. This method supports AES-CCM
encryption. To select this authentication method for this SSID, select WPA3-Personal from the
Authentication menu. AES-CCM is selected by default from the Cipher field. You will also be
prompted to specify a preshared key for this authentication type. Preshared keys must be
eight digits or greater.
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You can use WPA3-Personal with a registered or un-registered role. With a registered role,
users are authenticated by providing the preshared key. Upon providing the correct
preshared key, users are placed into the specified registered role. With an un-registered role,
users are first authenticated by providing the preshared key. Then, they are redirected to the
login page for Captive Portal authentication.

— | WPAS3-Personal authentication method is supported only on 6000 series
—— ] APs.Non-6000 series APs operate with WPA2-PSK authentication.

WPA3-Personal Transition: This authentication method supports both WPA3 and WPA2
clients and allows legacy clients to connect to the SSID using the WPA2-PSK authentication
method. This method supports AES-CCM encryption. To select this authentication method
for this SSID, select WPA3-Personal Transition from the Authentication menu. AES-CCMis
selected by default from the Cipher field. You will also be prompted to specify a preshared
key for this authentication type. Preshared keys must be eight digits or greater.

You can use WPA3-Personal Transition with a registered or un-registered role. With a
registered role, users are authenticated by providing the preshared key. Upon providing the
correct preshared key, users are placed into the specified registered role. With an un-
registered role, users are first authenticated by providing the preshared key. Then, they are
redirected to the login page for Captive Portal authentication.

5. If you use the WPA2-PSK method for authentication, choose to use the multikey feature for
client connections by selecting the Multi Key field. Selecting this option means that each
client connecting to the network uses a unique preshared key after authenticating with a
RADIUS server. When this feature is enabled, Captive Portal Authentication is not available for
client connections (the Enable Captive Portal Authentication field cannot be selected), and
you must specify a RADIUS authentication server from the RADIUS Multi Key Authentication
Server menu. After you enable the multikey feature and specify the RADIUS authentication
server, you can continue SSID configuration by proceeding to Step 10.

Create SSID

Name/ESSID |PSK SSID
Broadcast SSID #

Authentication |WPA2-PSK v

Enable Captive Portal Authentication

G—'C.-IL.'E Multi Key Authentication Server |Local-FreeRadius ¥ )

DynamicSteering

When the WPA2-Multikey feature is enabled, Captive Portal Authentication
— | S unavailable, and you cannot specify a role for connecting clients. For
— more information about this feature, its configuration, and its use, see
Configuring WPA2-Multikey Client Connections or WPA2-Multikey and
Rolling-PMK in VWLAN.
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6.

== | You can configure the RADIUS Multi Key Authentication Server using the

—— | RADIUS server configuration instructions provided in External RADIUS Web-
based Authentication Server.

If you do not use Captive Portal Authentication, leave the Enable Captive Portal
Authentication field cleared. When Captive Portal is not selected, there are more available
Authentication options versus when captive portal is selected. You can only specify a
Registered Role when not using captive portal. You can use the default Guest registered role
or a previously configured registered role. See Configuring Domain Roles for additional
information on configuring roles.

You must enable Captive Portal and choose an un-registered role to allow
clients to authenticate with web-based authentication. If you choose a
= registered role (and bypass web and MAC authentication), you should
==—=1 either use a strong PSK to protect it, or limit the firewall policy on the role to
protect your internal assets. Choosing a registered role also allows the SSID
to be configured for RADIUS accounting (to track users).

If you use Captive Portal Authentication, select the Enable Captive Portal Authentication field.
When Captive Portal is selected, there are fewer available Authentication options versus
when captive portal is not selected. Also, you can only specify an Un-registered Role when
using captive portal. You can specify the default Un-registered role or a previously
configured un-registered role. See Un-Regjistered Role Type for information on configuring
un-registered roles, Captive Portal, and the Walled Garden feature.

After you select the authentication, cipher, and preshared key (if necessary) information for
the SSID, and configure the Captive Portal settings, specify the login form to be associated
with the SSID by selecting the appropriate form from the Login Form field. By default, each
SSID will use the default login form. If you did not create another login form, you can only use
this option. See Customizing VWLAN Login Forms and Images for more information. You can
select another login form if you already created one, or you can choose to use the default
form from the AP template.

Specify an Accounting Server (if applicable). You can specify an accounting server if you are
not enabling Captive Portal and only with certain authentication options. See Configuring
Domain Accounting.
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9.

10.

Enable Remote Site Survivability (option only available when captive portal is enabled). As of
VWLAN release 3.2.0, a feature was added that supports Remote Site Survivability for PSK and
open SSIDs. If the connection between the AP and both the primary and secondary, VWLAN is
severed, new pre-shared key and open SSID clients will be able to connect. Select Allow new
clients to use the network when the VWLAN is down and specify Role to be assigned when
VWLAN is down.

== | YOu must enable Captive Portal to use this feature. Captive Portal is

— | automatically enabled when a PSK SSIDs is created.

Create SSID

Mame/ESSID  Architecture
Broadcast SSI0 [V
Authentication  Open System -
Cipher Disabled «

Enable Captive Portal suthentication ¥

Registered Role  Architecture Faculty Registered «

/ Accounting Server
Allow new clients to use the network when vWLAN is

down

Role to be assigned when vWLANM is down | Gueast ¥ @

Select DynamicSteering (optional) to enable this SSID to steer dual-band capable Wi-Fi
clients between the 2.4 GHz and 5 GHz bands, which ensures optimal band utilization. This is
a robust feature and additional details are provided in the Configuring DynamicSteering for
VWLAN.

The SSID must be applied to both the 2.4 GHz and 5 GHz radios for each AP
through the AP template. If DynamicSteering is enabled and the SSID is only
used on one band, DynamicSteering will be disabled.

. Select 802.1Ir Fast BSS Transition (optional) to enable continuous connectivity for wireless

devices in motion, with fast, secure, and seamless handoffs from one base station to
another managed Basic Service Set (BSS) within the same Extended Service Set (ESS)

This option is only available when WPA2-Enterprise, WPA2-PSK, WPA3-
Enterprise 192-Bit, WPA3-Personal, or WPA3-Personal Transition
authentication methods are enabled. Non 802.11 compliant clients will not
e able to connect to this SSID. In addition, if the WPA2-Multikey feature is
enabled, this option is not available. For more information, see WPA2-
Multikey and Rolling-PMK in VWLAN.

Not supported on 3000 series AP models. Enabling 802.11r on 30xx will not
— | broadcast SSID.

Specify whether the SSID converts multicast or broadcast network traffic to unicast traffic by
selecting the appropriate option from the list. By default, Convert broadcast and multicast
to unicast is enabled. Other options are Disable, Convert broadcast to unicast, and Convert
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multicast to unicast.

Multicast transmissions are typically sent from one source to several destinations or to all
destinations. From a security standpoint, it is difficult to configure the firewall properly for
multicast transmissions between different client types. Converting multicast to unicast
allows you to police traffic more efficiently to IP addresses or specific users. In addition, when
multicast and broadcast transmissions are sent wirelessly, they use the lowest data rate
available, resulting in lower performance than unicast transmissions. If traffic is converted
from broadcast or multicast to unicast, it is sent using a higher data rate which improves
performance, using less air time. Broadcast traffic must be sent to all clients. It is sent at the
rate of the slowest client. Unicast traffic is sent to a single client, and it can be sent at the
speed of each client rather than that of the slowest client.

Convert Multicast/Broadcast MNetwork Traffic To - :
Unicast ‘ Convert multicast to unicast v ‘

Disable
Dynamic Multicast Optimization | Convert broadcast to unicast

Convert multicast to unicast conversion based on Radio Channel Utllization Threshold entered below,
Convert broadcast and multicast to unicast k‘

Channel Utilization Threshold =
Ender radio channe! uliization threshold value percentage, If threshold is exceeded, multicast to unicast conversion is disabled.

Multicast Rate Optimization [
Enables transmitting multicast traffic at the highest common transimit rate of multicast clients In the group.

If you do not choose to convert multicast network traffic to unicast traffic,
you must allow multicast traffic in the default role of the SSID. See Step 7
— | and Configuring Domain Roles. Note that the default role of an 802.1x SSID is
—— | n-registered. If you do not allow multicast traffic in the SSID default role, and
you do not choose to convert multicast traffic to unicast traffic in the SSID,
then multicast traffic from a unified access host or wireless client on
another AP will not be seen.

When Convert multicast to unicast or Convert broadcast and mulitcast to unicast is
selected, additional multicast optimization options are available.

Dynamic Multicast Optimization ¥
Channel Utilization Threshold |80

Multicast Rate Optimization ¥

» Dynamic Multicast Optimization automatically switches between sending multicast
traffic over-the-air as unicast (converting to unicast) and sending natively as multicast
to ensure the most efficient use of airtime. The switch point is based on the threshold
configured in the Channel Utilization Threshold.

» Channel Utilization Threshold is the radio channel utilization threshold value as a
percentage. When this threshold is exceeded, multicast to unicast conversion is disabled.
A log message (Status > Logs) is generated when multicast to unicast is toggled on/off.

» Multicast Rate Optimization enables transmission of multicast traffic at the highest
common transmit rate of the multicast clients in the group. In cases where DMO
determines that it is more efficient to send traffic over-the-air as multicast, traffic is sent
at the lowest data rate amongst connected clients instead of lowest 802.11 basic data
rate. This optimization works in conjunction with DynamicSteering to ensure traffic is sent
at the highest data rates possible.
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Continue with these steps:

1. Select Tunnel WLAN Traffic (optional) to tunnel SSID traffic to a Wireless Aggregation
Gateway (WAG) if a tunnel profile is enabled in the AP template for an AP. See Configuring a
Tunnel Profile for more information about tunnel profiles.

DHCP Option 82 enables the WAG to prevent DHCP client requests from untrusted sources.
When Tunnel WLAN Traffic is enabled, all client traffic connected to the SSID is GRE
encapsulated. Upon receipt of a DHCP discover or request, the BSAP will add option 82 to
these packets. You can specify the Circuit ID and Remote ID to be used from the drop-down
menus.

Turnel WLAN Traffic ¥
Mot supoorted on 3X000 model AP,

DHCP Option 82 &

DHCP Option 82 Circuit ID | 55ID bl

DHCP Option 82 Remote ID | HOSTNAME i

HOSTNAME+SYSLOCATION+MAC
AP-RADIO-MAC
| CLIENT_MAC

2. Click Create SSID. A confirmation will be displayed indicating the SSID was successfully
created.

The SSID is now available for editing or deletion, and can be applied to APs through AP
templates. See Configuring AP Templates.

Configuring a Tunnel Profile

Creating a tunnel profile provides the ability to tunnel SSID traffic to a specified gateway. Unlike
Layer 3 mobility, which allows seamless roaming of SSIDs from one subnet to another subnet,
this type of tunneling routs AP traffic to a central location. With the tunneling profile enabled, a
tunnel gets created from the AP to the WAG defined in the tunnel profile. All client traffic on the
AP goes through the tunnel to the endpoint network instead of routing through the local
network.

Using a tunnel profile requires:

» Configuring the tunnel profile

+ Enabling the tunnel in the AP template (see Configuring AP Templates)

+ Enabling WLAN traffic for the SSID (see Configuring an SSID)

In addition, there can be interactions between a tunnel profile and a defined user role. See
Configuring Domain Roles. Consider these role definitions when configuring the tunnel profile:

« The WAG handles all quality of service (QoS) configurations, and not the user role. VWLAN
does not handle traffic shaping for tunneled traffic.

» The WAG also handles all firewall configurations, and not the user role. vVWLAN does not
enforces firewall rules for tunneled traffic.
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* VWLAN tunneling supports tagged VLANSs. The location is specified within the role.

» Tunneled traffic flows do not support the location and location group feature of vVWLAN.

To configure a tunnel profile:

.

2.

Navigate to the Configuration > Wireless > Tunnel Profiles. To create a new tunnel profile,
select Create Tunnel Profile at the bottom of the menu. To edit a previously created tunnel
profile, select the profile from the list.

Configuration Administration

! Show / hide columns
» Role Based Selectall | Deselectall Delete
Access Control

N —
» Internal
Authentication - Primary Gateway Address : Secondary Gateway Address Tunnel Type * < Keep Alive Period < Keep Alive Retries
» External No Data Available in Table
Authentication
* Captive Portal Showing 0 to 0 of 0 entries
¥ Wireless
SSIDs
AP Templates
Access Points
AP Licenses.
AP Firmware
External
Firmware
SI0ED Create Tunnel Profile
DynamicRF

Profiles
Tunnel Profiles

¥ Ethernet Access

Specify the tunnel type.
[ g

Create Tunnel Profile

Select Tunnel Type | GRE Tunnel w

Primary Gateway Address | |
Only IP Address is sccepted.

Secondary Gateway Address | |
Optional. Only IP Address is acoepted.
Keep alive Period

Valid range is from 30 to 300.

Keep Alive Retries

Valid range is from 2 to 10.

| Create Tunnel Profile |

Back

Enter the IP address for the primary gateway that will serve as the termination point for the
tunnel. Optionally, you can also enter a secondary gateway address.

Specify the keep alive period in seconds. This interval defines how often to send keep alive
messages used to keep the tunnel open.

Specify the number of times to resend the keep alive message if no response is received
before closing the tunnel.

Click Create Tunnel Profile to create the profile.
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Configuring DynamicSteering for
VWLAN

This section contains these topics:

Overview of DyNAMICSEeEIING ... 219
Steering Safety MeChaniSMS ... 223
Configuring DYNAMICStEEIING ... 223

Overview of DynamicSteering

DynamicSteering is Adtran innovative solution for steering dual-band clients between radios.
Using bidirectional steering, DynamicSteering ensures that clients are connected to the best
radio based on their signal conditions. Bidirectional band steering includes upgrade steering
(2.4 GHz to 5 GHz) and downgrade steering (5 GHz to 2.4 GHz) which allows optimal utilization of
both bands.

DynamicSteering was introduced in software version 2.9.0 and is only available
— for VWLAN and Bluesocket APs (BSAPs) running software versions 2.9.0 or later.
DynamicSteering is supported on all BSAPs.

Traditional band steering is often approached unidirectionally (2.4 GHz to 5 GHz) and steers
clients using pre-association steering (upon first connection). The result is an over-saturated 5
GHz spectrum with slow initial associations or connection times, and in some cases, No
connection at all. DynamicSteering results in a more balanced spectrum usage and only
performs pre-association steering when the load or channel utilization is high. It monitors
clients and automatically matches them to the appropriate radio on the appropriate AP,
delivering consistent, predictable performance and eliminating sticky clients.

A dual-band AP with DynamicSteering enabled makes steering decisions based on:
» Wireless client capabilities

 Signal Strength on the current band

» Signal Strength on the target band

» Medium utilization on current and target bands

 Steering history

There are three primary types of steering supported in vVWLAN and described in these sections:

Pre-association STEErING ... 220
Idle-post Association SteerinNg ... 220
Active Post-association Steering ... 221
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Pre-association Steering

Used only during overloaded conditions, pre-association steering aims to connect dual-band
clients to a band that is not overloaded. A band is considered overloaded when its average
medium utilization over the span of a minute exceeds 70 percent. If the AP sees a dual-band
client sending probe requests and the probe requests on the non-overloaded band exceed a
threshold (20 dB), a blacklist is installed to deny associations and suppress probe responses on
the overloaded band. This is to encourage the client to associate on the non-overloaded band.
The steering safety mechanisms, explained in Steering Safety Mechanisms, are applied to
ensure that clients being pre-association steered are not orphaned if they persistently try to
associate to the blacklisted band on a given AP.

DynamicSteering avoids steering a client too often by incorporating pre-association steering
only when high utilization conditions exist. Otherwise, it performs post-association steering,
allowing the client to determine the algorithm used to associate to a band.

Idle-post Association Steering

The AP monitors activity for all of its associated clients for a time period (10 seconds). This value
is chosen to account for the fact that some clients periodically send packets (such as an
Address Resolution Protocol (ARP) every 15 seconds) as a form of keepalive. These keepalive
packets can result in a client never being classified as idle and therefore, will not be idle-post
association steered.

When a dual-band client does become idle, its uplink signal strength is evaluated to determine
if it would be a candidate for steering to a different band. This evaluation is accomplished by
comparing the signal strength on the non-serving bands to a set threshold.

A separate threshold is defined for upgrade steering (-65 dBm) and downgrade steering (-90
dBm) in non-overload conditions. The thresholds for non-overload steering effectively disable
downgrade steering for two reasons. First, modern Wi-Fi clients generally roam on their own
from 5 GHz to 2.4 GHz once the signal becomes sufficiently weak. Secondly, even at relatively
weak signal strength, the 5 GHz performance is typically better than 2.4 GHz, especially if a 40
MHz channel width or higher is used in 5 GHz and only a 20 MHz channel width is used in 2.4 GHz.

Once the determination is made to steer the client, one of these two mechanisms can be used,
Legacy (non Base Service Set (BSS) Transition Management (BTM) compliant) or 802.1lv (BTM
compliant).

Legacy

The legacy approach first installs a blacklist (denying associations and suppressing probe
requests) on the currently serving AP band and then forcibly disassociates the client. Probe
responses are withheld on the previously serving AP band until the client associates again on a
different band or one of the steering safety mechanisms (explained in Steering Safety
Mechanisms) aborts the steering. If the client still tries to authenticate with the previously
serving AP band, it is rejected. This is usually sufficient to encourage the client to select a
different band.

802.11v

802.11lv is a standard defined mechanism that allows an AP to indicate to a client that it should
move to a new band and provides a prioritized list of candidate APs. For clients that advertise
this capability when associating, the AP attempts to use this mechanism instead of the legacy
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mechanism. There is significant variation in how well various client implementations respond to
802.1lv BTM requests as explained in Table 8.

Table 8: 802.1lv Condition and Behavior

Condition Behavior

Idle steering must succeed before This behavior assumes a client that rejects or
attempting active steering otherwise fails to move to the desired band
under idle conditions is more likely to do the
same when active.

Idle steering fails If idle BTM steering fails, reverts to legacy
steering and considers the device as BTM
unfriendly for 600 seconds.

Repeated active steering fails BTM If BTM active steering repeatedly fails, active
unfriendly timer steering is not performed again until both an
active steering unfriendliness timer expires
(600 seconds) and then a BTM idle steer

succeeds.
BTM-based steering operating in best If the uplink signal strength falls below a
effort case threshold (12 dB) on the serving channel, BTM-

based steering is used without blacklists, and a
failure is not counted against the client.

Clients accepting BTM requests If the client accepts the BTM request but
specifying a different BSSID specifies a different basic service set identifier
(BSSID), BTM-based steering is used without
blacklists, and a failure is not counted against
the client. This helps account for environments
with multiple APs operating within the same
extended service set (ESS) where a client might
see a stronger AP and decides to transition to it.

— 1 Notallclients honor BTM requests in the same manner. The AP will use the
== 1 blacklist and probe response-withholding scheme to improve the reliability of
[ thetransition.

Active Post-association Steering

For clients that support 802.1k and 802.1lv, DynamicSteering can take advantage of these
standards to steer them while they are actively exchanging data. This was not possible with the
legacy steering mechanism due to the time it took for a client to re-associate, which often lead
to application failures.

By utilizing the 802.11v BSS transition management, the clients that support it are able to
transition in a much shorter period of time and applications survive the transition with limited
impact. For a client to become eligible for active steering, it must first be successfully idle
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steered using BTM. Once a client is deemed eligible, certain conditions must be met for it to be
active steered. These conditions and the necessary triggers are explained in the sections that
follow.

Non-overloaded Active Steering

Non-overloaded active steering is dependent on the conditions present on the serving band
which can be the 2.4 GHz or 5 GHz band since DynamicSteering utilizes bidirectional band
steering.

1. While on the 2.4 GHz band, both an uplink signal threshold (40 dB) and a downlink PHY rate
threshold (50,000 Kbps) must be exceeded to transition to 5 GHz. Both conditions are
required to ensure that the client has both a strong enough signal and is not experiencing a
high packet error.

2. For a client currently being served on the 5 GHz band, either the uplink signal threshold (40
dB) or the downlink PHY rate (6,000 Kbps) dropping below the threshold is sufficient to start
the active steering evaluation process to 2.4 GHz. This more relaxed policy attempts to
account for the fact that the PHY rate might stay relatively high even when the signall
threshold has dropped significantly.

Once a trigger occurred for non-overload steering, the AP estimates the downlink and uplink
throughput for that client using the Tx and Rx byte counters (sampled at the beginning and end
of aI-second interval). At the second sample, the last downlink PHY rate is obtained and used to
compute an estimated airtime on the currently serving band. The AP then requests the client
perform an 802.11k beacon measurement on the candidate band. From this downlink RSSI
measurement, the AP attempts to estimate an Modulation and Coding Scheme (MCS) index
value (http://mesindex.com/) that will be achieved by that client (taking into account both the
AP and the client capabilities on the candidate band). From this and the previously measured
throughput, an airtime value is computed. This value is then used to determine whether the
client can fit on the candidate band without causing an overload. This is accomplished by
adding the estimated airtime to the last measured medium utilization and comparing the
result against a safety threshold as follows:

» For 2.4 GHz, 50 percent of medium utilization plus the projection

» For 5 GHz, 60 percent medium utilization plus the projection

If this threshold is not exceeded, the steer is allowed to proceed and the estimated airtime is
added to a projected airtime increase that is maintained until a new medium utilization
measurement is obtained.

Overloaded Active Steering
For overloaded active steering, the trigger is the overload event itself.

1. The AP estimates the airtime of all active steering eligible clients on the overloaded band.
This is accomplished using the same technique as described above when a single client
measurement is triggered. These values are then sorted by airtime in descending order.

2. Each clientis requested in-turn to perform an 802.1k beacon measurement to assess its
performance on the candidate band. From this, a decision is made in the same manner as
above to either steer the client to that band or not depending on the risk of overload. The
estimated rate on the target band must be a configurable amount better than the rate on
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the current band. Once the handling for one client is completed, consideration then
proceeds to the next client with a new 802.11k beacon measurement request.

This process continues until all active steering eligible clients are either exhausted or the
medium utilization falls below the safety threshold (after removing the estimated airtime
amount from the currently overloaded band).

Any time active steering is performed (either for offloading purposes or due to an individual
client crossing of the thresholds), the medium utilization measurement immediately following
the event triggers a steering blackout period (15 minutes). During this period, active upgrade
steers are not allowed in an effort to assess more accurately the previous active steers without
further active steers adding uncertainty to the data. Active downgrade steers are still permitted
to ensure clients can maintain connectivity. Idle steers are also permitted during this blackout
because these clients are not currently active and should not impact the utilization
measurements until they become active.

Steering Safety Mechanisms

Some safety features implemented with DynamicSteering ensure capable clients do not switch
to cellular from Wi-Fi because of steering which helps prevent clients from being steered too
frequently. At a high level, these safety mechanisms exist:

1. Separate timers for legacy and BTM-based steering

* When a client is steered, this timer is started, and the AP is prevented from further steering
attempts until it expires.

° Legacy - 300 seconds
° BTM- 30 seconds

* The maximum amount of time the AP allows for a client to re-associate after being
steered before declaring a failure is 15 seconds.

2. When using the legacy steering approach or BTM steering, the AP will abort the steering if the
client tries to authenticate on the old band too many times (three times within two
seconds).

Configuring DynamicSteering

DynamicSteering configuration settings are only applied within the same SSID. For dual-band
APs, each radio interface (2.4 GHz and 5 GHz) must have the SSID applied to both radios through
the AP template.

DynamicSteering is configured in VWLAN using the SSID configuration menu. This section
describes the steps necessary to enable and use DynamicSteering. By default,
DynamicSteering is disabled.
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To configure an SSID to use DynamicSteering:

1. Navigate to Configuration > Wireless > SSIDs. This menu lists any previously configured SSIDs.

Administration

Configuration

» Role Based Selectall Deselectall = Delete

| Access Control
» Intemnal
| Authentication

- Name ¢ Role

Broadcast *

Show / hide columns.

Authentication * + Enable Captive Portal Authentication Cipher * DynamicSteering * Fast BSS Transtion *

» External
Authentication
» Captive Portal
¥ Wireless

421 Allowall Yes

Showing 1 to 1 of 1 entries

AP Templates
Access Points
AP Licenses
AP Firmware
External
Firmware

Servers Create SSID

Open System No Disabled No No

Select either an existing SSID from the list or create a new SSID by selecting Create SSID.

Select the DynamicSteering option to enable the feature. Make any additional SSIDs setting
changes as necessary and click Update SSID or Create SSID to save the settings. A
confirmation will display indicating the SSID was successfully created.

Create SSID

MName/ESSID

Broadcast SSID

Authentication

Cipher

Enable Captive Portal Authentication
Registered Role

Accounting Server

DynamicSteering

Convert Multicast/Broadcast Network Traffic To
Unicast

Dynamic Multicast Optimization

Channel Utilization Threshold

Multicast Rate Optimization

Tunnel WLAN Traffic

[a2]
B3
o
=

[Enter up to 31 characters.

Disabled v
O

revention technology (including

[ Convert broadcast and multicast to unicast v |

Dynamically enables or disables muiticast to unicast conversion based on Radio Channel L
supported on 6000 series APs.

ization Threshold entered below.Not

[o

Enter radio channel utilization threshold value percentage. If threshold is exceeded, multicast to unicast conversion is disabled.

Enables transmitting multicast traffic at the highest common transmit rate of multicast clients in the group.Net supported on 6000 series
APs,

[m]
Not supported on 3000 and 6000 series APs,

Create SSID

You must apply the SSID to both the 2.4 GHz and 5 GHz radios for each AP
through the AP template. If DynamicSteering is enabled and the SSID is only
used on one band, DynamicSteering will be disabled.

4. To apply the SSID to both radios on the applicable APs, navigate to Configuration > Wireless >
AP Templates. Select the AP template that provides the configuration settings for your APs
(or the default AP template, if applicable). Remember that all APs that use this template will
also be updated.

Select the SSID on which you enabled DynamicSteering and apply to both the 2.4 GHz and 5
GHz radios. Make any additional changes to the AP template as necessary and click Update
AP Template.
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Antenna Mode = O 1 Antenna O 1 Antenna
O 2 Antennas O 2 Antennas
O 3 Antennas O 3 Antennas

® 4 Antennas ® 4 Antennas
Only applies when configured to a value less than what the AP supports. Only applies when configured to a value less than what the

SSIDs 0 items selected Remove all Add all

0 items selected Remove all Add all

+ 421 + 421

Unified Access GroUPS | g jems selected Remove all Add all

Create AP Template]

You successfully enabled DynamicSteering on your SSID and applied it to the AP. Once the
AP template is applied to your AP, the new configuration settings will take effect.

Viewing Adjacent AP Neighbors

Because VWLAN operates using a distributed data plane architecture, APs must be aware of
adjacent APs to guarantee fast client roaming times between APs. VWLAN uses DynamicRF and
a centralized control plane to detect and optimize neighbor APs into clusters, and proactively
shares client information (such as roles, 802.1X keys, and session information) between APs.
VWLAN will automatically discover and configure neighbors, so no configuration is required, but
you can view the adjacent neighbors detected.

To view autodetected AP adjacencies:

1. Navigate to Status > Adjacent APs. In this menu, the APs adjacent to the domain are listed
along with their source MAC address, SSID, channels, channel range, signal strength, sensor
name, and last seen information.
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Viewing Adjacent AP Neighbors

Configuration

Dashboards
Clients

Access Points
Adjacent APs
Locations
Unified Access
Groups

Alerts

Logs

Maps

Wireless IDS Alerts

Selectall Deselectall

¢ Source MAC

Delete  Purge Adjacent APs

- SSID

Download

Primary Channel

Channel Range

Signal (dBm)

Show / hide columns)

[Last 30 Days ~| Search: |

v Sensor Name

= Last Seen

B4:A2:5C:0E:0E:DO

B4:A2:5C:70:7B:A0

00:04:56:9C:80:50

00:26:07:7D:06:08

00:04:56:9C:80:40

00:C8:50:BD:91:40

00:04:56:BD:91:40

00:04:56:BD:86:10

BC:A9:93:E2:59:90

000011111_CNM_SIT_MIG

0011_SS_CNM_SIT migration

01111111111111_cnPilot_RGVN

01111111111111_ cnPilot_RGVN

01111111111111_cnPilot_RGVN

0111_CNMSIT_Voucher

0111_CNMSIT_Voucher

01_CNM_SIT_ESS

8%3%_01_@_ CNM_SIT_Sanity

Showing 1 to 100 of 1,330 entries

1

1 (20 MHz)

6 (20 MHz)

1 (20 MHz)

1 (20 MHz)

1 (20 MHz)

1 (20 MHz)

1 (20 MHz)

1 (20 MHz)

1 (20 MHz)

BSAP6040-00-19-92-2d-05-
80
BSAP6040-00-19-92-2d-05-
80
BSAP6040-00-19-92-2d-05-
80
BSAP6040-00-19-92-2d-03-
80
BSAPE040-00-19-92-2d-05-
80
BSAPS040-00-19-92-2d-05-
80
BSAP5040-00-19-92-2d-05-
80
BSAPE040-00-19-92-2d-05-
80
BSAP6040-00-19-92-2d-05-
80

2024-10-16 09:56:45
utC
2024-10-16 11:32:53
uTC
2024-10-16 01:47:26
utC
2024-10-16 00:29:49
utC
2024-10-16 11:32:53
utC
2024-10-16 03:32:05
Ut
2024-10-16 11:32:53
utC
2024-10-16 11:32:53
uTC
2024-10-16 11:32:53
utC

2. Selecting the entry link in the Source MAC column will attempt to locate the adjacency on a
heat map (if configured).
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Chapter 10

VWLAN Unified Access
Configuration

VWLAN supports unified access and third-party AP connections. Unified access and third-party AP
users look like wireless users to VWLAN, and they operate using the same types of user authentication,
roles, and policies as wireless clients. The difference, however, is that unified access and third-party AP
users do not connect to an SSID. Rather, they connect to an untrusted VLAN. VWLAN software supports
unified access and third-party AP user authentication and traffic forwarding decisions at the edge of
the network. Therefore, no additional hardware is required, since the AP is used as an in-line policy
enforcement device. Unified access and third-party AP traffic flows into the Bluesocket AP through an
untrusted VLAN, where the traffic is authenticated and policed (at Layer 2), and then it flows out of the
Bluesocket AP as wireless traffic would, through a trusted (either tagged or native) VLAN.

Unified access services require an additional unified access license for each AP that will support
unified access users. By default, APs are not licensed for unified access users, and you must request a
unified access license for each AP. See Licensing APs for information about requesting licenses.

Configuring unified access support in VWLAN revolves around configuring a unified access group
(which functions in similar fashion to an SSID for wireless users), configuring switches for unified
access users, configuring unified access redundancy, and monitoring the status of unified access
users. These subjects are covered in these sections:

Configuring Unified ACCESS GIrOUPS ... . ... 227
Configuring Switches for Unified ACCESS ... 230
Unified ACCeSS REAUNTANCY ... 230
Viewing the Status of Unified ACCesSSUSers ... 231

Configuring Unified Access Groups

Unified access groups function in the same way that SSIDs function for wireless users. Unified access
groups provide security attributes and a set of untrusted VLANs for connecting users.

To configure a unified access group:

1. Navigate to Configuration > Unified Access > Groups. Here any previously configured unified
access groups are listed, and the name, login form, accounting server, and associated VLANs for
each access group is displayed. You can edit an already configured access group by selecting
the unified access group from the list. To create a new unified access group, select Create Unified
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Access Group from the bottom of the menu or select Domain Unified Access Group from the
Create menu at the top of the GUL.

Configuration Administration

ct al )i Show / hide columns
~ e Selectall | Deselectall = Delete

A ‘Control
ESsany search: [

» Intemnal = -
Authentication - Name Login Form * Accounting Server * VLANs

» External No Data Available in Table
Authentication

» Captive Portal
» Wireless

Showing 0 to 0 of 0 entries

¥ Ethemnet Access
LAN Profiles
¥ Unified Access

» System
» Logs and Alerts

Unified Access Group support is not avaikable for Mesh APs.

Create Unified Access Group

2. Enter the name of the access group in the Name field. The name must conform to host
name standards from RFC 952, and can be up to 32 characters long. This name will be
displayed in active connections summaries.

r

Create Unified Access Group

Name | |
Enter up to 32 characters.
Roaming SSID | |
Enter up to 32 characters to allow third party roaming.
DHCP 20 |
DHEP override (seconds).

VLAN | |

Enter a list of VLANS i.e. 100,200-204,400.

Login Form | Default from AP Template v

Role

|Create Unified Access Group)

3. Enter the roaming SSID for the unified access group in the Roaming SSID field. Roaming SSIDs
determine whether roaming is allowed between Bluesocket and third-party APs. When the
AP sees unified access traffic, VWLAN has no way to know whether that traffic is from a hard-
wired client or bridged through a third-party AP. If this value is set in the unified access
group, then vWLAN treats the unified access group as being from a third-party AP with the
specified SSID. When specified, if a user roams to or from this unified access group to an
actual BSAP with the same SSID, then the user does not have to reauthenticate. The roaming
SSID can be up to 32 characters in length, and should match an advertised SSID on the AP.

4. Enter the DHCP override value in the DHCP field. This value overwrites the DHCP lease time
configured on the network DHCP server. If this value is set to O, then no override takes place,
and the clients receive the DHCP lease time from the normal DHCP server. By default, this
value is set to 20 seconds. The valid range is 7 to 86400 seconds. This setting can be useful
because it allows administrators to force a logout or timeout for unified access users. In
web-based authentication, a logout forces the user to return to the un-registered role and
reobtain a NAC address from the AP. Since the DHCP lease time from the network DHCP
server can be lengthy, the AP must override it to force the client back to the NAC address
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without the need to manually release and renew the IP address (or reboot the AP).

5. Enter the VLANs associated with the unified access group by entering the VLANs (or a range
of VLANS) in a list (separated by commas) in the VLAN field. The listed VLANs cannot be
overlapping. This is a list of untrusted VLANs used by the unified access group to obtain
access to the VWLAN network. Untrusted VLANs are VLANs that carry untrusted unified access
group traffic from a port where the client is connected to the trunk port where the AP is
connected. There are two restrictions to VLANs associated with unified access groups: an
untrusted VLAN can only be a member of a single unified access group, and an untrusted
VLAN cannot overlap with a trusted location. Therefore, no two unified access groups can
share the same untrusted VLAN because the untrusted VLAN tag is used to determine the
unified access group, and if a trusted location exists with a specific VLAN, then that VLAN
cannot be part of any unified access group.

— VLAN IDs 0 and 1 are not allowed.

6. Selectthe login form to associate with the unified access group from the Login Form field.
This is the login form that will be viewed by unified access group users connecting to the
VWLAN network. You can select from a previously created login form, or use the default form.
For more information about creating login forms, see Customizing vVWLAN Login Forms and
Images.

7. Select the user role to associate with clients connecting to vVWLAN through this unified
access group from the Role field. This role is the role in which all users are initially placed
when connecting. Depending on the authentication strategy for unified access users, this
should be either the Un-registered (default) role, or a specific role. For more information, see
Configuring Domain Roles.

If you selected a specific role (rather than the default role of Un-registered), then you will be
prompted to also specify an accounting server to associate with this unified access group.
Select the accounting server from the Accounting server field. The accounting server will
track the user throughout their use of VWLAN. For more information about creating
accounting servers, see Configuring Domain Accounting.

To support 802.1X authentication for unified access group users or third-
party APs, the switches or third-party APs should perform 802.1X
= authentication, and the unified access group should be set to a default role
— in VWLAN. Because authentication is performed on the front end, VWLAN
assumes it received traffic from a user that has been authenticated, and
therefore puts the user in a default role without further authentication.

8. Click Create Unified Access Group to create the access group. You will receive confirmation
that the access group was created.

The created access group is now available for editing or deletion, and will appear in the
unified access group list under Configuration > Unified Access > Group.
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Configuring Switches for Unified
Access

In a VWLAN network, additional switches are often used when configuring unified access. You
can configure a single switch or multiple switches to connect to VWLAN. In a single switch
configuration, the unified access users and the AP are on the same switch.

To configure an AP that is connected to an edge switch to support both unified access and
wireless users simultaneously, three configurations are necessary on the switch:

1. Add an untrusted VLAN to the switch to support unified access connections to VWLAN.

2. Configure a unified access user port (or ports) as the access port(s) assigned to the
untrusted VLAN.

3. Configure the AP port as an 802.1q trunk port (if it is not already) and configure the port to
allow the untrusted VLAN.

In a multiple switch configuration, the unified access users and the AP are on different switches.
To configure an AP that is connected to a different edge switch than the unified access users,
two configurations are necessary:

1. Add an untrusted VLAN tag, for the untrusted VLAN used by unified access users, to the
switch uplink port on the first switch (the switch used by the unified access users).

2. Trunk the untrusted VLAN to the second switch (the switch used by the AP).
This configuration is useful to support unified access users when all the APs in the vVWLAN
network are connected to dedicated Power over Ethernet (PoE) switches with no available
ports.

— ] Although you can configure a multiple switch configuration for unified access
— to VWLAN, the clients and the AP should be on the same switch.

Unified Access Redundancy

There are two types of unified access redundancy available on VWLAN: VWLAN redundancy and
unified access AP redundancy. You can achieve VWLAN redundancy through high availability. If
high availability is configured, then both unified access and wireless users will failover with zero
packet loss during a VWLAN failover (see Configuring High Availability for more information).

Unified access AP redundancy can occur when an AP servicing an untrusted VLAN segment
fails. Two scenarios can occur: first, if there is no other unified access licensed AP with access to
that VLAN segment, the segment is down and all users cannot pass traffic until the failed AP
recovers. Second, if there are one or more APs with unified access licenses that can access that
VLAN segment, the system chooses the least loaded AP to take over the untrusted VLAN

segment.
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There might be some packet loss as the system detects the down event and reassigns the
untrusted VLAN or as the switches relearn the bridge table. Client reauthentication is not
required during unified access AP redundancy.

Viewing the Status of Unified Access
Users

VWLAN auto-discovers the VLANs that are available for APs with unified access licenses. The
system detects whether two APs are on the same untrusted VLAN segment by determining if the
two APs see the same client traffic, allowing the system to ensure that only one AP is active at
any point on each untrusted VLAN segment. The administrator can view which APs are active on
which segments, which gives insight to the load balancing used by vWLAN and facilitates
troubleshooting.

To view the status of unified access groups, navigate to Status > Unified Access Groups. The
name, status, AP host name, roaming SSID, segment, and untrusted VLANs for each configured
unified access group are displayed.

Configuration Administration

Dashboards Show ! hide columns

Cllents search:[ |

Alx.sss Points = Name T Status <+ AP Name T Roaming SSID T Segment < Untrusted VLAN
Adjacent APs

No Data Available in Table

Unified Access Group: . .
Showing 0 to O of 0 entries

Wireless [DS Alerts

You can also view the status of unified access users by using the Status tab. See Diagnostic
Tools and Managing Users and Locations for more information about viewing and managing
users.
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Configuring Client Connections

After you configure the vVWLAN platform, the APs, and the wireless and wired connections for vVWLAN,
you should configure the connections that clients will experience when connecting to vVWLAN.
Configuring client connections includes configuring the login forms and images displayed when
clients connect to the network, specifying guest access parameters, and generating wireless hot
spots. This chapter describes these tasks:

Customizing VWLAN Login FOrms aNd IMAQES ... 232
Configuring Guest Access Parameters ... 251
Wireless HotSpot Account Generation ... 255
Configuring WPA2-Multikey Client Connections ... 261

Customizing VWLAN Login Forms and
Images

You can customize the login screens presented to users of the VWLAN system based on the
authentication methods required on the VWLAN network. You can configure the settings for user and
guest logins by creating a login form specific to a user profile, whether that profile is for internal users
or guest access. A default login form exists when the VWLAN system is initiated.

You can edit the default login form, or create a new one based on the needs of your network. Each
login form includes defining to which AP templates the login form applies, which login type (email
authentication, user nc:me/possword authentication) is presented, the terms of service for the user,
specific login settings, captive portal settings, and the design of the login menu. The administrator for
the specific domain creates and edits login forms.

To create or edit a login form, access the GUI and navigate to Configuration > Captive Portal > Forms.
The existing login forms are listed. You can edit an existing login form by selecting the form from the
list, or you can create a new form by selecting Create Login Form at the bottom of the menu, or by
selecting Domain Login Form from the Create menu.
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Configuration Administration

Show [ hide columns
» Role Based Selectall

‘Access Control

» Intenal = B
Authentication - Name & Title

» Extemnal Default Login Ferm Wireless Network Log In
Authentication

¥ Captive Portal

Showing 1 to 1 of 1 entries

Ttems
Languages

» Wireless

¥ Ethernet Access
LAN Profiles

¥ Unified Access

Groups .
Create Login Form

» System

These sections detail the configuration of a customized login form:

Basic Login Form Configuration ... 233
Configuring Authentication using User Name and Password ........................................... 234
Configuring User Login Authentication Using an Email Address ........................................ 235
Specifying the Login FOrm LaNQUAJE ...t 236
Configuring External RedireCts ... 236
Configuring the User Service Agreement ... 238
Specifying the Login Attempts PArameters ... 238
Configuring the Visual Elements of the Login Form ... 239
Uploading Images and Multimedia for Login Forms ... 246
Customizing the Login LONQUAQJE ... 247
Viewing Customized LOGINPAQJES ... 250

Basic Login Form Configuration

To edit or create a new login form, select the appropriate login form from the list or select
Create Login Form at the bottom of the menu, or select Domain Login Form from the Create
drop-down menu. The first basic steps of configuring the login form include naming the login
form, associating it with SSIDs, and specifying the AP templates that will use the login menu.

To begin configuring or editing a login form:

1. Enter the name of the login form in the appropriate field. Associate a hotspot account with
the login form by selecting an account from the Hotspot account field (see Wireless HotSpot
Account Generation for more information).
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Create Login Form

MName |

Authentication Method
Hotspot account E
Allow User Logins
Allow Guest Logins [
Default Language
Redirect Clients To An External URL |
Install CA Enabled

2. Specify the type of user access and authentication the login form will use.

Configuring Authentication using User Name
and Password

You can configure the login form to allow users to access the Internet through vVWLAN by using a
user name and password. This method of access authentication allows users or guests to
authenticate to the network by using as assigned user name and password (see Configuring
Domain Users for more information about configuring the user name and password). This
method is typically used for registered users, and can be displayed on the login menu
simultaneously with the guest access menu or independently, depending on the needs of your
network. You can create as many separate login forms for different types of users and roles as
you need.

To configure authentication using a user name and password, specify that access
authentication occurs through a user name and password by selecting the Allow User Logins
field. Selecting this option indicates that the login menu for VWLAN Internet access for
connecting clients requires a user name and password before logging into the system. This
option is typically used for configured user accesses, and can be used independently or in
conjunction with email authentication (typically used for guest users).

Create Login Form

Name |

Authentication Method
Hotspot account El
Allow User Logins
Allow Guest Logins [
Default Language
Redirect Clients To An External URL [
Install CA Enabled

Darave if v A maF reauire 5 A certificak
remove I you g0 noL require & LA Certncale.

Unlike with guest user access, you do not have to specify a role associated with the user name
and password authentication because the user will already be associated with a configured
role.
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Enabling Allow User Logins specifies that local users can access the Internet from the secure
VWLAN login menu by entering a user name and password. Users see the following on the login
menu:

Configuring User Login Authentication Using
an Email Address

You can also configure the login form to allow users to access the Internet through vVWLAN by
using an email address.

] The validity of an email address is not verified by the system. A user can enter
=1 anyemail address and it will be accepted. a@b.c is as valid an email as
adam@adtran.com.

To configure the user login authentication using an email address:

1. Specify that access authentication occurs through an email address by selecting the Allow
Guest Logins field. Selecting this option indicates that the login page for VWLAN Internet
access for connecting clients requires an email address before logging into the system. This
option is typically used for guest access, and can be used independently or in conjunction
with user name and password authentication (typically used for registered users).

Create Login Form

MName |

Authentication Method
Hotspot account E|
Allow User Logins
Allow Guest Logins [J
Default Language
Redirect Clients To An External URL [J
Install CA Enabled

Barmnwe if 1 A aE o sire o A rerbife
Remove if you do not require & CA certific

L

e,

2. Specify the role that connected guests will have by selecting the appropriate option from
the Guest role field.

Enabling this option specifies that guest users can access the Internet from the secure

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A 235



Adtran Customizing VWLAN Login Forms and Images

VWLAN login menu by entering an email address. Users see the following on the login menu:

Specifying the Login Form Language

You can optionally choose to specify a language other than English for the login form.
Language selections include Catalan, Dutch, English, French, German, Italian, Portuguese,
Spanish, and Swedish by default, or you can choose any other language configured on the
VWLAN system (see Customizing the Login Language).

To specify the language used on the login form, select the appropriate language from the
Default Language field. The selected language will be used on the user-facing login form.

Create Login Form

Name |

Authentication Method
Hotspot account [w]
Allow User Logins
Allow Guest Logins L]
Default Language
Redirect Clients To An External URL [
Install CA Enabled

Configuring External Redirects

Some applications require using an external or third-party captive portal server. To configure
external redirects, you must specify that clients are redirected to an external URL, provide the
URL, and optionally specify the information that is passed to the external server. If you enable
external redirects, you do not have to configure the additional parameters of the login form.

To configure external redirects:

1. Enable external redirection by selecting the Redirect Clients To An External URL field. Then,
provide the URL of the external server to which clients are being redirected.
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Redirect Clients To An External URL
Install CA Enabled

Base URL of External Server | |

vWLAN Domain ID [domain_id

YWLAN Login Form ID [login_form_id
Client's MAC Address [mac

Client's Access Point MAC Address [ap

Client's Access Point Name [ap_name
VWLAN IP Address [controller
Client's Original URL [destination

Client's IP Address |source

Client's Access Point SSID  [ssid

Client’s VLAN ID [vian

AP Status

AP Template

Double Encoding of URI Parameters
Include RADIUS Option Vendor option [J

Create Login Form

You must ensure that the external server are accessed from the AP and
VWLAN. The external server must notify VWLAN when a client login succeeds
—— | using a URL of the form: https://VWLAN_IP/login.pl?which_
=] form=reg&source=CLIENT_IP&macaddr=CLIENT_MAC&domain_
id=DOMAIN_ID&login_form_id=LOGIN_FORM_ID&bs_name=NAME&bs _
password=PASSWORD.

2. Optionally specify whether VWLAN and its client information is passed to the external server.
To specify that this information is passed along, enter a string for the uniform resource
identifier (URI) parameter in the appropriate fields. You can specify that the client AP MAC
address, the client AP name, the vVWLAN IP address, the client original URL, the client MAC
address, the client IP address, the client AP SSID, the client VLAN ID, and the AP status ID, are
passed to the external server by entering the information in the appropriate fields. In the
example below, the fields are filled with the default values.

3. Optionally, specify whether uniform resource identifier (URI) parameters are double
encoded when sent to the external server. By default, this option is enabled. To disable it,
clear the Double Encoding of URI Parameters field.

4. Optionally, specify whether a RADIUS option is sent to the external server on behalf of the
connecting client. This option allows the RADIUS server to place the connecting clientin a
user role. By default, this option is disabled. To enable it, select the Include RADIUS Option
Vendor option field.

After configuring the external redirect settings, you completed the login form configuration.
Select Create Login Form to create the form. A confirmation page is displayed to indicate
the successful creation of the login form.
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Configuring the User Service Agreement

After configuring the type of user or guest login authentication used on this login form, if you do

not use external redirection, you can specify the terms of service viewed by the user upon login.

You can specify that no terms of service are displayed, or if there are terms of service displayed,
that they are specific terms of service.

If you selected to redirect clients to an external URL, these menu options might
not be available.

To configure the terms of service for a login form:

1. Inthe Create Login Form menu, select the Enable Terms of Service field. By selecting this field
you specify that terms of service are available for the user to view. Users view the terms of
service by selecting them on the secure vVWLAN login menu.

Terms of Service

Enable Terms of Service

Terms of Service URL |

Login Attempts

Maximum Login Attempts [3 |

Enter ‘0" for no max.

Minutes To Delay After Maximum Failed Login
Attempts =

HTML Body
Web Page Title [Wireless Network Log In |
Background Color [fffff |

Foreground Color kkkkek] |
Link Color  EEEECC =
Visited Link Color TSI

Active Link Color [fficcO0 =

2. Specify the URL for the terms of service. This is the URL to which the user is directed when they
select the terms of service on the secure VWLAN login menu. In order for clients to be able to
reach this URL before authentication, the un-registered role must allow HTTP or HTTPS to this
destination host name. You should create a destination host name and associate it to the
firewall policy (see Configuring Domain Roles).

After configuring the terms of service parameters for this login form, you can specify the login
attempt settings for the form.

Specifying the Login Attempts Parameters

After you configured the basic settings, AP templates, access authentication parameters, and
the terms of service settings, you can configure the login attempts settings for the login form.
These settings include the maximum number of login attempts a user is allowed, and the delay
(in minutes) before allowing a user to attempt to login again after the maximum number of
login attempts is reached.
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— ] Ifyou selected to redirect clients to an external URL, these menu options might
—— | notbe available.

To specify the login attempts parameters:

1. In the Create Login Form menu, specify the maximum number of login attempts allowed for
users on this login form by entering the number in the Maximum Login Attempts field.
Entering O indicates there is no maximum number.

Terms of Service

Enable Terms of Service

Terms of Service URL |

Login Attempts

Maximum Login Attempts [3 |
Enter '0" for no max.

Minutes To Delay After Maximum Failed Login |

Attempts L |

HTML Body
Web Page Title |Wireless Network Log In |
Background Color [fffff |

Foreground Color EEkXEE] !
Link Color  EEEECC =
Visited Link Color TSI G

Active Link Color [fficcO0 =

2. Specify the delay (in minutes) before a user can attempt to login again after the maximum
number of failed login attempts has been reached. Enter the value in the Minutes To Delay
After Maximum Failed Login Attempts field.

After configuring the login attempt settings, you can configure the visual elements of the login
form.

Configuring the Visual Elements of the Login
Form

There are several ways you can customize the visual elements of the login form displayed by
VWLAN. You can specify the background, foreground, and links color, the logos used on the
page, which login form is on top, the font size used, the color of the login forms, the spacing
around any logos on the page, the HTML spacing on the page, and also customize the HTML on
the login or thank you menus.

If you have selected to redirect clients to an external URL, these menu options
= | might not be available.

To customize the visual elements of the login form:

1. In the Create Login Form menu, specify a webpage title for the login menu in the Web Page
Title field. Then, select the background, foreground, link, visited link, and active link colors for
the menu. You can enter a web-based color code, or you can select a color from the
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swatches next to the appropriate fields.

Enable Terms of Service

Terms of Service URL

Maximum Login Attempts

Minutes To Delay After Maximum Failed Login
Attempts

Web Page Title

Background Color
Foreground Color

Link Color
Visited Link Color

Active Link Color

Terms of Service

This checkbox is ignored if the URL beloy

Change to & valid URL (and allow & UKL In the Unregisiered role) (o allow the user [0

Login Attempts
B |

Enter ‘0" for no max.

1 |

HTML Body
Wireless Network Log In |
iiiid |

EEEEEE N
Baéscc ]
Goco0e |

[ffecoo =

Specify the logo displayed on the login page. By default, an Adtran Bluesocket logo is

displayed on the bottom left corner of the page. You can select the logo image from the Top
Left Login Image and Powered-By Logo fields. If you uploaded your own logo image to
VWLAN, you can select it here (see Uploading Images and Multimedia for Login Forms for
more information about uploading your own logo image). Optionally, you can specify
whether internal users can change their passwords when connecting to vVWLAN. By default,
this option is enabled. To disable it, clear the Enable Change Password Button field. This
option is displayed on the login form presented to the connecting user, and is available to
clients using internal authentication only. You can also specify that the Bluesocket logo is not
displayed on the login page by selecting the Enable Complete Customization field.
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Top Left Login Image
Powered-By Logo

Enable Change Password Button

Enable Complete Customization

Top Login Form
Font Size

Form Background
Users Background
Users Foreground
Guests Background
Guests Foreground
Links Background

Links Foreground

Logos

[v]

[Logo-Adtran-Black.png v |

ADDIIES [0 infernal aulnentncahion aniy

O

Login Form

Form Colors

ooooo0 |
oossze |
ooooo0 |
pagsacs
ooooo0 |
727273 |
ooooo0 |

— If you select Enable Complete Customization, the administrator must
—— | specify the entire page. In addition, the Terms of Service field must be

Specify which login form appears on top by selecting either Guests or Users from the Top

Login Form field. This option specifies which login appears first on the page. Then, select the
font size for the page from the Font Size field. You can select Small, Medium, or Large.

Specify the colors for the login fields (user and guest) and the date displayed on the login

menu by entering a web-based color code or selecting a color from the swatches in the

cleared.
3.
4.
appropriate fields.
5.

Specify the spacing and location on the login menu of the logos, the login fields, and any

customized HTML by entering the pixel values in the appropriate field. Also specify the total
width allocated for the HTML (you can enter * to display the HTML at the maximum width).
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Spacing

Pixels Above The Top Left Logo [18
Pixels To The Left And Right of The 5

Display Middle Line Between Th
ween The Form And

<@g

Pixels Between The Top And The Customized HTML [60

Total Width Allocated For The HTML [

Right Side Customization HTML

6. Specify any customized HTML that will appear on the right of the login menu in the
appropriate field. You can add your own text, images, or multimedia files to the HTML
displayed on the login menu by uploading files as described in Uploading Images and
Multimedia for Login Forms. Enter the file in the HTML table cell.

Uploaded images must have a source (SRC) relative to local. For example,

—— 1 <img src="local/5/mylogo.gif">. The domain ID must be included in the
—— | folder path (domain ID of 5 in the previous example). You can find the path
for a specific image or preview the image by navigating to the

Configuration tab and selecting Authentication > Captive Portal > tems.

To create custom HTML menus, use special HTML attributes to add the vWLAN specific forms
and elements. For example, specify <I--USERS--> to create a user login menu, specify <!--
GUESTS--> to place a guest email login menu, and specify <I--ADVANCED--> to place a new
account box. To fully customize the user login form, you must create HTML that includes the
bs_name and bs_password attributes, and then enter this custom code in the Right Side
Customization HTML field.

In addition, these will apply when creating fully customized login pages:

These outlines the meaning of each HTML attribute:

<I--HOSTNAME-->
<I--ADVANCED-->

<I--USERS-->
<I--GUESTS-—>
<I==LINKS-->

<I--LANGUAGE-->
<I--REMOTEADDR-->

HOSTNAME specifies the VWLAN Hostname/URL

¢ ADVANCED creates a New Account box

USERS creates a User Login Box

GUESTS creates a Guest Login Box
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« LINKS provides certificate download links

* LANGUAGE provides language change links
» REMOTEADDR specifies the client IP address without NAT

In VWLAN release 2.5.], additional HTML attributes were added. The
differences between 2.5.0 HTML and 2.5.1 HTML are outlined in Fully

Customized Login page Configuration Differences in vVWLAN 2.5.0 and 2.5.1.

The examples that follow are HTML for vVWLAN 2.5.1 and later.

For example, to create a single-click ToS page, enter this:

<p align=center>

<img src="/local/l/CustomerLogo.jpg"><BR>

<hl align=center>Internet Use Policy</hl></p>

<div style="width: 600px;height: 300px;overflow: scroll;overflow-x: hidden; border:

3px double #848484;outline:0;margin:0 auto;">

<p align=left>

***Insert EULA from customer here*** </p> </div>

<form method="POST" action="/login.pl" enctype="application/x-www-form-urlencoded"

name="custom login" class="nospace">

<p align="center">

<input
<input
<input
<input
<input
<input
<input
<input
<input
<input

</p>

type="hidden" name="_ FORM SUBMIT" value="1" />
type="hidden" name="which form" value="reg" />

type="hidden" name="bs name" value="GUEST"/>

type="hidden" name="bs password" value="GUEST"/>

type="hidden" name="destination" value="" />
type="hidden" name="source" value="" />
type="hidden" name="error" value="" />
type="hidden" name="domain id" value="" />
type="hidden" name="login form id" value="" />
type="hidden" name="macaddr" value="" />

<p align="center">

<input

class="btn"/>
</p>

</form>

type="SUBMIT" border="0" value="I Acknowledge Terms & Conditions"

To create a guest-only page, enter this:

<p align=center> <img src="/local/l/CustomerLogo.jpg"><BR>
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<hl align=center>Internet Use Policy</hl></p>

<div style="width: 600px;height: 300px;overflow: scroll;overflow-x: hidden; border:
3px double #848484;outline:0;margin:0 auto;">

<p align=left>
***TInsert EULA from customer here**x*
</p> </div>

<form method="POST" action="/login.pl" enctype="application/x-www-form-urlencoded"

name="custom login" class="nospace">
<p align="center">
<input type="hidden" name="_FORM SUBMIT" value="1" />

<input type="hidden" name="which form" value="guest" />

<input type="hidden" name="destination" value="" />
<input type="hidden" name="source" value="" />

<input type="hidden" name="error" value="" />

<input type="hidden" name="domain id" value="" />
<input type="hidden" name="login form id" value="" />
<input type="hidden" name="macaddr" value="" />

</p>
<p align="center">

Email: <input type="text" name="bs email" id="1 bs email" value=""

size="26" /><br /><br />

<input type="SUBMIT" border="0" value="I Acknowledge Terms & Conditions"

class="btn"/>
</p>

</form>

To create a user name and password login menu, enter this:
<p align=center>

<img src="/local/l/CustomerLogo.jpg"><BR>

<hl align=center>Internet Use Policy</hl></p>

<div style="width: 600px;height: 300px;overflow: scroll;overflow-x: hidden; border:
3px double #848484;outline:0;margin:0 auto;">

<p align=left>
***Insert EULA from customer here**x*
</p>

</div>
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<form method="POST" action="/login.pl" enctype="application/x-www-form-urlencoded"

name="custom login" class="nospace">
<p align="center">
<input type="hidden" name="_ FORM SUBMIT" value="1" />

<input type="hidden" name="which form" value="reg" />

<input type="hidden" name="destination" value="" />
<input type="hidden" name="source" value="" />

<input type="hidden" name="error" value="" />

<input type="hidden" name="domain id" value="" />
<input type="hidden" name="login form id" value="" />
<input type="hidden" name="macaddr" value="" />

</p>
<p align="center">
User Name: <input type="text" name="bs name" value="" size="10"/> <br />
Password: <input type="password" name="bs password" value="" size="10" /><br />
<input type="SUBMIT" border="0" value="I Acknowledge Terms & Conditions"
class="btn"/>
</p>

</form>

7. Specify a customized thank you page by entering the HTML you want to use in the Thank-you
Customization HTML field. This option specifies the thank you text displayed for the client
after login. When fully customizing the thank you page, you can enter <!I--ADVANCED-->
somewhere in your HTML code to customize where the code is displayed.

Thank-you Customization HTML

Enter HTML for Thank-you page. Insert «!--ADWANCED--> in somewhere to customize where the advanced text will be placed,

Create Login Form

After you configure all the customization options for the login form, click Create Login Form
to create the custom form.
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Uploading Images and Multimedia for Login
Forms

You can optionally upload any of your own images, logos, or multimedia files for use with the
VWLAN login form.

—1 Eachdomain has a specific amount of storage space for these files. Refer to
=1 Managing Domain Storage Settings for more information about the storage
settings.

To upload these files:

1. Access the GUI and navigate to Configuration > Captive Portal > tems. This menu lists any
previously uploaded files.

2. Select Create Login Item at the bottom of the menu or select Domain Login Item from the
Create menu to add a new image.

Configuration Administration

elect al Jeled Show / hide columns
» Role Based Selectall Deselectall | Delete

A Control
Aceess Contrl Search: ]

» Intemnal
Authentication Ttem File Name Ttem Path *

» External No Data Available in Table
Authentication

ML oving O to 0 of O entries
Forms

Languages

» Wireless

¥ Ethemnet Access
LAN Profiles

¥ Unified Access

Groups .
Create Login Item

3. Use the Choose File button to select an image from your location, and then click Create
Login item. The file is now available for you to select when creating a login form.

Create Login Item

Itemn | Choose File | Mo file chosen

[Create Login item
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Customizing the Login Language

You can choose to customize the login languages available on VWLAN, if necessary. By default,
VWLAN includes English, Spanish, French, Italian, Swedish, Portuguese, German, Catalan, and
Dutch. To add a new language:

1. Navigate to Configuration > Captive Portal > Languages. Here the included list of languages
for vWLAN is displayed. You can choose to edit or delete an existing language by selecting
the appropriate language from the list. To add a new language to VWLAN, select Create
Language at the bottom of the menu or select Domain Language from the Create menu.

Configuration Administration

» Role Based Selectall Deselectall Delete Show / hide columns
Access Control
Search: [

» Internal
Authentication - Name ¢ Enabled s Character Set
¥ External Catalan true 150-8859-1
Authentication Dutch frue UTEs

Servers lish

Accounting Englis! true 150-8859-1

» Certificates Erench true 150-8850-1
¥ Captive Portal German true 150-8859-1

Forms Italian true 150-8859-1

i Portuguese true 150-8859-1

Languages Spanish true 1S0-8859-1
» Wireless Swedish true 150-8859-1
¥ Ethernet Access

LAN Profiles Showing 1 to 9 of 9 entries

¥ Unified Access
Groups
» System

» Logs and Alerts Create Language

2. Enable the language choice by selecting the Enabled field.
Create Language

Language Configuration
Enabled O

Language Details

Name

Language Code

Character Set

Native Name

Registered Users Translations

Title

Authentication Server

Username

Password

New Password Confirmation

Registered Languags

Login Button

|
|
|
|
New Password |
|
|
|
|

Terms of Service |l accept terms of service.

Guest Users Translations

Title

Email Address

Login Button
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3.

Specify the language details by entering the language information in the appropriate fields.
This information includes the language name, language code, character set, and the native
language name.

Specify the translations for the login page prompts seen by registered users. You will need to
enter translations for the page title, authentication server, user name, password, new
password, reentering the new password, registered language selection, login button, and
terms of service prompts.

Specify the translations for the login page prompts seen by guest users. You will need to
enter translations for the page title, email address, and login button prompts.

Specify the translations for the thank you menu. This is the page viewed by users, whether
guest or registered, once they logged in.

Post-Registration Translations

Thank You Page | |

Link Translations

Change Password

Change Language

Login Personal

|
|
Hotspot Account Generation |
|
|

Install CA Certificate

Software Download |

Localization |

Help |

Hotspot Sign-Up

Signup For |

Hours |

Days |

Weeks

Months

|

|
Proceed Button |
Checkeut Button |
|

|

|

Checkout Button

Sponsor Name (Friends/Family)

Sponsor Password (Friends/Family)

Specify the translations for the links displayed to connected clients. You will need to enter
translations for the change password, change language, hotspot account generation, login
personal, install CA certificate, software download, localization, and help links.

Specify the translations for hotspot pages. You will need to enter translations for the sign up
form, hours, days, weeks, months, proceed, checkout, cancel, sponsor name, and sponsor
password fields.

Specify the translation for hotspot confirmation. You will need to enter translations for the
name, email, and description fields. In addition, enter any notes about the language
configuration.
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Hotspot Sign-Up Confirmation
|
|
|

Name

Email

Description

Notes

MNotes

Thank You Texts

ank You Text |Thank you. You are now a guest on the system.

10. Specify the translation for any thank you information.

1. Specify the translation for the various warnings and notices on the VWLAN system.

Warnings and Notices

You must enable JavaScript in your browser to log in. [You must enable JavaScript in your browser to log in.

Check Terms of Service Reminder [Flaass sccept the terms of service

Rediract Text [Vou wil be redirected after the registration process compietas.

Creste Account Failure Warning [Faikd to creats sccount.

Processing Error Warming [An eror ocourred processing your request:

Guest Login Disabled Warning [Guest logins are not allowsd.

#lrzady Log In Reminder [Vou are alresdy fogged in.

Ussr Login Disabled Warning [User ogins are not allowsd.

Enter Passwaord Reminder [Flease anier 2 pssword

Login Attempts Exceed Limit Warning [You hava stmpied the maximum numEsr of login sitempls. Flezss wail Jujminuies] minue(s) to iy sgain

will be ad by the number of minutes.

Enter Value Reminder [Please enter a vale.

Enter Username Reminder [Flease enter = us=mams

Enter Email Reminder |F'|EE§E enter an email address.

Enter Valid Email Reminder [Fleass enier 3 vaid email sddress

Login Failure Warning [The sysiem zould not lop you in. Flease close 3l browsers, recpen 3 browser, and attempt 10 log in again

Embedded Symbol Disabled Warning | symbolis] are not allewed
Embedded White Space Disabled Warning Whitz =pace(s) are not alowed.
Embeded Symbeol and White Space Disabled Warning [ white space(s) and symbol[s) ar= not slowed

Username Already Used Reminder [This usemame aiready logged in from ancther computer, only Scjnum_of_logins) login{s) per user allowsd

wed

2 the number of sinm

Invalid Card Warning [Invalid card numeer.

Invalid PIN Warning [Invalid PIN.

Invalid Card or PIN Warning
SIP2 Connect Failure Warning
Server Type Invalid Warning

[invalid card number ar PIN.

[Cannot connect to SIP2 Server

[Invalid external server type.

#ccount Disable Reminder [This account has been disabled.

Maximum Logins Exceeded Warning [Mazimum logins excesded.

ID or Paszword Invalid Reminder [Incorect user D or paszword.

Name or Password Invalid Reminder [invalid name or password.

Passwiord Expired Reminder [Your psssword has expired. Please chanpe it to continus.

Password and Confirmation Do Net Match Warning  [Passwend and confirmation do not match

New Passwiord Must Be Different From Current Password Warning [New password must be different from current password

Password Can Only be Changed on Master Error [Sorry, 1 this tme, passwords can only be changed on the mastsr.

12. After entering all the translation information, create the language by clicking Create

Language button at the bottom of the menu.

You will receive confirmation that the language was successfully created, and the language

will now appear in the language list under Configuration > Captive Portal > Languages. The
language will also now be available to add to a customized login form.
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Viewing Customized Login Pages

You can choose to preview your customized login page. These previews are not functional
pages, for example, the links do not function, but you can use them to preview the design and
layout of the login pages. Users or guests will see when accessing vVWLAN.

To view a login page preview:

1. Navigate to Configuration > Captive Portal > Forms. Click the download icon next to the login
form item you want to view.

Configuration Administration

» Role Based Selestally aheclcnia e Show  hide columns
Access Control

B —
» Internal N .
Authentication - Name & Title
» External Default Login Form Wireless Network Log In

Authentication

AT L1 T poving 1 to 1 of 1 entries

Items
Languages

» Wireless

¥ Ethernet Access
LAN Profiles

¥ Unified Access.

Groups .
Create Login Form

» System

2. Atthe prompt, click OK to preview the login form in your browser.

Opening login_form_preview.html @I
You have chosen to open:

@ login_form_preview.html

which is: Firefox HTML Document
from: https://192.168.103.3:3000

What should Firefox do with this file?

_penW|th Firefox (default) st

() Save File

[] Do this automatically for files like this from now on,

[ ok ][ canca |

Your browser will then display the login form preview. Keep in mind that the links will not
function in this preview, and if you use any special characters, the character settings might
default to your browser settings. Close the browser window when you finished previewing
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the login form.
Login pour Invités

Votre adresse de courrier électronique

‘ Identifiez-vous |Go

Login pour Utilisateurs

Configuring Guest Access Parameters

The administrator configures the guest access from the GUI. You can configure guest access to
VWLAN by creating single or multiple guest user account(s), specifying the user name and
password type, and associating the guest user with a connection plan and receipt type. The
guest can then access VWLAN by using their assigned user name and password. You can also
create specific guest receipts for different guest users, as well as specify the connection plans
associated with the users. Each of these guest configuration tasks are described in these
sections:

Configuring GUest Receipts ... 251
Creating Guest User ACCOUNTS ... 253

Configuring Guest Receipts

You can use guest receipts for guest user accounts to keep track of account user names,
passwords, the number of users who can log in simultaneously under the account name, and
the account generation, clean up, and expiration times. By default, one guest receipt exists in
VWLAN under the Default Receipt, and it includes the user name and password for the account.
You can edit the existing receipt template, or you can create new templates as necessary.

To create or edit guest receipts:

1. Connect to the GUI, and navigate to Configuration > Internal Authentication > Guest Receipts.
To edit a receipt, select the appropriate receipt from the list. To create a new guest receipt,
select Create Guest Receipt at the bottom of the menu or select Guest Receipt from the
Create menu.
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Configuration Administration

ctal ) Show / hide columns
» Role Based Selectall | Deselectall Delete

Al Control
RSy search:[ ]

¥ Internal

Authentication . Name % Created Time
o Default Receipt 2022-12-30 02:06:40
Guest Users
Devices Showing 1 to 1 of 1 entries
Plans

Guest Receipts
Hotspots

» External
Authentication

» Captive Portal
» Wireless

» Ethemet Access

» Unified Access Create Guest Receipt
» System

2. Select alogo and iconimage to use in the receipt. Click Choose File to find the images from
a specified location. If you do not want to use a logo or icon image, select the Delete Logo
Image and Delete Icon Image fields.

Create Guest Receipt

Logo Image [ Choosz File | No file chosen
Delete Logo Image
Teon Image Mo file chosen
Delate Tron Image
Name [
Header

3. Specify the name for the guest receipt in the Name field.

4. Specify the header for the receipt. The header is the information displayed at the top of the
receipt. For example, the header below welcomes the guest and announces the purpose of

the receipt.

5. Specify the body of the receipt. The receipt body includes any additional text or instructions
you want included in the receipt, as well as any of the following: guest user name, password,
number of simultaneous users who can log in under this account, the time the account was
created, the time the account will be cleaned up, or the time the account will expire and be
deleted. Each option is specified in the characters {{ }} as follows:

« Forthe user name enter {{name}}

« For the password enter {{password}}

« For the number of simultaneous users enter {{max_num_login}}. If the value is 0, the
number of users is unlimited.
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« For the account creation time enter {{created_at}}
« For the clean up time if the user never logged in, enter {{cleanup_time}}
+ For the expiration time after user login, enter {{expiry_time}}

For example, to display the user name associated with the account, you can enter User
Name: {{name}} and when the receipt is generated, the actual user name is placed in the
{{name}} field.

This example adds extra instructions and includes the account user name, password,
number of simultaneous users allowed, account creation time, and account expiration time:

Body  Your guest account has been created and is now ready to use.
To access your account, follow these steps:

1. Make sure your network adapter is set to "DHCPE - Obtain an IP address automatically.”
2, Open your Web browser and enter your user name and password in the provided fields.

User Mame: {{name}}
Password: {{password}}

Make sure to review your account details before use. Contact the front office if you need assistance.

Account User Limit: {{max_num_logink '
Account Creation Date: {{created_at}r
Account Expiration Date: {{expiry_timel}}

You can use any of the following attribotes surrounded by curly braces, e.q. {{namei i, {fpasswordi}, {{created_at}},
{icleanup Hmei b

[Create Guest reu:eith

6. Click Create Guest Receipt to create the receipt. Once created, you will receive confirmation
that the receipt was created and the receipt will now appear in the receipt list under
Configuration > Internal Authentication >Guest Receipt. You can now associate this receipt
with any created guest users.

Creating Guest User Accounts

You can create guest user accounts for a single user or multiple users, by creating a single
guest account. You can create guest access to the VWLAN by configuring multiple guest
accounts at once, creating a user name and password for each guest, or by adding guest
users to an external RADIUS or LDAP authentication server. Follow the steps below for the first two
methods and see External Server Authentication for information about creating external
authentication servers.

To create a guest account:

1. Access the GUI and navigate to Configuration > Internal Authentication > Guest Users. Select
Create Guest Users at the bottom of the menu or select Domain Guest User(s) from the
Create menu.
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Configuration Administration

al ) Show / hide columns.
» Role Based Selectall Deselectall Delete Print

A Control
ccess Conto Search: [ ]

¥ Internal . N
5 Name Enabled * < Role < Guest Receipt < Created Time

No Data Available in Table

Guest Users

Devices Showing 0 to 0 of O entries

Plans

Guest Receipts

Hotspots
» External
Authentication
» Captive Portal
» Wireless
» Ethemet Access
» Unified Access
» System

Create Guest Users

— | Youcan also access the guest user account menu by selecting Create
p— Guest Users at the bottom of the Users menu (Configurction tab, Internal
Authentication > Users). Choosing this option will redirect you to this menu.

2. Specify the number of users to create. You can create between 1 and 500 users at a time.
Enter a value in the Number of Users field.

Create Guest User(s)

Mumber of Users [1_____ |

MNumber of users to create (1-500).

User Prefix [Juser |
The automatically generated usemames will start with the prefix. e.g. 'user ' produces 'user 1, 'user 2%, ...

Password Generation Method @ Unigque Password

O Default Password

Choose 3 password generation method.
Enabled
Password Length [8

Guest Receipt |Default Receipt v

Select an existing guest receipt. This will be used to print out user(’s) receipt{s).

Hotspot Plan [Minute Plan

Select an existing plan.

simultaneous User Authentication [1
0 is unlimited.

Expiry Time After First Login | |

Enter a value between 1-120 Minutes.

Create Guest User({s

3. Specify the user prefix in the User Prefix field. The prefix is used in the automatic generation of
user names. By default, the prefix is specified as user_, which generates user names of user_
1, user_2, and so on.

— If the user name does not end in an underscore (_), and you create a single
—— 1 guestuser,no number is appended to the user name. Otherwise, a unique
number is always appended to the user name.

4. Specify the user password generation method by selecting either Unique Password or
Default Password. Specify unique password lengths in the Password Length field. By default,
unique passwords are 8 characters in length, and are automatically generated and
assigned. The default password is password.
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5. Specify the guest receipt type for the user from the Guest Receipt field. The guest receipt
can include the user name, password, number of simultaneous users, creation time,
cleanup time, and expiration time of the account. See Configuring Guest Receipts for more
information about configuring guest receipts.

6. Specify the hotspot connection plan to be used for the account by selecting a plan from the
Hotspot Plan field. Selections include minute, hourly, daily, weekly, and monthly plans, as well
as any other plans you created. See Hotspot Account Configuration for more information
about configuring connection plans.

7. Specify the account expiration time (in minutes) using the sliding bar. Specify a time
between1and 120 minutes.

= | The account expiration values will change depending on the hotspot plan

p— associated with the user account.

8. Click Create Guest Users to create the user account(s).

The guest user accounts appear in the Guest User menu. You can optionally print a receipt
for the guest account from this menu by selecting Print at the top of the menu. If popups are
allowed in your browser, a popup window of the receipt is displayed. In addition, you can
choose to view, edit, or delete the user accounts from this menu.

— You can only delete, edit, or view the guest accounts that you created. This
—— 1 prevents one lobby administrator from accidentally interfering with
another.

Wireless HotSpot Account Generation

VWLAN allows guest users easy access to the Internet. To avoid manual intervention by a front
desk administrator, in a hotel for example, guests can be given the ability to create their own
accounts, or to have accounts created by other employees or sponsors who are part of the
organization. When configuring wireless hotspot accounts, you will need to specify whether the
accounts can be created, over what duration, and how many times the same user can create
the account over a certain period. In addition, you will need to specify whether a user can
create the account themselves, or if a sponsor is required. You can also determine what
credentials are necessary to create hotspot accounts, and whether passwords are chosen by
the user, sponsor, or automatically assigned by the VWLAN system and emailed to the user.

Users that access VWLAN using a hotspot account are given the ability to create the account on
the secure VWLAN login menu. If the user must have a sponsor to create the account, the
sponsor enters the proper credentials and creates the account for the user. The user then logs
in to VWLAN. If the user has the ability to create the account, the system automatically logs the
user into VWLAN at the same time the account is created. At the end of the account lifetime,
which is either a fixed time period after login, or a fixed time specified by the account sponsor,
the user is logged out and the account is deleted (or disabled if the administrator wants to
prevent multiple logins).

When creating hotspot accounts, there are two areas that you will need to configure: the
hotspot plan and the hotspot account. Overall, the hotspot plan functions as a template, in
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which the administrator sets the values for a specific type of account, and the hotspot account
is the actual account used by a client to connect to the network. The hotspot account will follow

the settings specified in the hotspot plan associated with the account.

This section contains these topics:

Hotspot Plan Configuration ... 256
Hotspot Account Configuration ... 258
260

Friends and Family Account Example Configuration ...

Hotspot Plan Configuration

Hotspot plans determine the access parameters used by a hotspot account. Five hotspot plans
are available by default: a daily, hourly, minute, monthly, and weekly plan. These plans are
configured to be used by guests on a daily, hourly, minute, monthly, or weekly basis. You have
the option to create your own hotspot plan.

To create a new plan, or edit an existing plan:

1. Navigate to Configuration > Internal Authentication > Plans. To edit an existing plan, select
the plan from the list. To create a new plan, select Create Plan at the bottom of the menu.

Configuration Administration

Select all Show / hide columns

* Role Based
N aternat ] I
¥ Internal .
Authentication - Name Time Unit * Accounting Server * Role * Hotspot Accounts * s Description
Users Daily Plan Day Guest Daily Plan
Guest Users Hourly Plan Hour Guest Hourly Plan
Devices Minute Plan Minute Guest Minute Plan
Monthly Plan Month Guest Monthly Plan
Guest Receipts Weekly Plan Week Guest Weekly Plan
Hotspots
»> External Showing 1 to 5 of 5 entries

Authentication

» Captive Portal
» Wireless

» Ethemet Access
» Unified Access.

2. Inthe Create Hotspot Plan menu, enter the name of the plan in the Name field, and then
select the Enable The Plan To Be Used By Administrators For Guest Creation field if
administrators will be able to assign the plan to guests they created.

Create Plan
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Create Hotspot Plan

Name |

Enable The Plan To Be Used By Administrators For
Guest Creation

Time unit [ v]
Minimum Unit

In intager form

Maximum Unit

role ]

Description |

n integer form,

Accounting Server [v]

Active Sessions

Nurnber of simultaneous logins. 0 for unfimite

Cleanup Time

Login Attempts details
Unlimited Attempts Allowed [

Does not apply to Admin created Guests,

Login Attempts [ |

he number of times & user can log in with the same email address.

Login Interval [ ]

Days before login attempts count is reset.

Create Hotspot Plan

3. Specify the time unit used by the plan by selecting the appropriate unit from the Time Unit
field. Available selections are minute, hour, day, week, or month. Then specify the minimum
and maximum units in the appropriate fields. These integer values depend on the time unit
selected; for example, if a day is selected as the time unit, the minimum unit would be one
and the maximum would range as high as 31. The minimum unit is set to 1 by default, and the
rmaximum unit is set to 30 by default.

4. Specify the role associated with the hotspot plan by selecting the appropriate option from
the Role field. The available selections include any roles previously configured on the vVWLAN
system. This role is the role in which users assigned to this plan are placed when connecting
to VWLAN.

5. Optionally select an accounting server to be associated with the plan from the Accounting
Server field.

6. Specify the login parameters for the account. These include specifying how many
simultaneous active sessions are allowed on the plan (Active Sessions, set to 1 by default, 0
for unlimited sessions), the number of days before an account is removed due to inactivity
(Cleanup Time, set to 30 by default), whether unlimited login attempts are allowed
(Unlimited Attempts Allowed), the number of times a user can log in with the same email
address (Login Attempts), and the number of days before the login attempts count is reset
(Login Interval).

7. Click Create Hotspot Plan to create the plan. Once created, you can use the plan during
hotspot account creation.
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Hotspot Account Configuration

Hotspot accounts are the accounts used by guests to access VWLAN. There are three types of
hotspot accounts:

Friends and Family is a hotspot account type that allows an Active-Directory or a RADIUS
authenticated user to create a free guest account. This type of account allows users to
create their own accounts. The account is generated using email, and a valid email server
must be configured for this account type (see Email Account Configuration). The login
credentials are sent to the user, who can then use them to log into VWLAN.

Free Spot is a hotspot account type that allows users to create their own accounts with either
an auto-generated password or a password set by the user. The login credentials are
created by the user when they log into vVWLAN.

» Guest DNA is a hotspot account that allows users to create a guest account and have the

password emailed to a confirmed enterprise email account on an iPhone, Blackberry, or PDA.
As with a Friends and Family account, a valid email server must be configured for this
account type (see Email Account Configuration). The login credentials are sent to the user,
who can then use them to log into VWLAN.

To create a hotspot account:

1. Navigate to Configuration > Internal Authentication > Hotspots. This menu lists any previously
created hotspot accounts. You can choose to edit a previously created account by
selecting the appropriate account from the list. To create a new account, select Create
Hotspot Account at the bottom of the menu or select Domain Hotspot Account from the
Create menu at the top of the GUI.

Configuration Administration

» Role Based ekl Show / hide columns

A Control
Foess Control Search: [

¥ Internal
Name < Account Type Hotspot Plans * Login Forms *

No Data Available in Table
Guest Users
Devices Showing 0 to 0 of 0 entries
Plans
Guest Receipts

Authentication

» Captive Portal
» Wireless

» Ethernet Access

Create Hotspot Account
» Unified Access e

2. Enter the name for the hotspot account in the Name field.
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Create Hotspot Account

Mame |

Hotspot Plans g jtems selected Remove all Add all
+ Daily Plan
+ Hourly Plan
+ Minute Plan
+ Monthly Plan
+ Weekly Plan

Login FOrms g jtems selected Remove all Add all

+ Default Login Form

Account Type [Friends and Family v|

3. Specify any hotspot plans to be associated with this hotspot account by selecting the +
(plus) sign next to any configured hotspot plans in the list, or selecting Add All.

4. Specify the login form to be used by this account by selecting the + (plus) sign next to any
configured login forms in the list, or selecting Add All. See Customizing VWLAN Login Forms
and Images for more information about configuring login forms.

5. Specify the account type from the Account type field. You can select Friends and Family,
Free Spot, or DNA.

If you choose Friends and Family as the account type, you will be prompted to specify the IP
address of the email server used to send information about the account and the
authentication server used to authenticate the user. Select the email server from the Email
Configuration field and select the authentication server from the Authentication Server field.

Account Type |Friends and Family v
Email Configuration [v]
Authentication Server [+]

Email Settings

Merchant Name |

Merchant Address

Reply To

Subject

Message

Create Hotspot Account
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In addition, for a Friends and Family account, you will be prompted to enter the email
settings for the account. Specify the Merchant Name, Merchant Address, Reply To, Subject,
and Message information for the email. This email is sent to the client who wants to connect
to the VWLAN network, and should contain the login information. After this information is
entered, click Create Hotspot Account to create the account.

If you choose Free Spot as the account type, you will be prompted to enter the IP address of
the email server used to send information about the account. Select the IP address of the
email server from the Email configuration field, and click Create Hotspot Account to create
the account.

If you choose DNA as the account type, you will be prompted to specify the IP address of the
email server used to send information about the account. The email server can be selected
from the Email configuration field.

In addition, for a DNA account, you will be prompted to enter the email settings for the
account. Specify the Merchant Name, Merchant Address, Reply To, Subject, and Message
information for the email. This email is sent to the client who wants to connect to the vVWLAN
network, and should contain the login information.

Click Create Hotspot Account after you specify the account type and any additional
parameters. You will receive confirmation that the account was successfully created.

Friends and Family Account Example

C

onfiguration

In this example configuration, a Friends and Family hotspot account is created. This type of
hotspot account allows users to create their own accounts for their guests. In this type of
account, a registered user associates with the open SSID and is redirected to a splash page. On
the splash page, users can select Create New User to create a Friends and Family account. This
action redirects the user to another page, on which they can enter their user name and
password (outhenticoted by internal user authentication, LDAP, or RADIUS web Guthenticotion),
select a hotspot plan (minute, daily, weekly, etc.), and enter their guest email address. Once the
account is created, VWLAN emails the user name and password to the guest email address just
entered by the registered user.

To configure the Friends and Family account:

.

Edit or create the hotspot plan to be used by this account. You can access hotspot plans by
navigating to Configuration > Internal Authentication > Plans. This plan should be the one you
want to be used with the Friends and Family account. Details of plan configuration are
included in Hotspot Plan Configuration.

Configure an email account for the hotspot account. Details of email account configuration
is detailed in Email Account Configuration.

Configure the Friends and Family hotspot account as described in Hotspot Account
Configuration. Be sure to select Friends and Family from the Account Type field. When you
make this selection, additional fields are displayed for you to complete. The Merchant Name
and Address fields are your organization name and address. The Reply To field is the source
of the email. The Subject field is the subject line of the email, and the Message field indicates
the body of the email. Then select the previously configured email server and authentication
servers from the appropriate fields. Click Create Hotspot Account when all the fields are
complete.
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Once the account is created, vVWLAN emails the specified email address with a user name
and password for wireless access. The email appears as follows:

From: wwlan@adiran. com
To: testuseri@adtran.com
Subject Friends and Family Password (Subject)

YWelcome to our wireless network! our username and password can be found below: (Message)
User Name: testuser@adiran.corm
Fassward: BBk 3y

ADTRAMNWIRELESS (Merchant Mame)
801 Explorer Blvd. (Merchant Address)
Huntswille, AL 35806

Configuring WPA2-Multikey Client
Connections

The WPA2-Multikey feature, introduced in VWLAN firmware release 3.5.0, provides a method for
clients connecting to the VWLAN network to use a unique Wi-Fi password on a per-user basis,
rather than a single password for all connections to the network. This feature is available when
the authentication method used for an SSID is WPA2-PSK. When this feature is enabled, clients
connecting to the Wi-Fi network for the first time use the default Wi-Fi password that is publicly
shared with all users for their initial connection. Once they are connected to the network, a
RADIUS server provides attributes that place the user in an a specific VLAN configured for first
time network connections. Users are then prompted to create a unique password and are
disconnected from the network. The newly created password is stored in the RADIUS server, and
when the clients reconnect to the network, their unique password is used to authenticate their
connection and they are placed in the VLAN configured for their service type. In this manner,
each user connected to the network can be placed in a specific VLAN and their data and traffic
rates can be monitored, all based on their specific user password.

The WPA2-Multikey feature is not supported on 1900 series APs.

These sections outline the specifics of the WPA2-Multikey feature, its use cases, and its
configuration process.

WPA2-Multikey Use Cases and Authentication Process ... 262
WPA2-Multikey Configuration Considerations ... 263
Configuring the RADIUS Server for the WPA2-Multikey Feature ........................................ 263
Configuring the WPA2-Multikey Feature in VWLAN ... 265

For more specific information about the configuration of WPA2-Multikey feature, see WPA2-
Multikey and Rolling-PMK in VWLAN.
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WPA2-Multikey Use Cases and
Authentication Process

The WPA2-Multikey feature, used with WPA2-PSK authentication, is best suited for larger
deployments where large numbers of APs are used in an environment where multiple clients
are connecting to the APs, such as in an apartment complex or business building. Each AP is
configured to broadcast two SSIDs: one for initial connections, and a second for registered
users. The first SSID is configured as an open SSID, and is accessed using a shared Wi-Fi
password. Once the client has connected to the open SSID, they are redirected to a configured
captive portal, where they are requested to register and create a Wi-Fi password unique to
them. After registering, the users then connect to a multikey SSID, configured with WPA2-Multikey
enabled, and connect to the network. The specific processes for each of these connection
types are outlined below.

When new, unregistered users first connect to the network, the following authentication process
takes place:

1. The AP is configured with two SSIDs: one with open security, and one with WPA2-Multikey
enabled. The SSID with open security is configured with RADIUS Web authentication and MAC
authentication enabled, and uses a default role of VLAN-X (where X is the VLAN ID).

2. The client connects to the open SSID.

3. VWLAN sends a RADIUS ACCESS request, using RADIUS MAC authentication, to the RADIUS
server.

4. The RADIUS server responds with an ACCESS-ACCEPT message for all users connecting to
the open SSID.

5. Once the RADIUS response is received, VWLAN assigns the default role (VLAN-X) to the client.

6. The client then receives a DHCP address that is used to open a Web browser sending the
client to the configured captive portal.

7. From the captive portal, the connecting client is requested to register and create a unique
password. This completes the registration process.

8. At this point, the RADIUS server database is updated with the client MAC address and
corresponding password, and the client switches from the open SSID to the SSID with WPA2-
Multikey enabled.

When a client that is already registered connects to the network, they connect to the SSID with
WPA2-Multikey enabled using their previously configured unique password and this
authentication process takes place:

1. Once the client connected with their unique password, the AP sends a RADIUS ACCESS
request using RADIUS MAC authentication.

2. The RADIUS server responds with a RADIUS ACCESS ACCEPT message that includes the client
password and assigned VLAN ID.

3. The clientis then prompted to enter their password.
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4. If the client password matches the information delivered in the RADIUS ACCESS ACCEPT
message, the client is authenticated and placed in the specific VLAN configured for them.
They then receive a DHCP address for their specific VLAN and can use that address to
connect to the Internet. If the client password does not match the information sent by the
RADIUS server, they are disconnected from the network.

5. If the client roams to another AP (for example, in another apartment or business), another
RADIUS transaction takes place.

WPA2-Multikey Configuration Considerations

The following are configuration considerations and interactions with other vWLAN features that
should be understood before using the WPA2-Multikey feature:

* When the WPA2-Multikey feature is enabled, the AP discovers new locations whenever new
VLAN information is provided by the RADIUS server.

» Layer 3 mobility is not supported for clients connected to an SSID with WPA2-Multikey
enabled.

» The client MAC address and associated password are assumed to be added to the RADIUS
server database by the network administrator. In addition, the VLAN configurations are also
assumed to be configured and specified by the network administrator, and are not handled
automatically by VWLAN.

* When the WPA2-Multikey feature is enabled, the AP performs the RADIUS MAC authentication,
rather than vWLAN itself. In addition, the AP allows multiple clients to connect to the SSID using
the multikey feature.

* The RADIUS Change of Authorization (CoA) DISCONNECT requests are honored and clients are
disconnected when DISCONNECT requests are received.

» The client password information is included in RADIUS ACCEPT messages as the Tunnel-
Password attribute, and the associated VLAN ID assigned to the clientis included as the
Tunnel-Private-Group-ID attribute.

* Multiple PMK keys can be sent by the RADIUS server for connecting clients. Up to 15 different
keys can be used to provide client authentication. The authentication process cycles through
all provided keys until a match is found and the client is authenticated.

Configuring the RADIUS Server for the WPA2-
Multikey Feature

In order for the WPA2-Multikey feature to function for client connections, some RADIUS server
configuration must be completed before completing the WPA2-Multikey configuration in
VWLAN. RADIUS server configuration consists of registering clients and users with the server,
adding VLAN and PMK information for wireless clients, and triggering client disconnections using
CoA Disconnect messages. The RADIUS server configuration that accompanies the WPA2-
Multikey feature is in addition to the RADIUS server configuration needed for general vVWLAN
client authentication (as described in External RADIUS Web-based Authentication Server).
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Make sure that you already configured an external RADIUS server.

To configure the RADIUS server for the WPA2-Multikey feature, connect to VWLAN and complete
these tasks:

Configuring the External RADIUS Server for WPA2-Multikey
Configuring the External Accounting Server for WPA2-Multikey ........................................ 265

Configuring the External RADIUS Server for WPA2-
Multikey

To use the WPA2-Multikey feature in VWLAN, you must have an external RADIUS server configured
for client authentication, and the configuration must include the IP address of your RADIUS
server, the ability to generate and trigger client COA messages, and a shared password.

To configure an external RADIUS server for the WPA2-Multikey feature:

1. Inthe vVWLAN GUI, navigate to Configuration > External Authentication > Servers > Create
Authentication Server.

2. In the Create Authentication Server menu:
» Specify the RADIUS server type as RadiusMultikeyAuthServer.
* Enter a name for the server in the Name field.

» Optionally select the Compute PMK at external GW field to enable the enhanced version
of the WPA2-Multikey feature. When this field is selected, the external server can generate
up to 1000 PMKs.

e Enter the IP address of your RADIUS server in the appropriate field.
« Set the Port value to 1812 (that is the default setting).

» Verify that the Radius COA field is selected, and that the Radius COA Port value is set to
3799.

« Specify a Shared Secret/Password in the appropriate field. Make sure to note the
password entered in this field as you will need it later in the configuration process.

3. Click Create Authentication Server to create the RADIUS server used by VWLAN for the WPA2-
Multikey feature.
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Configuring the External Accounting Server for WPA2-
Multikey

After configuring the external authentication server for use with the WPA2-Multikey feature, you
must configure an external accounting server to work in tandem with the authentication server.

To configure an accounting server for the WPA2-Multikey feature:

1. Inthe vVWLAN GUI, navigate to Configuration > External Authentication > Accounting > Create
Accounting Server.

2. Inthe Create Accounting Server menu:
» Enter a name for the server in the Name field.
« Verify that the Enabled field is selected.
» Enter the IP address of your RADIUS server in the appropriate field.
« Set the Port value to 1813 (that is the default setting).

« Specify a Shared Secret/Password in the appropriate field. Make sure to note the
password entered in this field as you will need it later in the configuration process.

3. Click Create Accounting Server to create the RADIUS server used by VWLAN for the WPA2-
Multikey feature. After configuring the RADIUS and accounting servers to use with the WPA2-
Multikey feature, you can begin configuring the feature in VWLAN.

Configuring the WPA2-Multikey Feature in
VWLAN

To configure the WPA2-Multikey feature, you must configure two different SSIDs for the AP. One
as an open SSID, and one with WPA2-Multikey enabled. These steps outline the basic
configurations for enabling and using the WPA2-Multikey feature:

— ] Youmustbe familiar with configuring and using VWLAN, SSIDs, Captive Portal,
=1 oandin general, the wireless network. The steps that follow focus solely on items
that must be configured for the WPA2-Multikey feature to function.

1. Configure your wireless network with at least two VLANSs: one for first time connections (using
an Open SSID and shared Wi-Fi password), and one for registered users (using a WPA2-
Multikey SSID). In addition, configure the RADIUS server with the appropriate attributes for
both VLANs, and include any necessary RADIUS database information.

2. Configure an SSID for clients connecting to the network for the first time. This should be an
SSID with open security and a shared password. In addition, captive portal should be
enabled and configured for this SSID so that connected clients are redirected to the captive
portal and can complete the registration process.

3. Configure a second SSID for previously registered clients to connect to the network. This SSID
should use WPA2-PSK for authentication, have the multikey feature enabled, and be
associated with the appropriate RADIUS server. For more information, see Configuring an
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SSID.
— The RADIUS server entered in the RADIUS MultiKey Authentication Server

—— | should be the same as the RADIUS server configured in Configuring the
External RADIUS Server for WPA2-Multikey.

4. Apply the created SSID to an AP template and then push the updated template to the VWLAN
APs. Once the templates are applied to the APs, the WPA2-Multikey configuration is
complete.

— For more information about AP templates and their configuration or
— 1 application, see Configuring AP Templates.
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Managing AP Networks

This section discusses VWLAN AP network management. AP management tasks include using AP heat
maps, interpreting wireless IDS alerts and adjacencies, and managing AP users and locations. This
chapter includes these sections:

USINGHEAtMAPS ... 267
Configuring Wireless IDS AIBItS ... 269
Managing Users and LOCAtIONS ... 275

Using Heat Maps

You can create heat maps based on the RF coverage of APs within the domain. Use heat maps to
verify coverage areas, AP functionality and power usage, RF signal location, and environmental
changes. You can also use heat maps, using triangulation, to locate RF signals (select an AP in the
Adjacent APs menu on the Status tab).

To access the heat map associated with the domain, or to create a new map:

1. Navigate to Status > Maps. This menu list any previously created maps. If you want to edit a
previously created map, select the map from the list. To create a new map, select Create Map at
the bottom of this menu or select Domain Map from the Create menu.

Configuration Administration

Dashboards Selectall Deselectall =Delete Show / hide columns
o B —
:;f:ess T::,E - Name = Created Time

ljacent APs
Locations No Data Available in Table
Unified Access
Groups Showing 0 to 0 of 0 entries

Alerts
Logs

Wireless IDS Alerts

Create Map

2. Enter the name for the map in the Name field.
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Create Map

Name | |

Floor Map Image | Choose File | No file chosen

Use a JPEG or PNG format image.

Map Environment | v|

ACCesspoints g jrems selected Remove all Add all

+ BSAP2030-00-19-92-4b-fd-00
+ BSAP3040-00-19-92-4f-3e-20
+ BSAPG020-00-19-92-2d-84-c0
+ BSAPG020-00-19-92-2f-81-20
+ BSAPGS040-00-19-92-2d4-05-80
+ BSAPG040-00-19-92-2d-05-c0
+ BSAPG6120-00-19-92-2a-d6-el

Use Calibration
Unit O Feet

O Meters

Create Map|

3. Upload a map file to the new map by selecting a file to upload from your location by
selecting Choose File.

4. Specify the map environment (Open Space, Cubicles, Interior Walls, Cubicles and Interior
Walls, Outdoor Open Space, Woods, Buildings, or High Buildings) from the Map Environment
field.

5. Select the APs that you want to associate with this map using the + (plus) symbol. Specify if
you want to use calibration by selecting the Use Calibration field.

If the heat map is not calibrated precisely, the APs might not be displayed
on the map.

| D

6. Click Create Map to create the map. A confirmation indicating the successful creation of the
new map is displayed.
Once the map file was uploaded, and the new map is created, the system will display the
status map with the following information:

» AP coverage circles based on the current transmit power settings of the APs.

» If an AP is disconnected, the map reflects no power from the failed AP and increased
power from the adjacent APs.

« Coverage area for either the 802.11b/g/n and 802.11a/n/ac radios (depending on the
selection).

» Down or disconnected APs will be displayed as not having any coverage.

* Maps include the ability to view specific channels, spectrums, and changes in the
environment.

Bluesocket VWLAN R4.5.0 Administrator Guide - Issue: A 268



Adtran

Configuring Wireless IDS Alerts

In addition, RF signal strength is displayed on the heat map. Table 9 indicates the signal
strength and corresponding color on the heat map.

Table 9: Heat Map Signal Strength

Color
Signal Strength Color
(dBm)
-35 or greater Red
-50 Orange
-60 Yellow
-70 Green
-80 Blue
-85 Dark Blue
Less than -85 Clear

Configuring Wireless IDS Alerts

Wireless intrusion detection system (IDS) alerts are configured by the administrator for each
domain in VWLAN. Wireless IDS alerts are based on RF alerts. In VWLAN, the RF alerts outlined in
Table 10 are enabled by default. In the GUI, you can specify which alerts are enabled or disabled.

Each alert type is listed in the Configuration > Logs and Alerts > Wireless IDS Alert Config menu,
with an ID number, severity level, enabled status, and description of each alert. The only
configuration available for RF alerts is to enable or disable the alert per domain.

Table 10: Supported RF Alerts in VWLAN

RF Alert

AirJack Attack

Severity Mode of Alert Description
AP

Required
to Detect

Warning Sensor Airjack is a tool set that allows

Mode Only | attackers to inject fake 802.11 packets
in order to gain network access or
create a DoS attack. Information
about Airjack attacks is available
online at
http://sourceforge.net/projects/airja
ck/.
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RF Alert Severity Mode of Alert Description
AP
Required
to Detect
AP Broadcasting Warning Sensor The AP is broadcasting multiple SSIDs.
Multiple SSID Mode Only | This can indicate a spoof attempt.
AP Channel Informational DualMode | The AP has changed channels.
Change or Sensor
Mode
AP Denied Informational DualMode | An authorized AP denied an
Association or Sensor association request from a client.
Mode
AP Down Informational Sensor The AP is down.
Mode Only
AP in WDS Mode Informational DualMode | The AP is operating in WDS (bridge)
or Sensor mode.
Mode
AP Low Signal Informational Sensor An AP with low signal strength is
Strength Mode Only | detected.
AP Overloaded Informational DualMode | Anoverloaded AP refuses new client
or Sensor associations.
Mode
AP Restarted Informational Sensor The AP has restarted.
Mode Only
AP SSID Changed Informational DualMode | An AP has changed its SSID. If this
or Sensor action was not authorized, then there
Mode is a possible spoof in progress.
ASLEAP Attack Severe Sensor ASLEAP is a tool that exploits a
Mode Only | weakness in CISCO proprietary LEAP
protocol.
Authorized AP Informational DualMode | An authorized AP can no longer be
Down or Sensor heard by the sensor. This can indicate
Mode that the AP has failed or been

removed from service.
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RF Alert

Severity

Mode of
AP

Required
to Detect

Alert Description

Broadcast Attack Informational Sensor Many attacks use broadcast
Mode Only | disassociate or deauthenticate
frames to disconnect all users on the
network, redirect them to a fake
network, cause a DoS attack, or
disclose a cloaked SSID.
Client Association | Warning DualMode | Client has changed its association to
Change or Sensor a different AP. This can be caused by
Mode arouge AP in the vicinity.
Client BSSID Warning DualMode | Mobile station has changed its BSSID.
Changed or Sensor
Mode
Client Limit Informational DualMode | Maximum client limit per AP has been
or Sensor reached. This can be due to a MAC
Mode spoofing client or real network
density increase.
Client Rate Informational DualMode | Specified mandatory data rate in
Support or Sensor probe request does not match the
Mismatch Mode values advertised by the AP.
Client to Rogue Severe DualMode | An authorized clientis connected to a
AP or Sensor rogue AP.
Mode
Deauthentication | Severe Sensor An attacker is conducting a DoS
Flood Mode Only | attack by flooding the network with
802.11 deauthentication frames in an
attempt to disconnect users from
APs.
Dissassociation Warning Sensor This alarm indicates that a client is
Traffic Mode Only | continuing to send traffic within 10

seconds of being disassociated from
an AP.
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RF Alert

Severity

Mode of
AP

Required
to Detect

Alert Description

Duration Attack Severe Sensor An attacker sends 802.11 frame with
Mode Only | OxFF in the duration field. This forces
other mobile nodes in the range to
wait until the value reaches zero. If
the attacker sends Continue Packets
with large durations, it prevents other
nodes from operating for a long time.
This can resultin a DoS attack.
EAPOL ID Flood Severe Sensor Attacker tries to bring down an AP by
Mode Only | consuming the EAP identifier space (0
to 255).
EAPOL Logoff Severe Sensor An attacker floods the air with EAPOL
Storm Mode Only | logoff frames. It can resultin DoS to
all legitimate stations.
EAPOL Spoofed Severe Sensor Spoofed EAP failure messages
Failure Mode Only | detected.
EAPOL Spoofed Severe Sensor Spoofed EAP success messages
success Mode Only | detected.
EAPOL Start Storm | Severe Sensor Attacker floods the air with EAPOL
Mode Only | start frames. This can result in DoS to
all legitimate stations.
Fata-Jack Attack Severe Sensor A Fata-Jack device sends an
Mode Only | authentication failure packet to a
mobile node to prevent the client
from receiving any VWLAN services.
Invalid Warning DualMode | Unknown deauthentication reason
Deauthentication or Sensor code. Some APs and drivers cannot
Code Mode handle improper reason codes.
Invalid Warning DualMode | Unknown disassociation reason
Disconnect Code or Sensor code. Some APs and drivers cannot
Mode handle improper reason codes.
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RF Alert

Severity

Mode of
AP

Required
to Detect

Alert Description

Invalid Probe Severe DualMode | An AP has responded to a client
Response or Sensor probe with a 0 length SSID, which is
Mode an invalid response that can create a
fatal error with some client cards. This
can be a faulty AP or an attacker
specifically crafting the packet to
disrupt the network.
Link Test Informational DualMode | Some products provide link testing
or Sensor capability that can use network
Mode bandwidth.
MSF Broadcom Severe DualMode | MSF-style poisoned exploit packet for
Exploit or Sensor Broadcom drivers. This can be used
Mode for client hijacking.
MSF D-link Exploit Severe DualMode = MSF-style poisoned 80211 rate field in
or Sensor the beacon fora
Mode D-Link driver. This can be used for
client hijacking.
MSF Netgear Severe Sensor MSF-style poisoned 802.11 over-sized
Exploit Mode Only | options beacon for Netgear driver
attacks. This can be used for client
hijacking.
Netstumbler Informational DualMode | Netstumbleris a wireless network
Probe or Sensor scanning tool. It can be the precursor
Mode to a more serious attack.
Network Probe Warning DualMode | Aclientis probing the network,
or Sensor looking for a wireless AP, but it is not
Mode connecting. Many wireless cards and
operating systems do this by default
in an attempt to automatically find
APs; however, this could be an
operational issue indicating a
misconfigured client.
Possible AP Spoof Severe Sensor A BSS timestamp mismatch in
Mode Only | beacon or probe frames is likely to

indicate an attempt to spoof the
BSSID or SSID of an AP.
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RF Alert

Severity

Mode of
AP

Required
to Detect

Alert Description

Rogue Ad-Hoc Warning DualMode | Arogue clientin Ad-Hoc mode has
Client or Sensor been detected.
Mode
Rogue AP SSID Informational DualMode | Arouge AP has changed the SSID.
Changed or Sensor
Mode
Rogue AP Severe DualMode | Arouge AP has been detected. Check
or Sensor that this is not a newly installed AP or
Mode an AP belonging to a nearby
organization.
SSID too long Warning DualMode | SSID length exceeds 32 bytes (larger
or Sensor than allowed by 802.11 standards).
Mode This indicates an SSID handling
exploit.
Wellenreiter Informational DualMode = Wellenreiter is a wireless network
Probe or Sensor scanning tool.
Mode
WEP Disabled Warning DualMode | An AP is not using WEP encryption.
or Sensor
Mode

To enable or disable an RF alert, access the GUI and follow these steps:

1. Navigate to Configuration > Logs and Alerts > Wireless IDS Alert Config. This menu lists the
supported RF alerts. Select the appropriate Alert Type from the list to enable or disable the
specified alarm.
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Configuration Administration

Selectall Deselectall Enable Disable Show / hide columns

* Role Based
Access Control

» Intemal

Authentication - Alert Type Enahled ’I}euulred A s Description
£ Mode
» External
Authentication
. Airlack Attack Enabled Sensor Made Airjack is a toolset that allows attackers to inject fake 802.11 packets in order to gain network access or create a DoS attack.
» Captive Portal Only
» Wireless Sensor Mode
Enabled The AP is broadcasting multiple SSIDs. This can indicate a spoof attempt

» Ethernet Access MuItlDle SSID --_
* Unified Access AP Channel Change Disabled Dual Mode or The Access Point has changed channels.
» System Sensor Mode
¥ Logs and Alerts AP De_nlgd Enabled Dual Mode or An authorized AP denied an association request from client.

Logs Association Sensor Mode

Wireless DS Alert  AP.Denied Enabled Bualljodcoy An autherized AP denied client access due to authentication failure.

Config Authentication Sensor Mode

S Mod .
Alert Templates  [ERN Disabled o= MO%E The AP is down.
SNMP Trap

B - Dual Mode or 0 i q
Sysl 5
yslog AP in WDS Mode Disabled Sensor Mode AP is operating in WDS (bridge) mode.

Email
AP Low Signal Disabled Sensor Mode An AP with low signal strength is detected by BAP sensor.
Strength Only
AP Overloaded Enabled iz [oik ey An overloaded AP refuses new dlients from associating with it.

Sensor Mode v

Showing 1 to 40 of 40 entries

2. Select or clear the Enabled field to enable or disable the alert. Click Update Alert Type to
apply the changes.

Edit Alert Type

Alert Type AP Denied Association
Enabled
Description An authorized AP denied an asscciation request from client.

Minimal Sensor Level Dual Mode or Sensor Mode

Update Alert Type

Back

For instructions on viewing RFID alarms or alerts, see Viewing/Acknowledging Wireless IDS Alerts.
See SNMP Trap Configuration and Syslog Configuration for more information.

Managing Users and Locations

You can view users by tracking them in the Status tab and selecting Clients in the GUI. This menu
lists the user actions, status, name, MAC address, IP address, role, SSID, start time, login time,
associated AP MAC address, associated AP IP address, associated AP name, bytes sent or
received, VLAN used, unified access group, user location, authentication type, device type,
device operating system, device ownership, device host name, and device manufacturer for
each user. From this menu, you can determine what actions should be taken for each user
(drop, and so on) and determine who is connected to the domain, how long they were
connected, and how much traffic they are generating.

As of firmware release 3.1.0, you can select the Download button to download a CSV file of the
table data. This download option is also available from the Status > Access Points menu.
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Configuration Administration

The page will refresh in 59 seconds.  Stop Count!

Dashboards .
Selectall Deselectall Drop Download Show / hide columns

Access Points search:[ ]
Adjacent APs .
MAC P Device - - Auth = . AP AP IP
. Device Location
Locatians Address | Address I‘iame ownership I‘I:ostname I‘ganufacturer Sctatus Iiole \::OWIFI Name | Address

Type ¢ 0s Type % Name

Unified Access

Groups

Alerts

Logs

Maps

Wireless IDS Alerts

No Data Available in Table

Showing 0 to 0 of 0 entries

To view the configuration details of a client, select a client from the list. A new menu presents
the individual configuration information for the selected client

Each user is associated with a named AP. If the AP was not named in its configuration, it receives
a default name of the BSAP model paired with the MAC address. For example, a BSAP 1920, with
the MAC address 00:19:92:00:79:e0 has a default name of BSAP-1920-00-19-92-00-79-e0. The AP
name can be used to easily identify which users are associated with which APs in the VWLAN
system.

Locations can be monitored by navigating to the Status tab and selecting Locations. This menu
lists the name, status, CIDR, VLAN, and available APs for every configured location on the
domain. From this menu you can select the location from the list to view the location
configuration. Once a location is selected, the location details are displayed and you can
choose to edit or delete the location. Selecting edit from this menu returns you to the Editing
location menu, as described in Configuring Domain Locations.

I status

Dashboards

A ~

- Name ¥ Status o+ CIDR v

vLoc-0-192.168.0.0/16 INACTIVE 192.168.0.0/16 0
vLoc-0-192.168.100.0/22 ACTIVE 192.168.100.0/22 0
NAC ACTIVE 10.252.0.0/14 i,

Showing 1 to 3 of 3 entries

As of firmware release 3.5.0, the location information displayed for clients using
an SSID with WPA2-Multikey enabled is either Active or Inactive. Active locations
— indicate a VLAN specified to the AP by the RADIUS server that has provided a
—— | DHCP discovery response. Inactive locations indicate that the AP did not
receive a DHCP discovery response for the RADIUS-assigned VLAN. In addition,
clients connected to an SSID with WPA2-Multikey enabled display the VLAN with
which they are associated as their location name.

Viewing/Acknowledging Wireless IDS Alerts

Whenever an enabled RF alert is triggered, it is logged, and you can view it by navigating to the
Status tab and selecting Wireless IDS Alerts. This menu lists all RF alerts, along with the source
MAC address of the device that triggered the alarm, the alert type, the SSID, the sensor name,
and the time of the event. To view any RF alerts that are triggered in the domain, access the GU|,
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navigate to the Status configuration tab, and select Wireless IDS Alerts. You can selectively
acknowledge or delete individual alerts, or purge them all. You can also download the alerts in
CSV format.

Administration

Configuration

Selectall Deselectall Delete Acknowledge = Purge All Alerts = Download Show / hide columns

Dashboards
clients [Last 30 Days v] Search: | ]
Ar.(.:ess i + Source MAC ~ Alert Type < SSID z Sensor Name < Last Seen %+  Acknowledged
Adjacent APs
Locations 00:19:92:4F:3F:09 Rogue AP 3040-1x-Non-native-SSID BSAPG040-00-19-92-2d-05-80 2024-10-17 13:09:39 UTC No -
Unified Access 00:19:92:2D:06:61 Rogue AP basement-11lac BSAPE040-00-12-92-2d-05-c0 2024-10-17 13:38:32 UTC No
Groups CC:66:18:CD:C4:7A Rogue AP Adtran-c470 BSAPG040-00-19-92-2d-05-80 2024-10-17 13:09:39 UTC No |
Alerts 88:5B:DD:79:5A:25 Rogue AP advaoptical.com BSAP6040-00-19-92-2d-05-80 2024-10-17 13:09:38 UTC No
II‘_‘Iuag:s 38:F8:F6:00:26:6C Rogue AP WiFi_AMUNTY_5G BSAP6040-00-19-92-2d-05-80 2024-10-17 13:09:38 UTC No
" 00:19:92:4F:3F:0C Rogue AP 3040-Alexa_Multikey BSAPG040-00-19-92-24-05-80 2024-10-17 13:09:39 UTC No
ireless IDS Alerts 00:19:92:28:48:0C Rogue AP 6040-Beacon-CI-UNREG-NAC BSAPG040-00-19-92-2d-05-80 2024-10-17 13:09:38 UTC No
00:19:92:45:0C: A2 Rogue AP multi_Open BSAPG040-00-19-92-2d-05-c0 2024-10-06 17:54:10 UTC No
38:F8:F6:56:27:FA Rogue AP INTROP-ADTN BSAPG040-00-19-92-2d-05-80 2024-10-17 13:09:38 UTC No
38:F8:F6:00:21:EC Rogue AP WiFi_GLMRQA_SG BSAPG040-00-19-92-2d-05-80 2024-10-17 13:09:39 UTC No
00:19:92:4B:D0:89 Rogue AP 2030- 1x-Non-native-SSID BSAPG040-00-19-92-2d-05-80 2024-10-16 07:27:47 UTC No
00:19:92:2D:85:22 Rogue AP KVM-SSID-TEST BSAPG040-00-19-92-24-05-80 2024-10-17 04:16:56 UTC No
38:F8:F6:75:4D:AA Rogue AP INTROP-ADTN BSAP6040-00-19-92-2d-05-80 2024-10-17 13:09:38 UTC No
00:19:92:4F:3F:0B Rogue AP 3040-Alexa-Open BSAPG040-00-19-92-24-05-80 2024-10-17 13:09:39 UTC No
3B:F8:F6:74:61:EA Rogue AP Adtran-61e0 BSAP6040-00-19-92-2d-05-80 2024-10-17 13:09:39 UTC No
ARFRFATSCSNCRA Rnmia AD TNTROD ANTH RSADANAN-NN-10-02_74_N5_-R0 IN24-1N-17 12-NQ-20 1ITC Nen v

Showing 1 to 100 of 13,760 entries

Acknowledge an alert by selecting the alert you want to acknowledge and then select
Acknowledge.

Log in as a root user to have the ability to acknowledge alerts.

A message containing the date and time of acknowledgment is displayed in the Acknowledged

column.
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Chapter 13

VWLAN Manqgement

There are several management tasks that are associated with the maintenance and use of vVWLAN.
Typical management tasks include configuring and executing diagnostics, managing users, viewing
and searching logs, using the dashboard, managing alarms, and managing administration tasks. The
VWLAN management features described in this section are:

Managing Domadin Storage Settings ... 278
Configuring Notifications ... 279
AdMINIStrative TASKS ... 287
Configuring VWLAN JODS ... 288
DIagNOStIC TOOIS ... .. ... 289
Viewing and SearcChiNng LOGS ... ... 293
VIBWING AIBIES ..o e 294
Using the Reporting Dashboard ... 205

Managing Domain Storage Settings

Domain storage settings are the amount of storage allocated to a domain to store login items. Login
items include all files that you can upload for captive portal configurations. You can specify domain
storage settings by allocating a specific amount of space for all domains, allocating a specific
amount of space per domain AP, or by allocating space for each domain individually. If all domains
are allocated a fixed amount of storage, the storage is automatically applied to any new domains
and cannot be changed except by editing the storage settings. In addition, you cannot upload new
items to the domain if it will cause the domain to exceed its storage limit. Storage limits are
automatically updated when adding, destroying, or moving APs within the domain.
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To specify the domain storage setting for login items:

1.

Navigate to Configuration > System > Storage Settings. Select the storage setting item from
the list.

Configuration Administration

* Role Based Show / hide columns

A Control
cossa Canto ] —

» Internal
Resource Option * Value *

login_items Per domain 10 MB

» Captive Portal
> Wireless

Showing 1 to 1 of 1 entries

» Ethernet Access

* Unified Access

¥ System
Network
Interfaces
Domains
Settings
Branding
Storage Settings
High Availability

Specify the storage space allocation method. To allocate a specific amount of storage
space per domain, select Allocate each domain__MB and enter a value in MB.

To allocate a specific amount of storage space per AP on the domain, select Allocate each
domain __MB per AP and enter a value in MB. If each domain has a fixed amount of storage
per AP, an AP cannot be moved or destroyed if it will cause the storage limit of the current
domain to be reduced below the amount of storage already in use. If this selection is
chosen, when new domains are created, their storage limit is 0 until an AP is added to the
domain.

To allocate a specific amount of storage space on a per-domain basis, select Specify the
storage for each domain. Then, enter the allotted space (in MB) in the appropriate field for
each listed domain. If you choose this method for allocating storage space, you can edit the
space from the domain configuration (see Creating the Domain).

r

Edit Storage Setting

Storage Strategy O Allocate each domain MB.
O Allocate each domain |:| ME per AP.
® Specify the storage for each domain.

Default (10 | MB

| Update Storage setting |

Show | Back

3. Click Update Storage setting to apply the changes.

Configuring Notifications

VWLAN administrators can configure several types of notifications to be kept apprised of the
functionality and condition of the VWLAN domain. The types of notifications created differ
between the platform administrator and the domain administrator. The platform administrator
creates notifications which provide a set of messages about the system, for example, high CPU
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or memory usage on the vVWLAN system. The domain administrator creates notifications that
can include information messages, SNMP traps, syslog notifications, email notifications, and any
outstanding administrative tasks specific to APs or end users on the domain, but not about the
VWLAN system itself.

To configure these notifications, access the GUI and follow the steps outlined in these sections:

Notification TeMPIAtEs ... 280
SNMP Trap Configuration ... 280
Syslog Configuration ... 282
Email Account Configuration ... 283
Creating Alert Templates ... 284
LOG MESSOQES ...t 286

Notification Templates

Notification templates are the criteria used by VWLAN to determine when information messages
are generated, and to organize these messages according to type. By default, three notification
templates exist in VWLAN: debug, error, and info. These templates can be deleted, edited, or
displayed, and you can also create your own templates. Each template allows you to configure
the parameters surrounding the reporting of certain events through vWLAN. You can specify
that notifications are emailed to specific people (one or more), that syslog messages are sent
when events are detected, and that SNMP traps are sent when certain events are detected.

When creating templates, you will need to have previously configured SNMP, syslog, and an
email address if you want use any of these notification features. To complete these actions,
follow the steps outlined in the next sections.

SNMP Trap Configuration

SNMP traps are used to communicate with external network management systems (NMSs) that
certain events have occurred by using SNMP messages. To create an SNMP trap in vVWLAN:

1. Navigate to Configuration > Logs and Alerts > SNMP Trap. Select the Domain tab if you create
an SNMP trap for a specific domain, and select the Platform tab if you create an SNMP trap
for the VWLAN platform. This menu lists any previously configured traps. If you want to edit a
previously created trap, select the trap from the list. To create a new SNMP trap, either select
Create SNMP Trap Configuration at the bottom of this menu or select Platforrn SNMP Trap
Configuration from the Create menu at the top of the GUI.
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Configuration Administration

e — [ Domain |

Access Control Selectall | Deselectall Delete Show / hide columns
» Intemnal s o

Authentcation ] E—
» External IP Address * s Community String

Authentication 127.0.0.1 public

» Captive Portal
» Wireless Showing 1 to 1 of 1 entries
» Ethernet Access
» Unified Access
» System
¥ Logs and Alerts

Logs

Wireless IDS

Alert Config

Alert Templates

SNMP Trap Create SNMP Trap Configuration

Syslog

2. Enter the IP address of the VWLAN instance to which you want the trap associated. Entering
127.0.0.1 indicates the trap is associated with the local vWLAN, and will display in the
corresponding Alarms menu (for the platform or domain from which it originated). Next,
enter the community string associated with the trap. The community string can be any
string, but might need to match a specific string to be received at the external NMS. In the
example, the string is Private. Optionally, you can associate the trap with a previously
configured notification template. By default, you can select from the debug, error, or info
template. SNMP traps are also created to be associated with new templates, so you can opt
to leave this blank. If you do create a new template using this trap, you can associate this
trap with the template by editing the trap after the template is complete (see Configuring
AP Templates).

r

Create SNMP Trap Configuration

IP Address | |

IF address of SNMP Trap Server. 127.0.0.1 means the local vWLAN box,

Community String | |

Community string can be between 6-20 characters.

Alert Templates g jtems selected Remove all Add all

+ debug_template
+ error_template

+ info_template

Choose your desired alert templates and mowve them to the left table.

| [Create SNMP Trap Configuration|

3. Click Create SNMP trap configuration. A confirmation is displayed indicating that the trap
was created. The trap will now appear in the SNMP trap list under Configuration >
Notifications > SNMP Trap, where you can display, edit, or delete the trap.

If you are in the process of creating an SNMP trap in order to create a notification template,
you can continue on to the next step of creating a syslog configuration. After you create the
notification template, and you want to associate it with this SNMP trap, return to
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Configuration > Notifications > SNMP Trap and edit the trap, making sure to select the correct

template from the field. If you only want to configure an SNMP trap, the configuration is
complete.

Syslog Configuration

You can use Syslog for managing the vVWLAN system by aiding in the creation of generalized
informational, analysis, or debug messages. Syslog allows VWLAN to report data and store it
locally or in an external syslog server later analysis. To create a syslog notification:

1. Navigate to Configuration > Logs and Alerts > Syslog. Then, select the Domain tab if you want
to create syslog reports for a specific domain, or select the Platform tab if you create syslog
reports for the vVWLAN system. This menu lists any previously configured logs. If you want to
edit a previously created log, select the log from the list. To create a new syslog event, either
select Create Syslog configuration at the bottom of this menu or select Platform Syslog
Configuration from the Create menu at the top of the GUL.

Configuration Administration

» Role Based m

Access Control Selectall Deselectall | Delete
» Intemnal

Authentication search:[ |
» External - 1P Address ¢ Facility

Authentication

» Captive Portal
» Wireless

» Ethernet Access
» Unified Access

Show / hide columns

127.0.0.1

local0

Showing 1 to 1 of 1 entries

» System
¥ Logs and Alerts
[

Wireless IDS
Alert Config

Alert Templates

SNMP Trap Create Syslog_Configuration

2. Enter the IP address of the VWLAN instance to which you want the log associated. Entering
127.0.0.1 indicates the syslog message is associated with the local vWLAN, and is displayed in
the corresponding Logs menu (in either the platform administration or individual domain

GUI, depending from which administration the message originated).
r

Create Syslog Configuration

IP Address | |

P—) e e aw N e b e A AN B
IP address of syslog server. 127.0.0.1 means the local vIWLAN box.

Facility
Alert Templates

0 items selected Remove all Add all

+ debug_template
+ error_template

+ info_template

h = o decired alert s
Choose your gesired alert templale
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3.

Select the facility associated with the trap from the Facility field. The facility is the type of
system that is monitored by the syslog. VWLAN supports the use of local facilities (localo
through local7) to monitor local use, but the facility is important for external syslog
messages that have to be received and separated at the external syslog server. Optionally,
you can associate the syslog notification with a previously configured notification template.
By default you can select from the debug, error, or info template. Syslog notifications are
also created to be associated with new templates, so you can opt to leave this blank. If you
do create a new template using this syslog configuration, you can associate this syslog
configuration with the template by editing the syslog notification after the template is
complete (see Notification Templates).

Click Create Syslog configuration. A confirmation is displayed indicating that the syslog
configuration was created. The syslog notification will now appear in the syslog list under
Configuration > Logs and Alerts > Syslog, where you can display, edit, or delete the
notification.

If you are in the process of creating an syslog notification in order to create a notification
template, you can continue on to the next step of creating email address(es) to associate
with notifications. After you create the notification template, and you want to associate it
with this syslog configuration, return to the Configuration > Logs and Alerts > Syslog, and edit
the notification, making sure to select the correct template from the field. If you only want to
configure a syslog notification, the configuration is complete.

Email Account Configuration

You can configure email notification of certain events observed by vWLAN by configuring an
email server account and associating it to the desired message types (through the notification
template). To create an email server account for notifications:

.

Navigate to Configuration > Logs and Alerts > Email. If you want to configure an email server
for a specific domain, select the Domain tab. To configure an email server for the VWLAN
system, select the Platform tab. This menu lists any previously configured email accounts. If
you want to edit a previously created account, select the account from the list. To create a
new email account, either select Create Email Configuration at the bottom of this menu or
select Platform Email Configuration from the Create menu at the top of the GUL.

Configuration Administration

[ Domain |
* Role Based
Access Control Select all

v
encn search [

Authentication
» External - Name v 1P Address v Port % Return Address

Show / hide columns

Authentication No Data Available in Table
» Captive Portal
> Wireless Showing 0 to 0 of 0 entries
» Ethernet Access
» Unified Access
» System
¥ Logs and Alerts
Logs
Wireless IDS
Alert Config

Alert Templates

SNMP Trap Create Email Configuration
Syslog

Enter the name and IP address or host name of the email server in the appropriate fields.
Next, enter the port number used by the server in the Server Port Number field (default port is
25). Then, enter the return email address in the appropriate field. This is the email address to
which responses to notifications should be sent. By default, the return email address is
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3.

vwlan@adtran.com.
| 4

Create Email Configuration

Server name |

|
Server IP Address Or Hostname | |
Server Port Mumber [25 |
Return Email Address frwlan@ |
Authentication Method

SMTP User Name |
SMTP Password | |

SMTP Password Confirmation |

Email Security [TLS
Verify Certificate

[Create Email Configuration|

Back

Select the authentication method used by this email account from the list. Choices include
None or Login. If you select Login, you will be prompted to enter an SMTP user name and
password to associate with the account.You can also optionally choose to include email
security by selecting TLS from the Email Security field. If you enable email security, you will
also be prompted to enable certificate verification. You can disable this option by clearing
the Verify Certificate field. You should disable this option if the email server certificate is not
signed by a commonly trusted CA (such as VeriSign), if the name on the certificate does not
match the server, or if the certificate is expired.

Click Create Email Configuration. A confirmation is displayed indicating that the email
account was created. The email account will now appear in the list under Configuration >
Logs and Alerts > Email, where you can display, edit, or delete the email account.

If you are in the process of creating an email account to create a notification template, you
can continue on to the next step of creating the template.

Creating Alert Templates

You can use alert templates to specify the kind of messages and alerts that are created by
VWLAN. In addition, alert templates use any configured SNMP traps, syslogs, and email accounts
to create customized alerts based on VWLAN systems and alert preferences, with the ability to
send specific alerts to configured email accounts. By default, three alert templates exist in the
VWLAN: debug, error, and info templates. Use these templates to determine what kind of
informational messages are displayed, and each informational message is associated with a
specific template. To create an alert template, or edit an existing template:

.

Navigate to Configuration > Logs and Alerts > Alert Templates. If you want to create an alert
template for a specific domain, select the Domain tab. To create an alert template for the
VWLAN system, select the Platform tab. This menu lists any previously configured templates.
If you want to edit a previously created template, select the template from the list. To create
a new alert template, either select Create Alert Template at the bottom of this menu or
select Platform Alert Template from the Create menu at the top of the GUL.
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Configuration Administration

» Role Based [ oomain | -
Access Control Selectall Deselectall Delete Show / hide columns
pthenien sercni[ ]
Authentication earch:
» External - Name < Created Time
Authentication debug_template 2022-12-30 02:06:24
5 )

e Feoat error template 2022-12-30 02:06:24
» Wireless .

info_template 2022-12-30 02:06:24

» Ethemet Access

» Unified Access

» System

¥ Logs and Alerts
Logs
Wireless IDS
Alert Config

Showing 1 to 3 of 3 entries

Alert Templates
SNMP Trap Create Alert Template

Syslog
Email

2. Enter the name of the template in the Name field.

3. Optionally, select the SNMP trap configuration you want to associate to the template. If
127.0.0.1is specified, this means that the SNMP trap is the VWLAN Alarms table. Select the SNMP
trap destination from the list (to create an SNMP trap, see SNMP Trap Configuration). Then
specify the SNMP trap severity from the SNMP Trap Severity list.

Create Alert Template

Mame | |
SNMP Trao Co e .
SNMP Trap Configuration g jiems selacted  Remove all Add all
+ 127.0.0.1
The 127.0.0.1 element corresponds to the local vWLAN Alarms view.
SNMP Trap Severity [ |
Syslog Configuration g jams salected  Remove all Add al
+ 127.0.0.1
The 127.0.0.1 element corresponds to the local vIWLAN Logs view.
Syslog Severity
Email Configuration [ ]
Emazil Addresses
The email address{es) where messages will be sent to. Please use 2 comma to separate multiple email addresses.

reate Alert Template

4. Optionally, select the syslog configuration you want to associate with the template. If 127.0.0.1
is specified, this means that the syslog configuration is the VWLAN logs table. Select the
VWLAN you want to monitor from the list (to create a syslog notification, see Syslog
Configuration). Then specify the syslog severity from the Syslog Severity list.

5. Optionally, specify the email notification type for this template. Specify the previously
created email server handling the email notification (see Email Account Configurotion), and
enter an email address, or several email addresses separated by commas, to which to send
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the notifications. After you entere the name, SNMP trap, syslog, and email information, click
Create Alert Template.

A confirmation is displayed indicating that the alert template was created. The template will
now appear in the alert template list under Configuration > Logs and Alerts > Alert Templates,
where you can display, edit, or delete the template. In addition, the template will be used to
generate specific informational messages based on the entered criteria. For example, the
previous template configuration will result in an email notification to Ann Jenkins and her
manager, and an SNMP trap and syslog message sent to 127.1.11, whenever the vVWLAN
instance receives an event of critical status.

Log Messages

Log messages are created when certain events occur within the vVWLAN system. These
messages document when certain configurations occurred, were implemented, failed, or
succeeded, as well as when problems with the APs, VWLAN system, or the network occur. Log
messages can be error or informational or debug messages and are classified using the
notification template. In addition, log messages can track any configuration changes
(creations, deletions, updotes) and who authorized the change. Notification templates
determine log message types, which allow you to classify the log notifications as you prefer.

The administrator cannot create log messages, but rather, can create notification templates,
which then classify the message type when the specified events occur. You cannot delete
informational messages, but you can edit the type of template to which they are associated.

To view log messages:

1. Navigate to Configuration > Logs and Alerts > Logs. Select the Domain tab if you work with
messages for a specific domain, or select the Platform tab if you work with messages for the
VWLAN system. This menu lists the generated messages and includes the product with
which the message is associated (AP, VWLAN, and so on), the message type (action that
generated the message), and the notification template associated with the message (info,
error, and so on).

Configuration Administration

* Role Based
Access Control show / hide columns
ruthentica serch: [ ]
Authentication earch:
» External = Message Type < Category & Alert Template
Authentication 802.1x auth successful Auth info_template a
Ld i .
Eappit i ap _command failed AP error_template
» Wireless .
ap _command successful AP info_template
» Ethemet Access
» Unified Access ap_config_failed AP error_template
» System ap_config_successful AP info_template
¥ Logs and Alerts ap connection added AP info_template
ap_connection deleted AP info_template
Wireless IDS ap firmware available for upgrade AP info_template
Alert Config ap firmware failed Aap error_template
Alert Templates ap firmware successful AP info_template
SNMP Tr
=) ap firmware updated AP info_template
Syslog i
Email ap_mc2uc_disabled AP debug_template
ap_mc2uc_enabled AP debug_template
ap radar detected RF info_template
ap setting added AP info_template

kil irnart Asvicae failad Snmman arenr tamnlate
Showing 1 to 70 of 70 entries

2. Select the message from the list to edit the type of template associated with a specific
message. Then, select the notification template to associate with the message from the
drop-down menu. Available notification templates include error, info, and debug templates
(by default), and any additional templates you created (see Notification Templates).
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Administrative Tasks

Edit Info Message

Category AP

Message Type ap_config_failed

Alert Template [error_template |

| Update Info Message |

Back

3. Click Update Info Message to apply the template change.

Administrative Tasks

Administrative tasks are pending tasks that affect the configuration of the vVWLAN system or a
specific domain. For example, when you configure VWLAN to switch partitions, an administrative
task is created that indicates the VWLAN should be rebooted. Administrative tasks are listed in
the top of the GUI (see General GUI Shortcuts) so that you can see what items need to be
completed for root administration or domain maintenance or configuration. If there are no
pending tasks, the number 0 is displayed in black. If there are pending tasks, the count of tasks is
displayed in red. Administrative tasks are available to both platform and domain

administrators.

To view and complete administrative tasks:

.

Navigate to Administration > Admin Tasks. Or, select Domain Tasks or Platform Tasks from the
menu at the top of the GUI. If you want to work with tasks for a specific domain, select the
Domain tab, or select the Platform tab to work with tasks for the VWLAN system. This menu
lists all active administrative tasks. You can select to delete or execute the task by selecting
the task from the list. Typically you should not delete tasks unless you already executed it
another way or you want to abort a reboot.

Status Configuration Administration

» Admin N
Authentication Select all Show / hide columns
i e ] I—
» Jobs = Message <+ Job Type < Next Scheduled Execution < Broadcast Updated Time *

true 2024-10-01 14:39:54

Traffic Capture
AP Traffic Capture
Diagnostics
Restart

Platform Upagrade
Patch
Backup/Restore

Schedule a background scan On Demand

Showing 1 to 1 of 1 entries

Click the play icon next to the task in the list to execute the task. When the task is completed,

a message is generated indicating the successful execution of the task. You can then delete
the task from the list. You can also monitor the number of administrative tasks for the VWLAN
system, or a specific domain, by viewing the Platform Tasks or Domain Tasks count at the

top of the GUI menu.
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Configuring VWLAN Jobs

To help manage VWLAN administration, you can create and schedule one-time or recurring
VWLAN jobs. Scheduling administrative jobs provides the flexibility of having the system perform
the associated task at a time and frequency of your choosing.

To create a VWLAN job:

1.

Navigate to Administration > Jobs > VWLAN. This menu lists all current vVWLAN jobs. Each listing
includes the name of the job, the job type, the next scheduled execution time for the job, and
the action to be completed by the job. To create a new VWLAN job, select Create VWLAN Job
at the bottom of this menu. To modify an existing job, select the job name from the list.

Status Configuration Administration

Py | Show / hide columns
» Admin Selectall | Deselectall Delete

Authentication
: Search: [
Admin Tasks ™ - T 5 = =
¥ Jobs Name s Job Type s Next Scheduled Execution = Action
Access Points No Data Available in Table

Showing 0 to 0 of O entries
Traffic Capture

AP Traffic Capture
Diagnostics
Restart

Platform Upgrade
Patch
Backup/Restore

Create vWLAN Job

Enter the name for the job in the Name field.
—

Create vWLAN Job

Name |
Action [vWLAN Reboot v
Scheduled
Freguency
Scheduled Date |

Scheduled Time [01+]:[00v][AM ]

Schedules are enforced based on the plat

Scheduler collects jobs every 15 minutes.

Create vWWLAN Job

Back

3. Select the appropriate action for the job from the Action field.

To schedule the job, select the Scheduled field to display the scheduling options. Use the
Frequency field to specify how often the job will run: Daily, Weekly, Monthly, or One-time.
Select Scheduled Date to use the calendar to select the beginning date for the job. Use the
Scheduled Time field to specify the start time for the job.

Click Create VWLAN Job to create the job.

Once the job is created, it will appear in the job list in the vVWLAN Jobs menu. To execute a job
immediately, select the play next to the job in the job list. You will receive a confirmation that
the job is completed.
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Diagnostic Tools

Administrators use diagnostic tools to monitor the performance of the vVWLAN system or a
specific domain and to uncover any potential problem areas or configurations.

The diagnostic tools available are described in these sections:

Platform Administrator DIQQNOStiC TOOIS ... 289
Phone Home SUPPOIT 290
Domain Administrator DIagnostic TOOIS ... 290
External Authentication TeStReSUItS ... 201
Packet COptUres ... ... 291
Domain POCKEt COPLUrES ... 292
VWLAN Platform Packet Capture ... 293

Platform Administrator Diagnostic Tools

To access the platform administrator diagnostic tools, navigate to Administration > Diagnostics.
Then select the Platform tab. From the Diagnostics menu, you can choose to:

Ping a specified host by entering the IP address or host name and selecting either the
network or management interface

Perform a traceroute for a specified host by entering the IP address or host name and
selecting either the network or management interface

View a list of network statistics

Display the address resolution table

Clear the address resolution table

Show the state of all currently configured processes in the VWLAN system
Show the IP information for the network interface

Connect to Adtran support

To configure any of these options:

. Navigate to Administration > Diagnostics, select the Platform tab, and enter the appropriate

options.
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» Admin N —
Authentication Ping @

Admin Tasks address [ ]
¥ Jobs £al : ul
Access Points Interface
VWLAN
Traffic Capture Traceroute
AP Traffic Capture Address l:l
Diagnostics Enter the IP addre=s or fullv auslif

Restart Interface [Al
Platform Upgrade Int
Patch

Backup/Restore

ear, especially if devices cannot be reached or ICMP is blocked.

Routes ."" ‘

Metstat

ARP O
Clear ARP Cache -’
Show Processes .'L

Show Network Interface Parameters

Phone Home to ADTRAN Support  C

prt [
Mo phone home detected. Running this will establish a new phone home with the port provid
Run Diagnostic

2. Click Run diagnostic at the bottom of the menu to complete the diagnostic actions selected.
When the diagnostic task is complete, the results are displayed.

Phone Home Support

In addition to other platform diagnostics, VWLAN supports a phone home feature. This feature
creates a secure on-demand connection from vWLAN back to Adtran technical support,
allowing technicians to access the VWLAN system by HTTPS and SSH for advanced diagnostics.
Upon completion of the diagnostics, phone home can be terminated, and technical support will
no longer have access to VWLAN. Phone home requires platform administrative access and
contacting technical support to obtain a port number for phone home use. Port 2335 outgoing
to cse-support.bluesocket.com must be allowed in any firewalls in front of the VWLAN system,
and the VWLAN system should be able to resolve the DNS name cse-support.bluesocket.com.
The platform administrator should provide technical support with read/write or read-only
platform administrator credentials as applicable.

Domain Administrator Diagnostic Tools

There are a number of diagnostic tools available to assist with verifying network connectivity on
a domain. The tools provided from the Domain tab include ping, traceroute, and testing
external server authentication. To execute a ping test or traceroute, specify a host (by entering
the IP address or host name) and select either the network or management interface. To test an
external authentication method, select the authentication server from the menu, then enter the
username and password to use for authentication. The results of the diagnostic task are
displayed once the task is complete.

Additional information for executing an external server authentication test is
== | provided in External Authentication Test Results.
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To access the domain administration diagnostic tools:

1. Navigate to Administration > Diagnostics, select the Domain tab, and enter the information
in the appropriate fields.

Status Configuration Administration

» Admin

Authentication Ping O

dmin Tasks adress [
¥ Jobs Ent P sddress or fully
Access Points Interface [An
VWLAN int
Traffic Capture Traceroute ()
S R —
Diagnostics Entt P address or fully qualifie
Restart Interface
Platform Upgrade Int is the source e = iy i e hinck
Patch External Authentication Test @
Backup/Restore Authentication Server [v]

Username 7__}'—;;;-;.‘rj;;n:akn;h.‘l —
Passord
2. Click Run diagnostic at the bottom of the menu. The results are displayed once the task is

complete.

External Authentication Test Results

You can initiate a diagnostic test to verify external server authentication only if the external
authentication servers are already configured in VWLAN. See External Server Authentication for
information. A successful test connection will display a message indicating the success and
specifying the role name where the client can be placed. For example:

Authentication Successful: Client shall be placed into “AllowedAll” role

Additionally, the message displayed will indicate the response attributes from the external
authentication server, if available. If the test fails, it could be due to a time out, invalid
credentials, or other reasons. The reason is indicated as part of the error message.

Packet Captures

In addition to the ping and traceroute diagnostic features, administrators can also perform
packet captures on specific APs or on VWLAN as a whole. You can run multiple packet captures
at once, and there is no limit to the number of captures that you can execute, although running
alarge number of captures at once can slow down the VWLAN system. These packet captures
allow you to view the traffic traveling to and from specified APs or vVWLAN, with a list of capture
files that updates every three seconds.
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Domain Packet Captures

Configuring a wireless packet capture on an AP will place the AP into sensor
—— | mode (assuming the AP radio in question is not already in sensor mode). The
= d APwillreturn to its normal mode when the capture is complete, or the action is
stopped by an administrator.

To configure a packet capture report for the APs on a domain:
1. Navigate to Administration > AP Traffic Capture.

2. Specify the AP on which you want to capture packets by selecting the AP from the AP field.
Then, select whether you capture wireless or wired traffic from the Capture Type field.

Configuration Administration

» Admin Attention: A Wireless traffic capture will put the AP into sensor mode and then return to AP mode when the capture is completed (or stopped by user).
Authentication
Admin Tasks
¥ Jobs AP [BSAP2030-00-19-02-4D-10-00 v|

Access Points Capture Type

VWLAN

Interface [BG(2.4Ghz) w
802.11b/g/n/ax (2.4GHz) SSID
Protecol

1P Address | |

The list of captured files will update every 3 seconds.

Traffic Capture

AP Traffic Capture
Diagnostics
Restart

Platform Upgrade MAC Address | |

Patch Maximum Packet Size [1500 |

Backup/Restore The default value of maximum packet size is 1500, Range: 0~1500,
Number of Packets [10000

The default number of packets to capture is 10000

Start Capture

. Range: 0~1000000000000.

3. Specify the radio interface on which to capture packets. Make your selection from the
Interface field.

4. Specify the SSID from the SSID field. Then, specify the protocol from the Protocol menu and
any IP addresses in the IP address field.

5. Optionally, specify a MAC address from which to capture packets, and then specify the
maximum packet size to capture and the maximum number of records to store. The
maximum packet size is 1500 bytes by default, with a valid range of 0 to 1500 bytes. The
number of records stored by default is 10000, with a valid range of 0 to 1000000000000
records.

== | Thereis alimit to the number of records you can store based on the size of
—— | thepackets and the AP hardware disk available. Best practice is to clean up
and delete packet captures as soon as they are no longer needed.

6. Click Start Capture after entering the appropriate information. The packet capture
downloads are displayed at the bottom of the Packet Capture menu.
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VWLAN Platform Packet Capture

To configure a packet capture report for the VWLAN system:

1.
2.

Navigate to Administration > Traffic Capture.

Specify the Ethernet interface and the Protocol. By default, the Public interface is selected.
The Private interface is only available if a network exists. Protocol selections include Any, TCP,

UDP, or ICMP.
Specify a port number in the Port field for all protocols, except ICMP.

Configuration Administration

» Admin Ethernet Interface
Authentication Protocol
Admin Tasks IP Address or Network |
* Jobs Metmask |255.255.255.255
Traffic Capture MAC Address |
AP Traffic Capture Mumber of Packets to Capture [10000
Diagnostics
Restart

Platform Upgrade

Patch
Backup/Restore

Optionally specify the IP address and network mask from which to capture traffic in the
appropriate fields. This address can be either a source or destination address. Optionally,
specify the MAC address from which to capture traffic for either the source or destination.

Specify the number of packets to capture in the Number of Packets to Capture field. By
default, 10000 packets are captured.

Click Start Capture after entering the appropriate information. The packet capture
downloads are displayed at the bottom of the Packet Capture menu.

Viewing and Searching Logs

Logs are created based on the reports configured for the VWLAN system or a specific domain.
You can view logs by navigating to Status > Logs. Each log is listed, as well as the service it is
associated with, the function monitored by the log, the type of log message, the message itself,
the level associated with the log, and the time the log was created. In addition, administrator
login and logout messages with associated IP addresses are included.

Navigate to Status > Logs. If you want to view logs for a specific domain, select the Domain tab. If
you want to view logs for the VWLAN system, select the Platform tab.
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Configuration Administration

Dashboards

Clients Purge All Logs & Alams  Download Show / hide columns
Access Points [Last 30 Days ~| search: | |
::i:;i?;”g * Created Time & Service % Function + Operation + Message <+ Level
Unified Access 2024-10-18 12:29:04 f alarm detected RFIDS alert Rogue AP with MAC AC:13:9C:09:07:9B, detected by AP 00:19:92:2d:05:80 INFORMATION &
Groups 2024-10-18 12:25:24 f alarm detected RFIDS alert Rogue AP with MAC CC:A6:84:C0:43:19, detected by AP 00:19:92:2d:05:80 INFORMATION
Alerts 2024-10-18 12:25:10 f alarm detected RFIDS alert Rogue AP with MAC CC:66:18: 1A:8B:C5, detected by AP 00:19:92:2d:05:80 INFORMATION |
2024-10-18 12:24:10 f alarm detected RFIDS alert Rogue AP with MAC 00:88:06:D8:D4:B7, detected by AP 00:19:92:2d:05:80 INFORMATION
Maps 2024-10-18 12:23:59 f alarm detected RFIDS alert Rogue AP with MAC 38:F8:F6:49:C9:4D, detected by AP 00:19:92:2d:05:80 INFORMATION
Wireless IDS Alerts 2024-10-18 12:22:53 f alarm detected RFIDS alert Rogue AP with MAC 00:04:56:BF: 1A:FF, detected by AP 00:19:92:2d:05:80 INFORMATION
2024-10-18 12:18:01 i alarm detected RFIDS alert Rogue AP with MAC 20:0B:B2:3F:84:C1, detected by AP 00:19:92:2a:d6:e0 INFORMATION
2024-10-18 12:17:09 f alarm detected RFIDS alert Rogue AP with MAC 38:F8:F6:B9:A6:4A, detected by AP 00:19:92:2d:05:80 INFORMATION
2024-10-18 12:16:56 f alarm detected RFIDS alert Rogue AP with MAC 38:F8:F6:DC:C9:44A, detected by AP 00:19:92:2d:05:80 INFORMATION
2024-10-18 12:16:17 f alarm detected RFIDS alert Rogue AP with MAC 00:19:92:1B:1B:09, detected by AP 00:19:92:2d:05:80 INFORMATION
2024-10-18 12:16:00  rf alarm detected RFIDS alert Rogue AP with MAC 38:F8:F6:74:E2:43, detected by AP 00:19:92:2d:05:80 INFORMATION
2024-10-18 12:15:40 f alarm detected RFIDS alert Rogue AP with MAC 88:5B:DD:79:01:BC, detected by AP 00:19:92:2d:05:80 INFORMATION
2024-10-18 12:14:28 f alarm detected RFIDS alert Rogue AP with MAC 00:19:F2:90:5F:77, detected by AP 00:19:92:2d:05:c0 INFORMATION
2024-10-18 12:12:18 f alarm detected RFIDS alert Rogue AP with MAC B4:80:5D:B4:3A:05, detected by AP 00:19:92:24d:05:80 INFORMATION
2024-10-18 12:08:44 i alarm detected RFIDS alert Rogue AP with MAC 38:38:F2:56:1C:24, detected by AP 00:19:92:2d:05:80 INFORMATION

20241018 12:0R7 of alarm Actartad RETNG alart Rnana AD with MAC 4N-RE-EN:NF-QF-F1 datartad hu AD NN10:@7:7a-df-an TNENRMATION
Showing 1 to 100 of 15,448 entries

You can search the log files for a specific entry by using the Search button at the top right of the
logs list. You can search by service type, function, operation, or log level. You can delete logs by
selecting Purge All Logs & Alarms, or you can choose to download a CSV file of the alarms by
selecting Download.

Viewing Alerts

In addition to using reports and logs to monitor the status of the VWLAN system or a specific
domain, you can also view a list of all alerts generated on the system or domain. Administrators
can view the generated alerts by navigating to Status > Alerts. You choose between domain
alerts (Domain tab) or platform alerts (Platform tab). In the Alerts menu, each recorded alert is
listed, along with the service affected by the alert, the function and operation that generated
the alert, the alert message, the alert type, and the time the alert occurred. Remember that
when in the Domain tab, the alerts listed are those that affect the domain, and when in the
Platform tab, the alerts listed are those that affect the entire VWLAN system.

— 1 Youcantrack alertsin syslog reports, SNMP traps, and email notifications. See
== 1 SNMP Trap Configuration, Syslog Configuration, and Email Account
Configuration for more information.

1. Navigate to Status > Alerts. Select the Domain or Platform tab.

Configuration Administration

Dashboards
Clients Selectall Deselectall Delete Acknowledge = Purge All Alarms = Download Show / hide columns
Acc.:ess Points [Last 30 Days v| search: | |
::i::zr:lts.hps - Created Time < Service < Function < Operation < Message < Level % Acknowledged
Unified Access 2024-10-09T10:12:43+00:00  admin login failed Admin authentication failed for root@adtran.com from 172.21.241.38 ERRORS No
Groups 2024-10-09T10:12:38+00:00  admin login failed Admin authentication failed for root@adtran.cem from 172.21.241.38 ERRORS No

2024-10-09T10:12:30+00:00  admin login failed Admin authentication failed for root@adtran.com from 172.21.241.38 ERRORS No
Logs 2024-10-04T10:05:02+00:00  admin login failed Admin authentication failed for devi@adtran.com from 10.1.103.51 ERRORS No
Maps 2024-10-04T10:04:56+00:00  admin login failed Admin authentication failed for dev@adtran.com from 10.1.103.51 ERRORS No

Wireless IDS Alerts
Showing 1 to 5 of 5 entries

2. Delete individual alerts by choosing the alert and then selecting Delete or remove all alerts
by selecting Purge All Alarms. Acknowledge alerts by choosing an alert and then selecting
Acknowledge or you can choose to download a commma separated value (CSV) file of the
alerts by selecting Download.
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Selectall Deselectall Delete Acknowledge Purge All Alarms Download

— Log in as a root user to have the ability to acknowledge alerts.

Using the Reporting Dashboard

The VWLAN reporting dashboard is a collection of customized widgets that are available for you
to view VWLAN information at a glance. Administrators use dashboards to view information
about users, APs, roles, locations, SSIDs, bandwidth usage, and many other parameters used
within the domain. You can configure up to 12 widgets (2 x 6) on any one dashboard. Widgets
can display either current information in real-time or historical information over time. Current
widgets update in real-time while being viewed, and historical, over-time widgets present
historical data over a specified amount of time (last 7 days, last 30 days, etc.). In addition, you
can view the details of any users, APs, roles, and so on, by selecting the item displayed in the
widget. Domain administrators can configure which widgets are displayed, and thus which
features of the domain to track, by selecting a widget to create. Creating multiple widgets
allows you to create a perspective of the VWLAN network, both historically and in real-time. With
the exception of the logo, each administrator dashboard is completely separate from any
others and can be fully customized to the individual preference.

To use the reporting dashboard:

1. Navigate to Status > Dashboards.

Status Configuration Administration

[Create a new widget v] [Last 30 Days | Dewnload Email Schedule Logo

System Summary ||} Current Client Count [ ]2} a
10
g 7
o 5
Wireless IDS Alerts ceuz 0.81% | I -
2
<

wemused: 17sersse zase

° 1
Uptime: 2 waaks, 0 days, 5 hours, 35 minutes, & seconds TEoTE 18:1234

Part Number: 1700918F1 Serial Number: N/A Time

Current Client Status

Mo Data to Display. Average: 1 Unique:§

Clients

2. To specify which information is summarized on the dashboard, create the appropriate
widget from the Create a new widget menu.
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Client Count by Device Type Cwver Time
Client Count by Ownership Over Time
Client Usage Cwver Time

Current AP Firmware “ersions
Current AP Status

Current Active AP Count

Current Active Users by Radio Mode
Current Client Count

Current Client Status

Current Clients by Device O3

Current Clients by Device Type
Current Clients by Ownership

Top APs by Client Count Over Time
Top APs by Client Usage Cver Time

m

The widgets summarize:

Client Count Over Time is the total number of users on the domain and how long the
users were active. This is a historical widget.

Client Count by Device Type Over Time is summary of client counts based on device type.
This is a historical widget.

Client Count by Ownership Over Time is a summary of client counts based on device
ownership (corporate or other). This is a historical widget.

Client Usage Over Time is the total usage activity of users on the domain and how long
the users were active. This is a historical widget.

Current AP Firmware Versions is the total number of AP firmware versions on VWLAN. This is
a current widget that displays information in real time.

Current AP Status is the current status of configured APs. This is a current widget that
displays information in real time.

Current Active AP Count is the current count of active APs. This is a current widget that
displays information in real time.

Current Active Users by Radio Mode is the total number of active users on a per-radio
mode basis. This is a current widget that displays information in real time.

Current Client Count is the current number of active users. This is a current widget that
displays information in real time.

Current Client Status is the current status of active users. This is a current widget that
displays information in real time.

Current Clients by Device OS is the current summary of associated wireless client
operating systems. This is a current widget that displays information in real time.

Current Clients by Device Type is the current summary associated wireless client device
types. This is a current widget that displays information in real time.

Current Client Statistics by Device Ownership is the current summary of associated
wireless client device ownership (corporate or other). This is a current widget that
displays information in real time.

Top APs by Client Count Over Time is a listing of the APs with the most clients. Thisis a
historical widget.
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» Top APs by Client Usage Over Time is a listing of the APs with the most client usage. This is
a historical widget.

» Top Device Operating System by Client Count Over Time is a summary of the type of
operating system used by devices connected to vVWLAN. This is a historical widget.

» Top Device Operating System by Usage Over Time is a summary of the top ten device
operating systems used by clients. This is a historical widget.

» Top Device Types by Client Count Over Time is a summary of the top ten types of devices
used by clients connected to VWLAN. This is a historical widget.

» Top Device Types by Usage Over Time is a summary of the top ten device types used by
clients. This is a historical widget.

» Top Clients by Usage Over Time is a listing of the most active clients. This is a historical
widget.

» Top Locations by Client Count Over Time is a listing of the locations with the most clients.
This is a historical widget.

» Top Locations by Usage Over Time is a listing of the locations with the most activity. This is
a historical widget.

» Top Roles by Client Count Over Time is a listing of the roles with the most client
connections. This is a historical widget.

» Top Roles by Usage Over Time is a listing of the roles with the most client usage. This is a
historical widget.

» Top SSIDs by Client Count Over Time is a listing of the SSIDs with the most client
connections. This a historical widget.

» Top SSIDs by Client Usage Over Time is a listing of the SSIDs with the most client activity.
This is a historical widget.

3. To customize the historical reports of the report dashboard widgets, specify a time frame
using the time frame menu at the top right of the Dashboard menu. Here you can specify
that information for the last 24 hours, last 7 days, last 30 days, a specific date range, or a
customized time frame is displayed. Information for the last 2 months can be displayed on
the report dashboard.

Last 24 Hours E| Download Email Schedule Logo
Last 24 Hours

E Last 7 Days
Last 30 Days

3L Jan 27,2014 02:00 - Jan 27, 2014 16:04
Edit Custom Interval

Customizing the Report Dashboard Widgets

You can customize report dashboard widgets in several ways. You can move them around the
dashboard menu by dragging and dropping. In addition, you can customize the display and
use the widgets to generate reports through email or download.
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1. Select Edit at the top of the widget to customize a widget.

2. Change the update interval, title, and color of the widget in the edit menu. After making
changes, click Close.

Current Client Count

Update Interval EIESEGROULEEE Y

Title

available colors [N 11 [ [ 61

3. Expand the widget to a full page summarization by selecting the magnifying glass at the top
of the widget.

Current Client Count . . M

4. Delete the widget by selecting the delete icon at the top of the widget.

Current Client Count . . ﬂ

5. Choose to email yourself a copy of the information contained in the widget by selecting the
email icon from the top of the widget. Enter an email address in the appropriate field and
choose the file type from the Format field (PDF, JPEG, or PNG). Select the email configuration
from the menu, and click Send Email.
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Current Client Count

Email address

Format

Email Configuration adtran -

Send Email

6. Choose to download a copy of the information contained in the widget by selecting the
download icon from the top of the widget. Specify the file format you would like to download
from the Format menu (PDF, JPEG, PNG, or CSV) and click Download.

Current Client Count . . ﬂ -

Format  [H=ln]cie

Download Cancel

7. Choose the download or email the entire set of over-time widgets, schedule an email
widget report, or upload or change a logo to be included in the downloads by using the links
at the top right of the report dashboard menu. To download or email real-time widgets, you
must do so individually using the process outlined in Steps 5 and 6.

Last 24 Hours ¥ | Download Emai Schedule Logo

The Download link allows you to download the displayed over-time widgets in either PDF or
CSV format.

Last 24 Hours ~ Download Emal Schedule Logo

Format FODF ~

Download H Close ]
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The Email link allows you to email the displayed over-time widgets in either PDF or CSV
format. You must specify one or more email addresses in the Email field, select the format
from the Format menu, and specify the email configuration to use from the Email
Configuration menu. Click Send Email to send the email to the specified recipients.

Last 24 Hours v Download Email Schedule Loga

Ernal joesmith@adtran.com

Multiple recipients should be separated by cormimas without any spaces.

Format PDF =

Ermail Configuration adtran -

[ Send Email H Close ‘

— | You must have an email configuration in place to send or receive emails
—— | andschedule dashboard actions. Refer to Email Account Configuration for
more information.

The Schedule link allows you email all the displayed widgets on a particular schedule. You
can specify email addresses in the Email field, specify the email is sent daily, weekly or
monthly using the Frequency menu, select the format from the Format menu (either PDF or
CSV), and specify the email configuration to use from the Email Configuration drop-down
menu. Select Save to create the email schedule.

Last 24 Hours ¥ Download Emal Schedule Logo

Ermail joesmithi@adtran.com
Multiple recipients showld be separated by carmmas without any spaces.
Frequency Daily =
Type FODF -

Ernai configuration adtran ~

Save Close

The Logo link allows you to upload, change, or delete a logo associated with a particular
domain to be included in the downloaded or emailed reports. To use the current logo, make
no changes. To delete a logo, select the Logo link and then select Delete Logo. To upload a
new logo, select Browse, choose the file, and then click Upload New Logo.

|Last 24 Hours + |Download Email Schedule Logo

Current Logo —

bluesocket' &
Select a logo to upload| Choose File | Mo file chosen

| Upload New Logo | Delete Logo |
| Close |

— ] Thelogo applies to all dashboards in the domain, so changing the logo

—— | impacts all other users in the domain.
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Implementing vVWLAN on Public and
Private Networks

Being a distributed architecture, VWLAN eliminates the need to deploy a wireless controller at
each location. Instead, only APs are required at the customer premises. For real time security, RF
changes and monitoring, and control and management, a persistent TCP secure TLS
management and control channel is initiated by the AP upon installation and is maintained
between the AP and the vVWLAN. The APs can be behind a NAT device because VWLAN uses the
observed IP address and port number of the control channel as an identification parameter for
each AP. When vVWLAN is deployed in the public cloud, most APs are likely to be behind NAT
devices when they connect to VWLAN (because APs will usually not be have public IP
addresses). For private cloud deployments, even when the APs are fully routable to the VWLAN,
the control channel is still used.

VWLAN can also exist behind a NAT device, but in this case, it must be on a one-to-one NAT
configuration, where the VWLAN can be reached by the APs. The scenario for this
implementation is placing the VWLAN behind a firewall (or within a demilitarized zone (DMZ))
where it is protected from the Internet, and all undesired ports and traffic is monitored and
blocked by a unified threat management (UTM) product or other system. The AP must know the
outside, public, or NAT IP address of the VWLAN for discovery, upgrade, control channel
communication, RF channel communication, web-based authentication, and ping
functionality. The administrator does this by specifying the public IP address for vWLAN in the
Root settings. The public IP address of the secondary vVWLAN must also be known for failover to
function, so both IP addresses must be specified by the administrator. The only restriction is that
if VWLAN is behind a NAT instance, then it assumes all APs are going to connect to the public IP
address. Note that the two VWLAN systems will communicate through the IP addresses
configured under the high availability configuration.

To configure the VWLAN for functioning behind NAT:
1. Ensure that the following traffic is allowed between the VWLAN and the APs:

« Transmission Control Protocol (TCP) port 33334 is used for BSAP 1900 Series AP firmware
and traffic captures.

« TCP port 33333 (control channel) is used for VWLAN communication configuration
information, status polling, and control traffic to and from the AP.

e TCP port 28000 (RF channel) is used to send secure RF information from the AP to VWLAN.

« TCP port 443 (Hypertext Transfer Protocol Secure (HTTPS)) is used if web-based
authentication is enabled.

2. Ensure that the following traffic is allowed between VWLANS:

« TCP port 2335 (SCP) and port 3000 are used for vVWLAN to VWLAN communication and
secure firmware uploads.

3. Navigate to Configuration > System > Settings. Select the Platform tab.

4. Scroll to the Public IP Address for vWLAN high availability node setting and select it.
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Configuration Administration

» Role Based

Access Control

» Internal

Authentication

» External

Authentication

» Captive Portal
Wireless
Ethernet Access
Unified Access
System
Network
Interfaces
Domains

Settings
Branding
Storage Settings

» Logs and Alerts

Show / hide columns.

Search: ]

- Name Value * > Hint

Administrator Session Idle Timeout 20 Sets thg idle timeout for administrative conscle sessions in minutes. Valid entries are 15 to 300, and 0 -
- for no timeout

Certificate 1 The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL.

Certificate 2 The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL.

Certificate Chain 1 A chain of one or more certificates.

Certificate Chain 2 A chain of one or more certificates.

Certificate Private Key 1 The private key for the cert (closely guard this file).

Certificate Private Key 2 The private key for the cert (closely guard this file).

Certificate Selected Click the name link to see the value Certificate for current use.

The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to
AUESELESE) _

The vWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use a form to

Certificate Signature Request 2 (CSR 2) create the CSR manually,

Enable SNMP? Disabled
ErE AN Disabled Enable Transport Layer Security protocol version 1.0 for HTTP access. This is an older security protocol
_ with known security vulnerabilities.

Showing 1 to 26 of 25 entries

5. Enter the public IP address in the appropriate field and click Update Platform Setting. The
VWLAN is now configured with a public IP address for NAT functionality.

Edit Platform Setting

Public IP Address For YWLAN High Availability

Node

the vWLAN high availability no tting be

only use th
Only use i

Update Platform Setting
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